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About 802.1X

The IEEE 802.1X standard defines a Port-based Network Access Control (PNAC) and

authentication protocol that restricts unauthorized clients from connecting to a LAN

. The

IEEE 802.1X defines the encapsulation of the Extensible Authentication Protocol (EAP)

defined in RFC3748 which is known as "EAP over LAN" or EAPOL.

802.1X authentication involves three parties: a supplicant, an authenticator and an

authentication server. The supplicant is a client device (such as a

to attach to the network. The authenticator is a network device, such as an

n IP phone) that wishes
Ethernet

switch . And the authentication server is typically a host running software supporting the

RADIUS and EAP protocols.

The authenticator acts like a security guard to a protected network. The supplicant

is not

allowed access through the authenticator to the protected side of the network until the

supplicant ds

providing a valid visa at the airport's arrival immigration before being allo
the country. With 802.1X port -based authentication, the supplicant pro
such as user name, password or digital certificate
authenticator forwards the credentials to the authentication server for

authentication server determines the creden

identity

has

been

tials are valid, the supplicant

access resources located on the protected side of the network.

i datliked

wed to enter

val

vides credentials,

for the authenticator, and the

verification. If the
is allowed to

Supplicant

Authenticator

802.1x
Port

LAN

Authentication Server,

Yealink IP Phones Compatible with 802.1X

802.1X is the most widely accepted form

and is available

of port -based network access control in use
on Yealink |P phones. Yealink IP phones support 802.1 X authentication

based on EAP -MD5, EAP-TLS EARPEARMSCHAP V2, EARTTLS/EARMSCHAP v2,
EARPEAP/GTC, EAPTTLS/EARGTC and EAP-FAST protocols.

The table below lists the protocol s supported by Yealink SIP IP phone s with different

versions.

Authentication Protocol

IP Phone Models

Firmware Version

EARMD5 All IP phones All Versions
Firmware version 70 or
T28P, T26P, T22PT20P
later
EARTLS

T21P, T19R T46G, T42G
T41P, CP860

later

Firmware version 71 or

and

aut hori
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Authentication Protocol

IP Phone Models

Firmware Version

T48G

Firmware version 72 or
later

T49G, TAOPT29G, T27P,
T23P/G, T21(P) E2,
T19(P) E2, W56P

Firmware version 80 or

later

T28PB T26P, T22PT20P

Firmware version 70 or
later

T21PR T19P, T46G,T42G,

Firmware version 71 or

T41RP CP860 later
EARPEAP/MSCHAPV2 Firmware version 72 or
T48G
later
T49G, TA0RT29G, T27R,
Firmware version 80 or
T23P/G, T21(P) E2
later
T19(P) E2, W56P
T28P, T26P, T22P, T20P, ) )
Firmware version 71 or
T21P, T19PT46G, T42G,
later
T41R CP860
Firmware version 72 or
EARTTLS/EARMSCHAPV2 T48G
later
T49G, T40PT29G, T27P, ) )
Firmware version 80 or
T23P/G, T21(P) E2,
later
T19(P) E2, W56P
T28P, T26P, T22P, T20R, Firmware version 73 or
T48G, T46G, T42G, T41P | later
EARPEAP/GTC T49G, TAOPT29G, T27P | _ _
Firmware version 80 or
T23P/G, T21(P) E2,
later
T19(P) E2, CP860, W56P
T28P, T26P, T22P, T20R, Firmware version 73 or
T48G, T46G, T42G, T41P | later
EARTTLS/EARGTC T49G, TAOR,T29G, T27P, | _ _
Firmware version 80 or
T23P/G, T21(P) E2,
later
T19(P) E2, CP860, W56P
T29G, T27P, T2F/G,
T21(P) E2, T1Y(P) E2, Firmware version 80 or
EARFAST

T49G, T48G, T46G,
T42G, T41R T40R CP860,

later
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Authentication Protocol IP Phone Models Firmware Version

W56P

Yealink IP phones support 802.1X as a supplicant , both Pass -thru Mode and Pass -thru
Mode with Proxy Logoff. When the device connected to the phone disconnects from the

PC port, the Yealink IP phone can provide additional security by sending an EAPOL

Logoff message to the Ethernet switch . This functionality, also known as proxy logoff,
prevents another device from using the port without first authenticating via 802.1X. The
Pass-thru Mode is available on Yealink IP phones running specified firmware version.

You can ask your system administrator o r contact Yealink Field Application Engineer

(FAE) for more information.

Configuring 802.1X Settings

The 802.1X authentication on Yealink IP phones is disabled by default.  You can configure

the 802.1X authentication in one of the following three ways:
Configuring 802.1X using configuration fil es

Configuring 802.1X via web user interface

Configuring 802.1X via phone user interface

For d etailed descriptions of the  authentication parameter sin configuration file s, you can
refer to Configuring 802.1X using configuration fil es on page 5. When setting up a large
number of IP phones, Yealink recommends using configuration files. If you are
provisioning a few phones, you can use the web user interface or phone user interface

to configure 802.1 X feature .

If the EARTLS EARPEARMSCHAP V2, EARTTLS/EARMSCHAP Vv2, EARPEAP/GTC,
EARTTLS/EARGTC or EAP-FAST protocol is preferred in your 802.1X  environment , make

sure that the firmware running on your new phone supports the protocol .

The following s provide system administrator with the procedures to successfully
configure Yealink IP phones in a secure 802.1 X environment , and take configurations of

a SIP-T23G IP phone running firmware version 80 as examples.

Configuring 802.1X using configuration files

1. Add/Edit 802.1X authentication parameter s in configuration file s.

The following table shows the information of parameter s:

Parameter s Permitted Values Default

network.802_1x.mode 0,1,2,3,4,560r7 0

Description :

Configures the 802.1x authentication method.
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Parameter s Permitted Values Default

0-Disabled

1-EARMD5

2-EARTLS
3-EARPEARMSCHAPV2
4-EARTTLS/EARMSCHAPV2
5-EARPEAP/GTC
6-EARTTLS/EARGTC
7-EARFAST

Web User Interface:
Network ->Advanced ->802.1x ->802.1x Mode
Phone User Interface:

Menu ->Settings ->Advanced Settings ->Network ->802.1x Settings ->802.1x Mode

. . String within 32
network.802_1x.identity Blank
characters
Description :
Configures the user name for 802.1x authentication
Note : I't works only if the value of the pla

2,3,4,5,60r7.

Web User Interface:

Network ->Advanced ->802.1x ->MD5 Password
Phone User Interface:

Menu ->Settings ->Advanced Settings ->Network ->802.1x Settings ->MD5

Password
String within 32
network.802_1x.md5_password Blank
characters
Description :
Configures the password for 802.1x authentication.
Note : It works only if the value of the pa

3,4,5,60r7.

Web User Interface:

Network ->Advanced ->802.1x ->MD5 Password
Phone User Interface:

Menu ->Settings -> Advanced Settings ->Network ->802.1x Settings ->MD5

Password

network.802_1x.root_cert_url URL within 511 Blank
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Parameter s Permitted Values Default

characters

Description :
Configures the access URL of the CA certificate.

Note : I't works only if the value of tihsettoRa
3,4,5, 6 or 7. The format of the certificate must be *.pem, *.crt, *.cer or *.der.

Web User Interface:
Network ->Advanced ->802.1x ->CA Certificates

Phone User Interface:

None
) URL within 511
network.802_1x.client_cert_url Blank
characters
Description :
Configures the access URL of the device certificate.
Note: It works only if the value of the pa

(EAPTLS). The format of the certificate must be *.pem.
Web User Interface:

Network ->Advanced ->802.1x -> Device Certificates
Phone User Interface:

None

The following shows an example of the EARTLSprotocol for 802.1X authentication in

configuration file s:

network.802_1x.mode = 2

network.802_1x.identity = yealink

network.802_1x.root_cert_url = http://192.168.1.8:8080/ca.crt
network.802_1x.client_cert_url=http://192.168.1.8:8080/client.pem

2. Upload configuration files, CA certificate  and client certificate to the root directory

of the configuration serve .

Applying the Configuration Files to your Phone

Once you have edited a configuration file  (e.g., y0000000000xx.cfg ) using the
parameter s introduced above, you needto do the following to apply the files to you r

phone :

1. Connect your phone to a network that is not 802.1X  -enabled.

2. Perform the auto provisioning process to apply the configuration files to the phone .
Then the IP phone will reboot to make the settings effective.

For more information on auto provisioning, refer to Yealink SIP-T2 Series T19(P)


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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E2 T4 _Series CP860 W56P_IP_Phones Auto_Provisioning_Guide .
3. Connect the phone to the 802.1X -enabled network and reboot the phone.

You can make a phon e call to verify whether the phone is authenticated.

Configuring 802.1X via web user interface

Connect your phone to a network that is not 802.1X  -enabled.
Login to the web user interface  of the phone .

Click on Network -> Advanced .

P W Db PR

In the 802.1x block, s elect the desired protocol from the pull -down list of 802.1x
Mode .

a) Ifyouselect EARMDS:

1) Enter the user name for authentication in the  Identity field.

2) Enter the password for authentication in the MD5 Password field.

Yealink | s

DSSKey || Features Settings Directory Security

LLDP

Basic
Adlive Enabled [~]
PC Port VLAN
Packet Interval (1~35600s) 60 It is used to logically dwide a
Ad: od physical network into several
SR Cop broadcast domans. VLAN
membership can be configured
Adlive Disabled through software instead of
& : B physically relocating devices or
PacketInterval (1~3600s) 60 ETEEES
The prorty of VLAN assgnment
method (from highest to
lowest) :LLDP/CDP->manual
configuration->DHCP VLAN

NAT Traversal

It is 2 general term for
techniques that estabish and
maintain IP connections

802 1xMode EAP-MD5 =] traversng NAT gateways. STUN
is one of the NAT traversal
Identity yeaink techniques.

802.1x

MD5 Password presee You can configure NAT traversal
for the IP phone.

Browse...
CA Certificates [ Quality of Service (QoS)
Upload It is the abiity to provide
[ Browse... different priories for dfferent
Device Certificates packets in the network,
Upload allowing the transport of traffic
with specil requirements,
Registration Random
Web Server Type
Registration Random (0~60s) |0 It determines access protocol
and port of the IP phone’s web
VPN user interface.

- 802.1X Authentication
Active Enabled E It offers an authentication

mechansm for the IP phone to
[ Lsro_wse_\ connect/iink to 3 LAN or WLAN.
Upload
PN
e It provides remote offices or
Confim Cancel indwvidual users with secure

access to their organzation's

Upload VPN Config

b) If you select EARTLS
1) Enter the user name for authentication in the Identity field.
2) Leavethe MD5 Password field blank.

3) Inthe CA Cerntificate s field, click Browse to select the desired CA

certificate (*.pem, *.crt, *.cer or *.der ) from your local system .


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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4) Inthe Device Certificate s field, click Browse to select the desired client

(*.pem or *.cer ) certificate from your local system .

Log Out

Yealink | vz

Directory Security

- ——

Active Enabled [+]

PC Port VLAN

Packet Interval (1~35600s) 60 It Is used to logically dwide a

Ad d physical network into several

s cop broadcast domans. VLAN
membership can be configured

Active Diszbled through software instead of
= = [=] physically relocating devices or
Packetinterval (1-3600s) 60 R

The priority of VLAN assignment
method (from highest to
lowest) :LLDP/CDP->manual

. configuration->DHCP VLAN

NAT Traversal
It is 2 general term for
802.1x techniques that estabish and
mantain IP connections
802.1x Mode EAP-TLS EI traversng NAT gateways. STUN
is one of the NAT traversal
Igentity yealink techniques.

MD5 Password seeeeene You can configure NAT traversal

. for the IP phone.
Browse...

CA Certificates = Quality of Service (QoS)
9 It is the abiity to provide
[ different priories for diferant
[ [ Browse... | packets in the network,
Upload allowing the transport of traffic
with specal requirements.

-

Device Certficates

Registration Random
Web Server Type
Registrafion Random (0~60s) |0 It determines access protocol
and port of the IP phone’s web
VPN user interface.

Active Enabled =] 802.1X Authentication

It offers an authentication

| Browse... mechansm for the IP phone to
Upload VPN Config connect/iink to a LAN or WLAN.

Upload
VPN
It provides remote offices or
|__Confrm [ Cancel indvidual users with secure

access to their organzation’s

5) Click Upload to upload the certificates.
¢) Ifyouselect EARPEAPMSCHAPV2 :
1) Enter the user name for authentication in the  Identity field.

2) Enter the password for authentication in the MD5 Password field.
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3) Inthe CA Cerntificate s field, click Browse to select the desired CA

certificate ( *.pem, *.crt, *.cer or *.der

Yealink | s

Settings
Basic LLDP
Adtive Enabled [+]
PC Port
Packet Interval (1~3600s) 60
Advanced coP
Adtive Disabled [+]
Packet Interval (1~3600s) 60
.
.
802.1x

EAP-PEAP/MSCHAPV2  |w|

Identity yealink
MD5 Password P
[ Browse...
CA Certificates —
Upload
Browse.
Device Certficates
Upload
Registration Random
Registration Random (0~80s) |0
VPN
Active Enabled [+]
| Browse... |
Upload VPN Config
Upload
G |

) from your local system .

Log Out

Directory Securi

NOTE

VLAN
It s used to baically dwide a

physical network into several
broadcast domans. VLAN
membership can be configured
through software instead of
physically relocating devices or
connections.

The prionty of VLAN assgnment
method (from highest to
lowest) :LLDP/COP->manual
configuration->DHCP VLAN

NAT Traversal

It is a general term for
techniques that estabish and
maintain IP connections
traversng NAT gateways. STUN
is one of the NAT traversal
techniques.

You can configure NAT traverszl
for the IP phone.

Quality of Service (QoS)

It is the 3biity to provide
different priories for diferent
packets in the netwi

allowing the transport of traffic
with special requirements.

Web Server Type

It determines access protocol
and port of the IP phone’s web
user nterface.

802.1X Authentication
It offers an authentication
mechansm for the IP phone to
connect/link to a LAN or WLAN.

VPN

It provides remote offices or
indwviduzl users with secure
access to their oraanzation's

4) Click Upload to upload the certificate.

d) Ifyou select EARTTLS/EARMSCHAPV2 :
1) Enter the user name for authentication in the

2) Enter the password for authentication in the

Identity field.
MD5 Password field.

10



Yealink Technical White Paper

802.1X Authentication

.
Yealink | s
Network DSSKey Features Settings
Basic Ot
Adlive Enabled [z]
PC Port
Packet Interval (1~3500s) 60
Advanced cop
Adlive Disabled [~]
Packet Interval (1~3600s) 60
.
802.1x
802.1x ode EAP-TTLS/EAP-MSCHAF [+]
Identity yealink
MD5 Password ated
| [ Browse...
CA Certificates S
Upload
Device Certificates ! -
Uploac
Registration Random
Registraion Random (0~60s) |0
VPN
Active Enabled [+]
Upload VPN Config J [bome...)
ploa oni
(Upload ]
| Confirm Cancel

3) Inthe CA Cerntificate s field, click Browse to select the desired CA

certificate (*.pem, *.c rt, *.cer or *.der ) from your local system .

Log Out

Directory Security

NOTE

VLAN

It Is used to bgically dvide a
physical network into sevaral
broadcast domans. VLAN
membership can be configured
through software instead of
physically relocating devices or
connections.

The priority of VLAN assgnment
method (from highest to
lowest) :LLDP/CDP->manual
configuration->DHCP VLAN

NAT Traversal

It is 2 general term for
techniques that estabish and
mantan IP connections
traversing NAT gateways. STUN
is one of the NAT traversal
techniques.

You can configure NAT traversal
for the IP phone.

Quality of Service (QoS)

It is the abilty to provide
different priorities for dfferent
packets in the network,
allowing the transport of traffic
with specil requraments,

Web Server Type

It determines access protoco!
and port of the IP phone's web
user interface.

802.1X Authentication
It offers an authentication
mechansm for the IP phone to
connect/link to 3 LAN or WLAN.

ven

It provides remote offices or
Indwvidual users with secure
access to their oraangation's

e)

4) Click Upload to upload the certificate.

If you select EARPEAP/GTC

1) Enter the user name for authentical

2) Enter the password for authentication in the

tion in the

Identity field.
MD5 Password field.

11
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3) Inthe CA Certificate s field, click Browse to select the desired CA

certificate (*.pem, *.crt, *.cer or *.der

Yealink | 2

Settings

CA Certficates

" LLDP
Basic
Adtive Enabled [+]
PC Port
Packetinterval (1~3600s) 60
Advanced cop
Adiive Disabled [~]
Packet interval (1~3600s) 60
.
.
802.1x
802.1x Mode EAP-PEAP/GTC [=]
Identity yaalink
MD5 Password oeesesce
[ Browse... |

Device Certficates

Registration Random

Registrafion Random (0~60s)

Active

Upload VPN Config

|__Confim

|
Upload
Browse
Upload

0
Enabled [+]

| Browse... |
Upload

[ Cancel

) from your local system .

Log Out

Directory Security

VLAN

It Is used to logically dvide a
physical network into several
broadcast domans. VLAN
membership can be configured
through software instead of
physically relocating devices or
connections.

The priority of VLAN assignment
method (from highest to
lowest) :LLDP/COP->manual
configuration->DHCP VLAN

NAT Traversal

It is 2 general term for
techniques that estabish and
maintan IP connections
traversng NAT gateways, STUN
is one of the NAT traversal
techniques.

You can configure NAT traversal
for the IP phone.

Quality of Service (QoS)

It is the abiity to provide
different priorives for déferent
packets in the network,
allowing the transport of traffic
with special requirements.

Web Server Type

It determines access protoco!
and port of the IP phone's web
user interface.

802.1X Authentication
It offers an authentication
mechansm for the IP phone to
connect/link to 3 LAN or WLAN.

ven

It provides remote offices or
indwidual users with secure
access to their s

4) Click Upload to upload the certificate.

f) Ifyou select EARTTLS/EARGTC:

1) Enter the user name for authentication in the

2) Enter the password for authentication in the

Identity field.
MD5 Password field.

12
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3)
certificate (*.pem, *.crt, *.cer or *.der

Yealink |25

= P
Basic LLDI

Adlive
PC Port

Packetinterval (1~3600s) 60

Advanced coP
Adive Disabled

Packetinterval (1~3600s) 60

802.1x

In the CA Certificate s field, click Browse to select the desired CA
) from your local system .

Log Out

Settings Directory

Security

VLAN

It Is used to logically dwide a
physical network into several
broadcast domans., VLAN
membership can be configured
through software instead of
physically relocating devices or
connections.

The priority of VLAN assgnment
method (from highest to
lowest) :LLDP/COP->manual
configuration->DHCP VLAN

NAT Traversal
It is a general term for
techniques that estabish and

802.1x Mode EAP-TTLS/EAP-GTC

Identity yealink

MD5 Password

CA Certficates

Upload

[=]

[ Browse...

mantan IP connections
traversng NAT gateways. STUN
is one of the NAT traversal
techniques,

You can configure NAT traversal
for the IP phone.

Quality of Service (QoS)
It is the abiity to provide

==

Upload

Device Certficates

Registration Random

Registration Random (0~60s) |0

different priories for diferent
packets in the network,
allowng the transport of traffic
with specil requrements,

Browse.

Web Server Type
It determines access protocol
and port of the IP phone’s web

VPN user nterface.
e 802.1X Authentication
pcine Enadled [=] It offers an authentication
| Browse... mechansm for the IP phone to
Upload VPN Config l connect/link to a LAN or WLAN.
Uplad
VPN
It provides remote offices or
‘E [ Cancel ] Indwidual users with secure

arrece tn their 3

4) Click Upload to upload the certificate.

g) Ifyouselect EARFAST:

1) Enter the user name for authentication in the

2) Enter the password for authentication in the

Identity field.
MD5 Password field.

13
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3) Inthe CA Cerntificate s field, click Browse to select the desired CA
certificate (*.pem, *.crt, *.cer or *.der ) from your local system .

Log Out

Yealink |23 : : :
;‘ Features Settings | | Directory ‘ Security

Basic 1D NOTE

Adlive Enabled ﬂ
PC Port VLAN
Packet Interval (1~3600s) 60 It ts used to baically dvide a
Advanced physical network into several
cop broadcast domans. VLAN
memoersh:gtcan be conguu‘rec
At - I through software instead of
ihed biblad 3 physically relocating devices or
connections.

Packet interval (1~3600s) 60

The prionty of VLAN assgnment
method (from highest to
lowast) :LLDP/CDP->manual

. configuration->DHCP VLAN

NAT Traversal
802.1x It is 3 general term for
techniques that estabich and
a mantain IP connections
Shsdxbode EARASE [?J traversng NAT gateways. STUN
is one of the NAT traversal
tachniques,

Identity yealink

MD5 Password Seesaony; You can configure NAT traversal
for the IP phone.
atus Browse...
SeLGucs Quality of Service (QoS)
- It is the abirty to provide
| Browse. different priorioes for dferent
Device Certficates packets in the network,
Upload allowing the transport of traffic
with special raqurements,

Registration Random
Web Server Type
Registration Random (0~60s) |0 It determnes access protocol
and port of the IP phone’s web
VPH user interface.

= 802.1X Authentication

o nable
Active Enabled It offers an authentication
! [_Browse... mechansm for the IP phone to
VPN

e connect/link to a LAN or WLAN.
Upload
e It provides remote offices or
| Confrm | [ Concel ] indwidual users with secure

accace to thoi

Upload VPN Config

4) Click Upload to upload the certificate.
5. Click Confirm to accept the change.
A dialog box pops up  to prompt that settings  will take effect after a reboot.
6. Click OK to reboot the phone.

7. Connect the phone to the 802.1X -enabled network after reboot.

Note If the Pass-thru mode is available on your new phone, you can select the Pass-thru mode
from the pull -down list of DOT1XSTAT Options via web user interface

Configuring 802.1X via phone user interface

If you select EARPEAP/MSCHAPV2, EARTTLS/EARMSCHAPV2, EAP-PEAP/GTC,

EARTTLS/EARGTC or EARFAST mode, you should upload CA certificate in advance using
configuration files or  via web user interface.
If you select EARTLSmode, you should upload CA certificate and de vice certificate in

advance using configuration files or  via web user interface

To configure 802.1x via phone user interface:

1. PressMenu -> Settings -> Advanced Settings (default password: admin)
-> Network -> 802.1x Settings .

2. Press@ or @ , or the Switch soft key to select the desired value from the  802.1x
Mode field .

14
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a) Ifyouselect EARMDS:

—— 202, 1% Settings

‘ EAP-MOE \

! Sulitch

1) Enter the user name for authentication in the
2) Enter the password for authentication in the

b) If you select EARTLS

Identity field.
MDS5 Password field.

—— 202, 1% Settings

‘ EAP-TLS \

! Sitch

1) Enter the use r name for authentication in the
2) Leavethe MD5 Password field blank.
c) Ifyou select EARPEAPMSCHAPV2 :

Identity field.

—— A0, 1% Settings

‘ EAP- F‘EﬁF‘..'HSEHﬁF‘lrd h\

! SLtch

1) Enter the user name for authentication in the
2) Enter the password for authentication in the

d) Ifyouselect EARTTLS/EARMSCHAPV2 :

Identity field.
MDS5 Password field.

——a02, 1% Settings

‘ EAP-TTLSEAP-MSCH F\

1) Enter the user name for authentication in the

2) Enter the password for authentication in the

Identity field.
MD5 Password field.
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e) Ifyouselect EARPEAP/GTC

—— 202, 1% Settings

‘EﬁF‘ F'EﬁF',."GTI: \

1) Enter the user name for authentication in the  Identity field.

2) Enter the password for authentication in the MD5 Password field.

f) If you select EARTTLS/EAFRGTC:

—— 202, 1% Settings

‘EﬁF‘ TTLS,."EﬁF' -GTC «u\

! Sitch

1) Enter the user name for authentication in the Identity field.
2) Enter the password for authentication in the MDS5 Password field.

g) Ifyou select EARFAST:

—— A0, 1% Settings

‘EﬁF‘ -FAST \

! SLtch

1) Enter the user name for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.
3. Click Save to accept the change.

The IP phone reboots automatically to make the settings effective after a period of

time .

802.1X Authentication Process

Reboot the phone to activate the ~ 802.1X authentication on the phone . The 802.1X

authentication process is divided into two basic stages:

Pre-authentication

The 802.1X pre -authentication process begins with  the IP phone that contains a
supplicant service used for negotiation and authentication. When the IP phone connects
to an unauthorized port, the authenticator blocks the IP phone from connecting to the

16
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network. Using one of the authentication protocols , the authentica tor establishes a
security negotiation with the  IP phone and creates an 802.1X session. The IP phone
provides its authentication information for the authenticator , and then the authenticator

forwards the information to the authentication server.

Authentica tion

After the authentication server authenticates the IP phone, the authentication server
initiates the authentication stage of the process. During this phase , the authenticator
facilitates an exchange of keys between the IP phone and the authentication s erver.
After these keys are established, the authenticator grants the IP phone access to the

protected network on an authorized port.

The following figure summarizes an implementation of the 802.1X authentication
process using a RADIUS server as the authentication server:

Supplicant Authenticator Authentication
(Yealink IP phone) (Switch) Server

1. Authentication request

Y

2. |dentity request

A

3.User name
Proxy to server

Y

\

Proxy to supplicant 4. Authentication challenge

A

5. Authentication response Proxy to server

Y

\/

6. Authentication success

Proxy to supplicant

A

Data communication

A

For more details about the  802.1X authentication process using EARMD5, EAP-TLS,

EARPEAPMSCHAPV2 , EARTTLS/EARMSCHAPV2 , EARPEAP/GTC EARTTLS/EARGTC and

EARFAST protocols, referto Appendix B: 802.1X Authentication Process on page 21.

If you are interested in  the packets exchanged during the authentication process, we
recommend you to use the  Wireshark tool. Refer to http://wiki.wireshark.org  for more

information about the Wireshark tool.

The following screenshot of the Wireshark shows a sample of a successful authentication

process using the EARMDS5 protocol:

@ MDS5 pcapng  [Wireshark 1.6.7 (SVN Rev 41973 from /trunk-1.6)] ol ==
Fle Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help

DUNAN EEXRBE (AP DTE QAQQn #®B% B

Filter:

eap || eapol n.. Clear Apply

17


http://wiki.wireshark.org

Yealink Technical White Paper 802.1X Authentication

The following screenshot of the Wireshark shows a sample of a successful authentication
process using the EARTLS protocol:

Begdee SEAXZE LesaTaR Qaan Eam% B
Fiter: | eap || eapol EI“‘“'”"‘"“ Clear Apply
INo. Time Source Protocol Length Info

24 1000 C15C 94 Nearest EAP 60 SUCCesS

The following screenshot of the Wireshark shows a sample of a successful authentication
process using the EARPEAP/MSCHAPV2 protocol:

W EAPPEAPMSCHAPV2.peapng  [Wireshark 1.6.7 (SVN Rev 41973 from /trunk-16)]
Fle Edt View Go Capture Analze Statistics Telephony Tools Interals Help
SuEodee BPEXRE AFs2DT L Q@b @emg 3
Filter: | eap || eapol Expression.. Clear Apply
No. Time Source Destination Protocol Length Info
54 29.1183580 Xiamenve_74:b1:50 Nearest EAPOL 60 start
59 41. 8459050 Cisco_s5d Nearest EapoL 60 start
60 41.8480120 Cisco_5d Nearest EAp 60 Request, Identity [RFC3748]
61 41. 8818910 Xiamenve 150 Nearest AP 60 Response, Identity [RFC3748]
62 41.9209760 Cisco_sd Nearest Eap 60 Request, EAP-TLS [RFC5216] [Abobal
63 41.9215240 Xiamenve. 150 Nearest Eap 60 Response, Legacy Nak (Response only) [RFC3748]
64 41.9286300 Cisco_5d Nearest Eap 60 Request, PEAP [Palekar]
65 41. 9663740 Xiamenve. 150 Nearest TLsvi 112 client Hello
66 41.9948900 Cisco_sd Nearest TLsV1 1042 server Hello, certificate, server key Exchange, server Hello Done
67 41.9957100 Xiamenve. 150 Nearest Eap 60 Response, PEAP [Palekar]
68 420008260 Cisco_sd Nearest TLsvl 1038 server Hello, certificate, server key Exchange, server Hello pone
69 420108160 Xiamenve, 150 Nearest Eap 60 Response, PEAP [palekar]
70 42.0194130 cisco_5d Nearest TLsvi 522 server Hello, certificate, server key Exchange, server Hello Done
72 42.6051130 Xiamenve. 150 Nearest TLsvi 222 client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
73 42.6160350 Cisco_sd Nearest TLsvi 83 change cipher spec, Encrypted Handshake message
74 42.6211250 xiamenve, 150 Nearest Eap 60 Response, PEAP [palekar]
75 42.6327720 cisco_5d Nearest TLsvi 61 application pata
76 42.6345480 Xiamenve. 150 Nearest TLsvi 96 application pata, application pata
77 42.6412420 Cisco_5d Nearest TLsvi 77 application pata
78 42.6441340 Xiamenve. 150 Nearest TLsvi 162 Application pata, Application pata
79 42.6519260 Cisco_5d Nearest TLsvi 109 Application Data
80 42.6537030 xiamenve. 150 Nearest TLsvi 96 application pata, application pata
81 42.6604470 Cisco_5d Nearest TLsvi 61 application pata
82 42. 6624800 Xiamenve. 0 Nearest TLsvL 98 Application pata, application pata
. 6942060 Ci5€0_ Nearest 60 success

The following screenshot of the Wir eshark shows a sample of a successful authentication
process using the EARTTLS/EARMISCHAP v2 protocol:

T57 (SN Rev 1973 from Fromic 167 B
Fle Edt Vew Go Captuwre Analze Statstcs Telephony Tools Intemas Help
BEdee DEAXRELE LEPDTL Qe EM8% B

Fiter: | eap || eapol [+] expression... clear 2pply

No.  Time Source Destination Protocol Length Info

The following screenshot of the Wireshark shows a sample of a successful authentication
process using the EARPEAP/GTCprotocol:

‘eappeapgtcpcapng [Wireshark 167 (SVN Rev 41973 from /runk-16)) = e =
Ble Edt Vew Go Capture Analze Statstics Telephony Tools Intemas Help
DEdae DEBXRE \LePaTL Glaaao daMmB g B

Fiter: | eap || eapol [ expression... clear Apsly

INo. Time Source Destination Protocol Length Info

isco_5d:42:94
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The following screenshot of the Wireshark shows a sample of a successful authentication
process using the EARTTLS/EARGTC protocol:

[l captilscapgtc.pcapng  [Wireshark 1.6.7 (SVN Rev 41973 from ftrunk-16)] (=% E=E ===
Fle Edit View Go Capture Analyze Statitics Telephony Took Intemaks Help

BWeed BEXEL ACsDTF L QaaP | @®m%l 8

Fitter: | eap || eapol [ ] expression... clear apply

No. i Protocol Length Inf

ver Hello Done

ndshake message

The following screenshot of the Wireshark shows a sample of a successful authentication

process using the EARFAST protocol:

Troubleshooting

Why doesn’ t the IP phone pass 802.1X authentication?

Do the following in sequence :

Ensure that the 802.1X authentication environmentis  operational

a) Connect a nother device (e.g., a computer ) to the switch port.

b) Checkif the device is authenticat ed successfully, and an IP address is
assigned to it. If the device fails the authentication, check the configurations

on the switch and authentication server.

Ensure that the user name and password configured on the phone are correct . If
EARTLS, EAPPEAPMS CHAPv2, EARTTLS/EARMSCHAPV2 , EARPEAP/GTC,
EARTTLS/EARGTC and EARFAST protocols are used, ensure that  the certificate

uploaded to the phone is valid .
a) Double click the certificate  to check the validity time

b) Check if the time and date on the phone is within the validity time of the
uploaded certificate. If not, re -generate a certificate and upload it the phone.

Ensure that the failure is not caused by network settings .

a) Disable LLDP feature and manually configu  re a VLAN ID for the Internet port  of
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