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About This Guide

About This Guide

Yealink VC Mobile for iOSis a powerful, easyto-use collaboration application, which represents

a reliable one-stop solution for remot e and mobile workers who want to join high -quality video

conferences from their iPhone or iPadg wherever they go. Unlike other proprietary software,

Yealink VC Mobile for iOSis based on standardizediOS operating system, it extends your

organi zationds video network and gives you an engagi |l

Wi-Fi connectivity is available.

This guide provides everything you may need to start with your Yealink VC Mobile for iOS
Before use, read the Getting Started chapter in this guide carefully, and be sure that the IP
network is ready for Yealink VC Mobile for iOSconfiguration.

Intended Audience

This guide is intended for Yealink VC Mobile for iOSusers.

Typographic Conventions

You need to know the following basic typographic conventions to distinguish types of in -text

information:
Convention Description

Highlights the user interface items such as menusor menu selections

Bold when they are involved in a procedure or user action (for example, tap

0
About ).
Also used to emphasize text
Used for cross references to other sections within thisdocumentation (for
Blue Text

example, refer to Troubleshooting).

) Used for hyperlinks to Yealink resources outside of thisdocumentation
Blue Text in ) )
) such as the Yealink documentations or example,
ltalics ) ) ) ) )
for more information, refer to Yealink Meeting Server User Guide

You also need to know the following writing conventio ns to distinguish conditional information:

Convention Description

Indicates that you must enter specific information. For example, when you
<>
see <IP address>, enter the IP address.
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Convention Description

Indicates that you need to select an item from a menu. For example,
-> Advanced Setting ->NAT Type indicates that you need to select NAT
Type from Advanced Setting .

Terms

As you read this guide, yougl!]l notice that the same
familiarize yourself with these terms.

Cloud endpoints : This term refers to the endpoints that support Cloud feature, including
VC800/vC500/VC400/VC120/VC110 video conferencing endpoint, SIP VA49G IP phone,VC
Desktop and VC Mobile.

Application

When the Yealink VC Mobile for iOSis installed for the first time, you can download the latest
application from the Apple App Store.

If you have installed the Yealink VC Mobile foriOS, you can upgrade the Yealink VC Mobile for
iOSin order to use the latest application. For more information on how to upgrade the Yealink
VC Mobile for iOS, please refer to Updating Yealink VC Mobile for iOS on page 3.

Hardware and Software Requirements

These hardware and software requirements have been determined based on test scenarios. Your

systemds actual perfor mance mareconfgurafionbased on softwal

The following content is based on iPhone 6S for example.

iPhone iPhone 5 or later
Apple

iPad iPad3 or later

iOS Requirement | iOS 80 or later

Syncing with iTunes on a Mac or PC requires:

System , iTunes: 10.2 or later
Requirement . Mac: OSx 10.2 or later

PC:Windows XP SP3 or later

Wireless Local Area Network (WLAN), 802.11 a/b/g/n
Network
recommended
Requirement

3G or 4G network

vi
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Optional
P 3.5 mm headset
Peripheral
Devices Stereo Bluetooth headset

To view your iOS system version:

1. From your device, tap Settings ->General ->About ->Version.

System Capabilities and Constraints

The following resolutions and algorithms are supported for Yealink VC Mobile for iOS.

Resolution

The following table lists the resolutions supported in this version of the Yealink VCMobile for

i0S.
Resolution and Frame rate Source
Up to 720p,30fps People video sent from camera
Up to 1080p,30fps People video received from far site
Up to 1080p,15fps Content received from far site

Actual transmitted video resolution is determined by several factors, such as camera capability,

Apple devices performance, network conditions, the far-sites y st emgs capadhherl i ti es, and
content is being received, it can also be affected by the presertation frame rate of far -site

device.

vii
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Algorithm

The following table lists the algorithms supported in this version of the Yealink VC Mobile for
iOS.

Algorithms Description

G.722

G.722.1

G.722.1 Annex C
G.711> and G.711a
Audio
Opus 48KHz

Acoustic EchoCancellation(AEC)
Automatic Gain Control(AGC)

Acoustic Noise Suppression(ANS)

H.264 HP
Video . H.264 BP

H.263

Encryption AES 128 media encryption

If you want to customize the audio and video codecs, please refer to Codec on page 25.

Icon Instruction

Icons appearing on the user interface are described in the following table:

Icon Description
9 Yealink Cloud account or YMS account is not
registered
& Yealink Cloud account isregistered

YMS account isregistered

Local contacts

Yealink Cloud contacts or YMS contacts

Permanent Virtual Meeting Room

Room system

viii
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Icon

Description

Third party devices

14

Missed calls (H.323 account/SIP account/IP Call)

Missed calls {sideo conference platform)

Outgoing calls (H.323 account/SIP account/IP Call)

Outgoing calls (video conference platform)

Incoming calls (H.323 account/SIP account/IP Call)

Incoming calls (video conference platform)

Add local contacts

(111
mmm)
T

Hide the keypad.

Delete characters you entered.

SRTP call or H.235 call

.||| Call statistics

i The microphone is unmuted
/ﬁ\l The microphone is muted (icon displays on the
N in-call toolbar)

The microphone is muted (icon displays on the
video image)

The speaker is muted

Turn off your video

Turn on your video

Switch to landscape mode

Switch back to portrait mode

Switch between front and rear cameras

Lock the call window

Unlock the call window
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Icon Description

M

The conference participant is receiving contents

Moderator

The moderator is set as the lecturer

Guest

The guest is set as the lecturer

The conference participant is unmuted

@ The conference participant is muted

The video of conference participant is turned on

The video of conference participant is turned off

In This Guide

Topics provided in this guide include:

Chapter 1 Getting Started
Chapter 2 Customizing Yealink VC Mobile foriOS
Chapter 3 Using Yealink VC Mobile foriOS

Chapter 4 Troubleshooting

Summary of Changes

This section describes the changes to ths guide for each release and guide version.

Changes for Release 25, Guide Version 1.2 5.1

The following sections are new for this version:

Join Conferenceson page 50
Video Conference Platform on page 61

Major updates have occurred on the following sections:

Audio Codecson page 25
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Changes for Release 24, Guide Version 1.24.1

The following sections are new for this version:

Configuring the IP Address Mode on page 10

Major updates have occurred on the following sections:

DTMFon page 22
Directory on page 36
Bandwidth Settings on page 46

Leaving the Conferenceon page 79

Changes for Release 23, Guide Version 1.23.5

The following sections are new for this version:

Typographic Conventions on page v

Termson page Vi

Login Interface on page 2

Codecon page 25

Switching Display Modes on page 59

Locking or Unlocking the Call Window on page 60
Conference Scheduleson page 68

Meet Now on page 71

Permanent Virtual Meeting Room on page 72
Conference Managementon page 72

Major updates have occurred on the following sections:

Hardware and Software Requirementson page vi
System Capabilitiesand Constraints on page vii
Icon Instruction on page viii

About YealinkVC Mobile for iOS on page 2

User Interface Overview on page 3

Account Settings on page 19

Adjusting the Volume on page 36

Directory on page 36

Bandwidth Settings on page 46

Using In-call Toolbar on page 52

Xi



User Guide for Yealink VC Mobile for iOS

Xii



Table of Contents

Table of Contents

ADOUL ThIS GUIAE .iuiieiririiiiiiiiiiiriis s s s sa s s sarsarsrsa s s snnses \Y;
[a1 (=Yg lo [=To I ANE (o [=T o (oL RPN \Y;
TYPOGraphiC CONVENTIONS......ciuuiiiiiiiiiie ettt s e e s e s b e e s e e %
B =11 T PSP PP SUPPPPRTPN U
P Y o] o] Tor= 1 1T I T ST PP PPPTPPP Vi
Hardware and Software REQUINEIMENTS..........uiiiiiiiie ittt Vi
System Capabilities and CONSITAINTS.........ciiiiiiiiiiiieiii e e e e s anes vii

[ =TT [U] 1T o TP PPPR vii
F Y[ [o] 11101 14 P OO T PP OTPPPPPI Viii
Tt o TN T 1S3 (0 od 1T} o TSR Vil
LT I o 1T U 1o [PPSR X
SUMMANY OFf CRABNGES ..ottt e st e e aab e e e s sabe e e e e sabneee e X
Changes for Release 25, Guide Versin 1.25.1.........ccccooiiiiiiiiiie s X
Changes for Release 24, Guide Version 1.24.1..........ccooiiiiiiiiiiiee e eieeeee e Xi
Changes for Release 23, Guide Version 1.23.5... ... Xi

Table Of CONENES .uiiiieiiriiiiiiriiri s s reas Xiii

Getting Started ......covvviiiiiiii 1
Installing Yealink VC Mobile fOr iOS.......cooi e 1
(oo [T TN L] 1= = V= SRR 2
About Yealink VC Mobile fOr iOS.........oooviiiiiieeeee ettt 2
Updating Yealink VC Mobile fOr IOS.......ooviiiiiiiiiiieeeeieeeeeeeeeeeeeee ettt e e ee e aeeeeeeeeeees 3
USET INTEITACE OVEIVIEW......cevveiiei ettt e e e e ettt e e e e e s et e e e e e e s e e e aab s e e e e e e e abbannes 3

[T (=Tt (0 YA T T [0 4
[ 1= VIV T o o 5
Y=Y ] o F YA o (o RSOOSR 6
(@1 Y 1Y o (o 6
[T (T SO 9
[NLo) (] oz= i o] g J O =Y o] (=] CH R 9
Warning under Mobile NEWOIK .........oooiiiiiiiiiiiiee et 10
Configuring the IP AddreSS MOTE ..........uuuuuiiiuiiiiiiiiiiiii e anaaeaneannnnnnnes 10
Configuring Yealink VC Mobile for Firewall Traversal...........occccciiiiiiiiieieiieeee e 11
Call Setup and Media POIS. ........u s annnsnnnsnnnnnne 11
RESHIICtING RESEIVEA POIS......uiiiiiiiiiiiiiiiieieieeeeeieeeseeeeeseeeeeeeeeaeeeaeeeesessssssessssseesessesraserareenees 12
Network Address TranSIatioN.........c.veeuuuee e e e e e e e e e e eeaaaanas 13
L = L1 o 1N TR 13
L3I 15
Enabling H.460 Support for H.323 Call.........c.ccoiiiiiiiiiiie e 17
L@ PP PPPRRPPRPPRPPPRIRS 18
TURN . ettt et e et et et et et et e e et ea et ettt ettt raaarararaaraaaa 19
ACCOUNTE SEHINGS. ..ttt ettt e s bt e e s e bt e e s en bt e e e s ansbe e e e ennbeeeeennee 19
[ R 72 B o7 oo 11 | 1 N 19
TS = 1 1] o SO RPTT PO 20
D 1Y/ PRSPt 22
(0 o [T o 25
YN8 o [To 000 [T ot PO SRUPPPPRIR 25
AV 10 [STo T 0o [T ot 27
(DU RSy (L =T= 1 g TN (0] (0o o 28



User Guide for Yealink VC Mobile for iOS

Configuring SECUNLY FRAMUINES .. ..ciieiiiiiieiiie e e e ectee e e s s e e e e s s s r e e e e e s s snnreneeeeeeeanns 29
I LS oTo T A I N =T Y=o U SRR 29
Secure RealTime Transport ProtoCOL...........oouiiiiiiiiiiiiiiiec e 31
[ P2 L o o3 V7o o PSPPSR 34

Customizing Yealink VC Mobile for iOS  .....oeoiiiiiiieeienecees 35

2o Yo Y1 111 T SRR 35
SHEE INBIMIE. ...ttt e et e e e ettt e e e s hte e e e e sb b e e e e et be e e e abbe e e e e anbeeeeennbeeeeennes 35
[ T [0 [N E= T PO TP PP PRPPT PR PPPTPPRTPT 36
AdJUSTING the VOIUME ....eiiiiie e e e 36

[T 1= Tox 1o ] V20 SRR 36
F Yo (o] To I @fe] o] = Tox £ S OO TP PP PPPPPPP 36
Placing Calls 10 CONTACTS.........ccciiiiieiiiiiie ettt ettt e e e e e e s bbe e nnes 38
o 1)) o TR O] o = Lo £ SRS PPSRR 39
DElEtiNg CONLACES ....eeiiiiiiie ettt e et e e s s e e s e b e e e e enbe e e e ennes 39
Searching fOr CONTACES.......cciiuiiiiiiii et e e e e e e e e eaes 40

Call HisStory ManagemeNt ............uuuuuuuieiiiiiniiiieiiinnaaaannnaaannsa i nnanannnnnannnnnnnn 42
VIEWING Call HISTOIY......eiiiiiiiiii ittt 42
Placing Calls from the Call HISTOIY.......c.uuiiiiiiiiiiie e 43
Deleting Entries from the Call HiStOMY ............uuuiiiiiiiiiiiiiiiiiiiiiiiieneeeeenenenenne.. 44
Adding Contacts to Local Directory from the Call HiStory ..........cccccoviiiiiniiieeciiiec e, 44

102 1| B 1Y/ o= PSP O TP OPPPPPT 45

Lo F= Lo LYo 11 ST =1 1] o L= 46

[N T 11T = (o o SRR 48

Using Yealink VC Mobile for iOS ....cocvciiiiiiiinrvrsensnennan 49

PLACING CAIIS...ciiiiieiie ittt et e e ab b e e s abree e 49

0 [0 1 W @0 ) £=1 =T [ = USRS 50

Answering or Rejecting CallS...........coovviiiiiiiiiiiiee e 51

L= T [ o T = 1S 52

USING IN-Call TOOIDA.......iiiiiiiiie ittt e e sbneee e 52
Y T0L T [o I TU [\ I Ted o] o] T ] o = PPN 52
Unmuting Your MICIOPRONE ..........uuiuiiiiiiiiiiiiiiiiiiiiiiiireieieierererrresereeeeesenaeasaeasnsanesnnsennsnnnnnnns 52
Changing AUIO DEVICES .........uuiiiiiiiii ettt e e e e aaes 53
IO T o o) 1 (T T Y4 T = T PP 53
VT 1T To o] o I T8 T Y T =T I PP 55
SENAING DTIME TONES......eeiiiiiitiie ettt ettt e st bt e e e sbe e e e s sabeeeessabeaeeeane 55
Changing the Video Layout during @ Call...........ccccooiocrecc e 56

SWItChING DISPlay MOUES.......uuuuiiiiiiii s 59
Switching to LANdSCape MOGE .........ooiiiiiiiiiiiiie e 59
Switching back to Portrait MOAE ... 60

Locking or Unlocking the Call WINAOW ............eeviiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeeeee e e eeeeeeeeeeeaeeeees 60

Switching Between Front and Rear CAMEIAS..........uueieiiiiieeiiiiie et 60

Working With CONENL ... 60

Video Conference PIatfOrM............oi e 61
Yealink VC Cloud Management Service Platform...........occccoviiiiiiiiiieiiiie e 62
YEAIINK MEELING SEIVEL.....cciiiiiiiiiiiiie ettt e e e e et e e e e e e s senebeeaeeas 79

QI8 ] 0] =2S] gL o] 1] o PP 97

Troubleshooting MEthOdS ..........oooiiiiiii e 97
ViIeWING Call STALISHCS. ... ..uueieiiieeiiiiiie et e e e e e e e e e e e e e e e anaees 97

TroubleShOOtiNg SOIULIONS ........veiieiiiie e 98
(CT=T L= = L ES TS U= 99

Xiv



Table of Contents

(OF= T =T = T [T U 100
A0 [T I X Lo [ o T E YU 100

XV



User Guide for Yealink VC Mobile for iOS

XVi



Getting Started

Getting Started

This chapter contains the following information about Yealink VC Mobile foriOS:

Installing Yealink VC Mobile foriOS
Login Interface

About Yealink VC Mobile for iOS
Updating Yealink VC Mobile for iOS
User Interface Overview

Gestures

Notification Center

Warning under Mobile Network
Configuring the IP Address Mode
Configuring Yealink VC Mobile for Firewall Traversal
Network Address Translation
Account Settings

DTMF

Codec

Dual-Stream Protocol

Configuring Security Features

Installing Yealink VC Mobile for i10S

To install the Yealink VC Mobile for iOS application:

1. From the Apple App Store, search for Yealink VC Mobile and download the application in

your apple device.

You will now have ashiny Yealink VC Mobile for iOS icon on your HOME screen
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Login Interface

For the first time you start the application, the login interface is displayed as below:

seee T 2:23PM 7 56% I 4

\/

Yealink Cloud

Yealink Meeting Server

If you want to log into Yealink VC Mobile for iOSusing Yealink Cloud accounts’YMS accounts
directly, you can tap Yealink Cloud/Yealink Meeting Server . For more information, refer to
Logging into Yealink VC Cloud Management Service platformon page 62 or Logging into

Yealink Meeting Serveron page 80.

You can also tap Skip to use the Yealink VC Mobile for iOS directly.

About Yealink VC Mobile for iOS

You canview the version of application and give advices.
Do the following:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.
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2. TapAbout to view the version of application.

\/

Yealink VC Mobile

V1.25.1(1.25.254.20)

You canalso do the following:

- TapFeedback.
If you encounter problems when using Yealink VC Mobile for iOS, you can tap Issues
to send the problems to technician.
If you want to give advice on Yealink VC Mobile for iOS, tap Suggestions to send

your advices.

- TapHelp to enter the Yealink official website.

Updating Yealink VC Mobile for iOS

You can update the Yealink VCMobile for iOS from APP store.

Updating Yealink VC Mobile for iOS will save the user data of the last version by default. The

user data includes your call history, local directory or the configuration information.

User Interface Overview

Before you begin using Yealink VC Mobile fori0§S you shoul d get familiar with
user interface. The following figures show you the directory window, dialing window, setting

window and call window on your Yealink VC Mobile for iOS.



User Guide for Yealink VC Mobile for iOS

Directory Window

At the bottom of the window, tap Contacts to enter the directory window.

" SRS T G415

5 8 0]
1 —» 1

Yealink Demo1

0 Yealink Demo2
117.28.294 .41
A
B
0 Yealink Demo3 g
17 26 204 42 0
F
. G
0 Yealink Demod rli
17.258.234.44 J
K
L
@) Yosink Demos N 2
Q
g Yealink Demo6 E
o n s s
u
L
W
X
i
Z
#
b 3
No. Name Description
1 Search box Displays the searching information you entered.
2 Contact list/Search results | Displays the contact list or the search results
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Dial Window

At the bottom of the window, t ap Dial to enter the dialing window.

Yealink VC Desktop(4) CU . 2
Yealink Demo1 Pt
4 . w1/
Yealink VC Desktop(2) —
g ) LU
90000(4) )
9000 —
27 A
— 3
1 2 3
; 4
4 5 6
JEL MNO
e 8 9
0 #
6 5
No. Name Description
Previews the local video image.
Switches between front and rear cameras. For
more information, please refer to Switching
Between Front and Rear Camera®n page 60.
1 Camera
Turns on or off your video. For more
information, please refer to Turning off Your
Video on page 53 or Turning on Your Video on
page 55.
Includes incoming, outgoing and missed calls.
) For more information on how to manage the call
2 Call history ) )
history, refer to Call History Management on page
42.
3 Input box/Search box Displays the calling information you entered.
4 Dial pad Provides numbers, | #DZ a
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No. Name Description
5 Contacts Manages the directory.
6 Meeting Joins conference.
7 Settings Enters settings window.
Settings Window

In the top -left corner of the window , tap the avatar icon to enter the settings window.

FEEE +

{&+ Basic Setting
@ Call Features

4 Cloud Account

£ H.323 Account

# SIP Account
57 SIP IP Call
& Network
{Cr Codec
(i) About
No. Name Description
1 IP Address Displays the IP address of your computer.
) Registered account Displays the account which are registered onYealink
VC Mobile for iOS.
Call Window

The call window is the main work area during calls. In the call window, you can perform
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operations on current calls, such as ending the call or sending DTMF tones.

Video Call Window

If the far site supports video, Yealink VC Mobile for iOSenters the video call window.

essee YEALINK = 1:21 AM

Yealink VC Desktop
10.84.0.23

Dial keyboard

No. Name Description

Switches to landscape mode.

B Switches between your front and rear cameras.
2 &) For more information, refer to Switching Between

Front and Rear Camerason page 60.

Displays farsite video by default.

You can swap the video images and change the
3 Video image size of video image. For more information, refer
to Changing the Video Layout during a Call on
page 56.

Displayslocal video by default.

4 Video image You can change the size of video image and

show or hide the video image in small window.



app:ds:video
app:ds:image
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app:ds:image
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No. Name Description

For more information, refer to Changing the
Video Layout during a Call on page 56.

5 Call duration Displays the duration of the current call.

Provides basic operations on current calls.
6 In-call toolbar For more information on the icons, refer to Icon

Instruction on page Vviii.

7 Farsite information Displays the user name and account of far site.

Audio Call Window

If you place an audio call, Yealink VC Mobile for iOS will enter the audio call window. And if you
place a video call andthe far site does not support video, Yealink VC Mobile for iOS will enter
the adaptive audio call window.

sone LN =

8999 1

10.2.5.22

No. Name Description
1 Far-site name Displays the site name offar site.
2 Call duration Displays the duration of the current call.
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No. Name Description

Provides basic operations on current calls.
3 In-call toolbar For more information on the icons, refer to Icon

Instruction on page viii.

Gestures

To operate your apple device using a few simple gestures, follow these tips:

Gesture Action
- -‘m Touch an item on the screen with your finger, and then lifting
ap )
your finger.
—
Swi -\m Tap and move. When you want to scroll quickly, swipe your finger
wipe ) .
across the screen, either up, down, left or right.
\ W
b « 1hhA Tap and hold, then move. To stop scrolling, stop the dragging
ra
I motion.
Pinch \ i, Touch the screen with two or more fingers, and then move the
o
Open fingers away from each other (stretch).
v
Pinch '\“ Touch the screen with two or more fingers, and then move the
Close fingers towards each other (pinch).
Note You can use additional gestures on your apple device. Refer to the documentation included with

your device for more information.

Notification Center

Notification center allows you to view important notifications about the current status of Yealink
VC Mobile for iOS quickly. The current status contains the missed calls,conference reminder, etc.

To view the current status in notification center:

1. Swipe down from the top edge of the screen to enter the notification center.

You can view the current statusof Yealink VC Mobile for iOS. For more information on
status, tap the notification to enter the Yealink VC Mobile for iOS.
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Warning under Mobile Network

If you use Yealink VC Mobile for iOS in a 3G or 4Ghetwork, you can set Mobile Net Warning to
avoid exceeding the limit data. Before you place a call, Yealink VC Mobile for iOS will prompt
you are not using WLAN, network data usage may be high if you continue. The Mobile Net
Warning is enabled by default.

To enable mobile data warning via the Yealink VC Mobile for iOS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.
2. TapBasic Setting .
3. Swipe the Mobile Net Warning switchright to On.

The Mobile Net Warning is on by default.

ssses T 3:20 PM T 65% B0 -+
< Back Basic Setting Save
Site Name Yealink VC Mobile

Mobile Net Warning 0

4. TapSave.

Configuring the IP Address Mode

10

In order to meet the current network, you can configure the IP address modefor Yealink VC

Mobile for iOS. For more information, contact your ISP for more information.
To configure the IP address mode via the Yealink VC Mobile for iOS :

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.

2. TapNetwork .
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3. Selectthe desired IP address modein the IP Address Model field.

Parameters on the Yealink VCMobile for iOS are described below:

Parameter

Description

IPv4
IP Address Model

IPv6

Default: 1Pv4

Specifies thetype of Internet protocol .

4. TapSave.

Configuring Yealink VC Mobile for Firewall Traversal

A firewall protects the

organizationgs |IP

network. Unless the firewall is designed to work with video conferencing equipment, you must

configure the firewall to allow incoming and outgoing traffic to the Yealink VC Mobile foriOS

through the reserved ports. Users placing calls through a firewall to the Yealink VC Mobile for

iOS may experience one-way audio or video if the firewall is not properly configured.

The Ideal Firewall

Firewall With Holes
Punched Through

Call Setup and Media Ports

You must configure your firewall to allow incoming and outgoing traffic through the following

ports:

Description Port Range Port Type
Gatekeeper 1719 UDP
H.323 signal port 1720 TCP
SIP (defaulttransport protocol ) 5060 UbDP
SIP (when selecting the TCRransport protocol ) 5060 TCP
SIP (when selecting the TLSransport protocol ) 5061 TLS
Reserved ports on the Yealink VC Mobile for 50000-50499 TCP/UDP

11
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Description Port Range

Port Type

iOS.
For more information, refer to Restricting

Reserved Portson page 12.

(default range)

Restricting Reserved Ports

By default, the Yealink VC Mobile for iOS communicates through TCP and UDP ports in the
range of 50000 - 54999 for video, voice and presentations, and only a small number of these
ports will be used during a call. The amount of used ports depends on how many people join
the call, which protocols are used, what kind of call you are making (audio or video) and what
kind of presentation you are making. You can configure the range of reserved ports to limit the

amount of TCP and UDP ports.

To configure reserved ports via the  Yealink VC Mobile for iOS :

1.
2.

In the top -left corner of the window , tap the avatar icon to enter the settings window.

Tap Network .

Configure the UDP port range and TCP range.

Parameters for reserved ports on the Yealink VC Mobile for iOS are described below:

Parameter

Description

UDP Port Scope

Configures the range of the UDP ports.
Valid values: 1-65535
Default range: 50000-50499

Note : SIP and H.323 calls share the configured ports.

TCP Port Scope

Configures the range of the TCP ports.
Valid values: 1-65535
Default range: 50000-50499

Note : SIP and H.323 calls share the configuregorts.

4.

Note The gap between the maximum UDP/TCP port and the minimum UDP/TCP port should be not
less than 200. For example, you set 50000 as the minimum UDP port, the maximum UDP port

Tap Save.

should be not less than 50200.

12
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Network Address Translation

If you choose to place your Yealink VC Mobile for iOS in a private LAN, you must use NAT to
communicate with outside systems. This may include enabling static NAT on your software.

NAT Router Server

Source:10. 3. 20, 14 Source:162. 105. 178, 65
e
-

.
VC Mobile @
-

Destination:162. 105. 178. 65

Destination:10. 3. 20. 14

211.100. 7. 34
Intranet | Internet
|
——» Packet from VC Mobile to Server NAT Table
We Bef NAT After NAT
— Paclet from Server to VC Mobile = slore =
Cutbound 10.3.20.14 162.105.178.65
Inbound 162.105.178.65 10.3.20.14

Static NAT

Note

Many application-layer protocols, such as multimedia protocols (H.323/SIP) have address or
port information. The address and port information cannot be translated via the traditional NAT

method, which lead to communication problems.

ALG (application layer gateway) feature on the router/firewall can help translate address and
port of application -layer protocols. If your router does not support ALG (Application Level
Gateway) feature, you should configure port forwarding on your router first, and then enable
static NAT on your Yealink VC Mobile foriOSto help H.323/SIP protocol traverse the firewall.

If H.460 firewall traversal is enabled on the Yealink VC Mobile for iOS, the Yealink VC Mobile for
iOS will automatically ignore the static NAT settings for H.323 calls. For more information on
H.460 firewall traversal, refer to Enabling H.460Support for H.323 Callon page 17.

To configure NAT via the Yealink VC Mobile for iOS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.
2. TapNetwork .
3.  Configure static NAT.

Static NAT parameters on the Yealink VC Mobile for iOSare described below:

Parameter Description

Specifiesthe static NAT type.

Disabled Kthe Yealink VC Mobile for iOSdoes not use the NAT

Static NAT feature.

Manual Settings Kthe Yealink VC Mobile for iOSuses the
manually configured NAT public address.

Auto Kthe Yealink VC Mobile for iOSobtains the NAT public

13
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Parameter

Description

address from the specified Yealink server.

Default: Disabled

NAT IP Address

Configures the NAT public address for the Yealink VC Mobile for iOS
if the static NAT is set to Manual Settings .

4. Tap Save.

To configure Static NAT for SIP account via the Yealink VC Mobile for i0OS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.

2. TapSIP Account.

3. TapAdvanced Setting ->NAT Type , and then select Static .

Parameters on the Yealink VC Mobile for iOSare described below:

Parameter Description
Configures the NAT traversal type.
Disabled
NAT Type STUN
Static
Default: Disabled
Note: Static NAT works only if this parameter is set to Static.
4. Tap Save.

To configure Static NAT for SIP IP call via the Yealink VC Mobile for iOS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.

2. TapSIP IP Call

3.  TapNAT Type, and then select Static.

Parameters on the Yealink VC Mobile for iOSare described below:

Parameter Description
Configures the NAT traversal type.
Disabled
STUN
NAT Type
Static
Default: Disabled
Note: Static NAT works only if this parameter is set to Static.
4. Tap Save.




Getting Started

STUN

Note

You can use the Simple Traversal of UDP through NAT (STUN) function besides ALG or static
NAT. If STUN is enabled, theYealink VC Mobile foriOS can perform private-to-public network
traversal using the STUN server.

STUN is a network protocol, used in NAT traversal for applications of reattime voice, video,
messaging, and other interactive IP communications. The STUN protocol allows theYealink VC
Mobile for iOSbehind a NAT to first discover the presence of a NAT and the type of NAT, and
then allows the Yealink VC Mobile for iOSto obtain the mapped (public) IP address and port
number that the NAT has allocated for the UDP connections to remote parties. The protocol
requires assistance from a third-party network server (STUN server) usually located on public
Internet. The Yealink VC Mobile foriOS can be configured to work as a STUN client, to send
exploratory STUN messages to the STUN server. ThETUN server uses those messages to
determine the public IP address and port used, and then informs the client. For more
information, refer to RFC3489

NAT Rewrites Source to
Public IP/port 59.61.92.59:19232

Client STUN Server

What is my public
IP/port?

L

VC Mobile NAT

IP:59.61.92.59

Port:19232
Private IP/port:
192.168.1.6:3478

Capturing packets after you enable the STUN feature, you can find that the Yealink VC Mobile
for iOS sends Binding Request to the STUN server, and then mapped IP address and port is
placed in the Binding Response: Binding Success Response MAPPEBDDRESS:
59.61.92.59:19232.

No. Time Source Destination Protocol Length Info

444 18,587848 192.168.1.6 8,10 0 STUN 62 Binding Regue
447 18.711349 218.107.220.74 192.168.1.6 STUN 98 Binding success Response MAPPED-ADDRESS: 59.61.92.59:19232

The Yealink VC Mobile foriOSwill send SIP message using themapped IP address and port.

STUNdoes not enable incoming TCP connections through NAT orincoming UDP packets
through symmetric NATSs.

To configure STUN via the Yealink VC Mobile for iOS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.

2. TapNetwork .

15
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3. Configure STUN.
eee T 3:37PM ¥ 68% I -4
< Back Network Save
UDP Port Scope
TCP Port Scope
Static NAT
IP Address Model
STUN Enabled U
STUN Server 210.107.220.1
STUN Port 3478
STUN feature parameters apply to SIP protocol. STUN feature parameters on therealink
VC Mobile for iOS are described below:
Parameter Description
Enables or disablesthe STUN.
STUN Enabled
Default : Disabled
Configures the IP address or the domain name of the STUN
STUN Server (Simple Traversal of UDP over NATs}erver.
Default : Blank
Configures the port of the STUN (Simple Traversal of UDP
STUN Port over NATs)server.
Default: 3478
Configures the NAT traversal type.
Disabled
STUN
NAT Type
Static
Default: Disabled
Note: STUN works only if this parameter is set to STUN.
4. TapSave.
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To configure STUN for SIP account via the Yealink VC Mobile for iOS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.

2. Tap SIP Account.

3. TapAdvanced Setting ->NAT Type , and then select STUN.

STUN featureparameters on the Yealink VC Mobile for iOS are described below:

Parameter Description
Configures the NAT traversal type.
Disabled
NAT Type STUN
Static
Default: Disabled
Note: STUN works only if this parameter is set to STUN.
4, TapSave.

To configure STUN for SIP IP call viathe Yealink VC Mobile for iOS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.

2. TapSIP IP Call

3.  TapNAT Type, and then select STUN.

STUN feature parameters on the Yealink VC Mobilefor iOS are described below:

Parameter Description
Configures the NAT traversal type.
Disabled
NAT Type STUN
Static
Default: Disabled
Note: STUN works only if this parameter is set toSTUN.
4, TapSave.

Enabling H.460 Support for H.323 Call

Yealink VC Mobile for iOS supports firewall traversal of H.323 calls using H.460 protocolsTo use

this feature, make sure your gatekeeper supports H.460 feature.

Note

If you configure H.323 settings and enable H.460 support, the Yealink VC Mobile for iOSignores

Static NAT settings. For more information on NAT,, refer to Static NAT on page 13.
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The process is shown as below:

Gatekeeper

nternet

Private Network Private Network

H.460

H.460

VC Mobile VC Mobile

To enable H.460, configure the H.323 preferencedirst, as described inH.323 Accounts chapter

with the following exception:
To configure H.460 firewall traversal via the  Yealink VC Mobile for iOS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.
2.  TapH.323 Account .
3. Swipethe H460 Switch switch right to on.

The H.460 firewall traversal parameter is described below:

Parameter Description

Enables or disables firewall traversal of H.323 calls using H.460
H.460 Switch protocols.
Default: Disabled

4, TapSave.

ICE (Interactive Connectivity Establishment) is a technique that use STUN, TURN and other
methods to solve the NAT traversal issue. Meanwhile, it is also a considerable solution to the
complex problem of NAT traversal which always enables connectivity regadless of how many
NATs is involved. Since ICE incorporates many of the methods proposed for NAT traversal of SIP
which do not rely on the firewall or NAT device, the Yealink VC Mobile for iOS can discover other

peers and then establish a connection with it.

The advantage of ICE is that the client does not need to judge the NAT types by itself. Besides,
ICE uses a server to allocate unilateral address and at the same time is allowed to connectvith
the client directly, while STUN and TURN are totally dependent on an additional server. Hence,
either of a STUN server or a TURN server fails, ICE can still continue the call process. Moreover,
the main disadvantage of the traditional STUN is that it cannot work fine in all network
topologies, especially for the symmetric NAT (for more information on symmetric NAT, please
refer to NAT Types on page 36). And for STURN protocol, packet loss and packet delay are easy
to come by since the server is overload. However, ICE provides a solution to load balancing by

means of turning the transmitted service to the lowest priority service, ensuring the service
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reliability and flexibility.

ICE is supported, but it isnot configurable on Yealink VC Mobile for iOS.

TURN

TURN (Traversal Using Relay around NAT) is the relay extensions to STUN. To put it simply, the

similarity between TURN and STUN is that both of them realize NAT traversal by changing the

private network address in application layer, and the difference between them is that TURN

realizes NAT traversal by the relay.

If a host is behind NAT, it cannot realize direct point-to-point connection with other host. In this

case, the intermediate nodes are required to provide connection services. TURN protocol allavs

the host to

control the relaydgs action and

The difference between TURN and other relays is that TURN can allow a client to be connected

with multiple terminals by using one relay address.

TURN is supported, but it is not configurable on Yealink VC Mobile for iOS.

Account Settings

H.323 Accounts

Yealink VC Mobile foriOS supports H.323 protocol. If a gatekeeper is used on your network, you

can register an H.323 account for Yealink VC Mobile foriOS, and specify its H.323 name and

extension, which allows others to call the Yealink VC Mobile for iOSvia its H.323 name or

extension instead of its IP address.

To configure H.323 account via the Yealink VC Mobile for iOS:

1. Inthe top-left corner of the win dow, tap the avatar icon to enter the settings window.

2. TapH.323 Account.

3. Configure the H.323 account settings.

H.323 account parameters on the Yealink VC Mobile foriOS are described below:

Parameter

Description

H.323

Enables or disables the H.323protocol.
Default: Enabled.

Note: Only when it is enabled, can H.323 account be registered.
When it is enabled on both sites, the Yealink VC Mobile for iOScan
call the far site by dialing an IP address directly.

User Name

Specifies the name that gatekeepers and gateways use to identify
this Yealink VC Mobile foriOS. You can make point-to-point calls
using H.323 names if both sites are registered to one same

gatekeeper.
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Parameter Description

Default : Blank

Specifies the extensbn that gatekeepers and gateways use to
identify this Yealink VC Mobile for iOS.

Extension Number Default : Blank

Note: Users can place pointto-point calls using the extension if
both sites are registered with one same gatekeeper.

Configures the IP address ordomain name of the primary

GK Server
gatekeeper.
Enables or disablesgatekeeper authentication.
Default: Disabled
GK Authentication Note: When Gatekeeper Authentication is enabled, only the

trusted Yealink VC Mobile for iOSis allowed to access the

gatekeeper.

Specifies the user name for authentication with gatekeeper
GK User Name
Default : Blank

Specifies the password for authentication with gatekeeper.
GK Password
Default : Blank

4. TapSave.

SIP Settings

Yealink VC Mobile for iOS supports Session Initiation Protocol (SIP). If your server supports SIP,
you can use SIP toestablish calls

SIP Account
To establish calls using SIP, you can configure a SIP account for th&ealink VC Mobile for iOS.
To configure SIP account viathe Yealink VC Mobile for iOS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.
2. TapSIP Account.
3. Configure the SIP account settings.

SIP account parameters on the Yealink VC Mobile for iOS are described below:

Parameter Description

Enables or disables the SIP account.
SIP Account Default: Enabled

Note : Only when it is enabled, can SIP account be registered.

20
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Parameter

Description

User Name

Specifies the user name to use for authentication when registering

with a SIPserver.

Default : Blank

Register Name

Configures the username of the SIP accountfor register

authentication.

Default : Blank

Password

Specifies the password associated with the user name used to
authenticate the Yealink VC Mobile foriOSto the SIPserver.

Default : Blank

Server

Configures the IP address or domain name of the SIP server for the
SIP account.

Default : Blank

Port

Configures the port for the SIP account.
Default: 5060

Note : Integer from O to 65535.

Proxy Server
Enabled

Enables or disablesthe Yealink VC Mobile foriOSto send requests of
the SIP account tothe proxy server.

Default: Disabled

Proxy Server

Configures the IP address or domain name ofthe proxy server for the
SIP account.

Default: it is configurable only when the Proxy Server is enabled.

Configures the port for the proxy server port.

Proxy Port Default: 5060
Note : Integer from 1 to 65535.
Configures the type of transport protocol for the SIP account.
UDPKprovides best-effort transport for SIP signaling.
TCPKprovides reliable transport for SIP signaling.
TLSKprovides encrypted transport of SIP signaling. For more
Transport information, please refer to Transport Layer Securityon page 29.
Protocols

DNS-NAPTRKperforms the DNS NAPTR and SRV queries for

the service type and port if no server port is given.
Default: UDP

Note : TLS is available only when theYealink VC Mobile foriOSis
registered with a SIP server that supports TLS.
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4. Tap Save.

SIP IP Call

When making an IP call using the SIP protocol, theYealink VC Mobile foriOS doesn't support
the TLStransport protocol. So configuration parameters of SIP IP call are divided from the SIP

account. You can configure SIP IP call separately.
To configure SIP IP call via the Yealink VC Mobile for iOS:

1. Inthe top-left corner of the window, tap the avatar icon to enter the settings window.
2. TapSIPIP Call
3. Configure the SIP IP call.

SIP IP call parameters on the Yealink VC Mobile for iOS are described below:

Parameter Description

Enables or disables the SIP IP Call.

Default: Enabled.
SIP IP Call

Note: When it is set to Enabled on both sites, the Yealink VC Mobile
for iOS cancall the far site by dialing an IP address directly.

Configures the type of transport protocol for the SIP IP call.

UDPKprovides best-effort transport via UDP for SIP signal.

TCPKprovides reliable transport via TCP for SIP signal.
Transfer Type provides et sportvi sl

DNS-NAPTRKperforms the DNS NAPTR and SRV queries for

the service type and port if no server port is given.

Default: TCP

4, Tap Save.

DTMF

DTMF (Dual Tone Multi -frequency), better known as touch-tone, is used for telecommunication
signaling over analog telephone lines in the voice-frequency band. You can configure DTMF
type for SIP protocol and H.323 protocol respectively.

SIP protocol
To configure DTMF type for SIP account via the Yealink VC Mobile for iOS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.

2. Tap SIP Account.
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3. TapAdvanced Setting , and then configure the DTMF settings.

eees T 4:22 PM 7 78% 4
< Back SIP Account Save
User Name 334
Register Name 334
Password ees
Server 10.2.1.42
Port 5060

Transport Protocols

BFCP

Advanced Setting
Proxy Server Enabled
NAT Type

SRTP

DTMF Type

DTMF Info Type

DTMF Payload 101

DTMF parameters on the Yealink VCMobile for iOS are described below:

Parameter Description

Configures the DTMF type.

INBAND K DTMF digits are transmitted in the voice band.

RFC283& DTMF digits are transmitted by RTP Events compliant
DTMF Type to RFC 2833.

SIP INFOK DTMF digits aretransmitted by the SIP INFO

messages.

Default: RFC2833

Configures the DTMF info type when DTMF type is set to SIP INFO.

DTMF-Relay

DTMF Info Type . DTMF

Telephone -Event

Default: DTMT-Relay

Configures the value of DTMF payload. It ranges from96 to 127.
DTMF Payload
Default: 101

4. Tap Save.
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To configure DTMF type for  SIP IP call via the Yealink VC Mobile for i0OS:

1.
2.
3.

In the top -left corner of the window , tap the avatar icon to enter the settings window.

Tap SIP IP Call.

Configure the DTMF settings.

vesss = 2:24 PM ¥ 78% b+
<{ Back SIP IP Call Save

SIP IP Call @)

Transfer Type

SRTP

DTMF Type

DTMF Info Type

DTMF Payload 101

NAT Type

BFCP C @

DTMF parameters on the Yealink VC Mobile for iOS are described below:

Parameter Description
Configures the DTMF type.
INBAND K DTMF digits are transmitted in the voice band.
RFC283& DTMF digits are transmitted by RTP Events compliant
DTMF Type to RFC 2833.

SIP INFOK DTMF digits are transmitted by the SIP INFO

messages.

Default: RFC2833

DTMF Info Type

Configures the DTMF info type when DTMF type is set to SIP INFO.
DTMF-Relay
DTMF
Telephone -Event

Default: DTMT-Relay
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Parameter

Description

DTMF Payload

Configures the value of DTMFpayload. It ranges from 96 to 127.
Default: 101

4. Tap Save.

H.323 protocol

To configure DTMF type for

H.323 protocol via the Yealink VC Mobile for i0OS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.

2. TapH.323 Account .

3. TapDTMF Type, and then select the desired value.

DTMF parameters on the Yealink VC Mobile foriOS are described below:

Parameter Description
Configures the DTMF type.
INBAND K DTMF digits are transmitted in the voice band.
DTMF Type Auto K The Yealink VC Mobile for iOS will negotiate with the far
site to use the optimal DTMF type.
Default: auto
4. Tap Save.

Codec

CODEC is an abbreviation of COmpresDECompress, and is caphle of coding or decoding a

digital dat a stream or signal by implementing an algorithm . The object of the algorithm is to

represent the high-fidelity audio /video signal with a minimum number of bits while retaining

quality. This can effectively reduce theframe size and the bandwidth required for audio /video

transmission.

Audio Cod ecs

The audio codec that the Yealink VC Mobile foriOS uses to establish a call should be supported

by the server. When placing a call, theYealink VC Mobile foriOS will offer the enabled audio

codec list to the server and then use the audio codec negotiated with the called party according

to the priority.

The following table summarizes the supported audio codecs on the Yealink VC Mobile foriOS:

Codec Algorithm

Bit Rate

Sample Rate Reference

G.722.1c G.722.1

48 Kbps

32 Ksps RFC 5577
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Codec Algorithm Bit Rate Sample Rate Reference
G.722.1c 32 Kbps 32 Ksps RFC 5577
G.722.1c 24 Kbps 32 Ksps RFC 5577
G.722.1 G.722.1 24 Kbps 16 or 32 Ksps RFC 5577

G722 G.722 64 Kbps 16 Ksps RFC 3551

PCMU G.711 ulaw 64 Kbps 8 Ksps RFC 3551

PCMA G.711 alaw 64 Kbps 8 Ksps RFC 3551
OPUSFB OPUS 40 Kbps 48 KHz RFC6716, RFC 7587

To configure audio codecs via the Yealink VC Mobile for  iOS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.
2. TapCodec.
3. TapAudio Codec .

The supported audio codecs are displayed.

eecco AR T 4:58 PM 95% - ¢

< Back Basic Setting

© OPUS-FB(48KHz)
@ G.722.1C(48kbs)
© G.722.1C(32kb/s)
@ G.722.1C(24kb/s)
@ G.722.1(24kb/s)
@ G722

® PCMU

@ PCMA

Currently no disabled items

4. To disable the codec, tap Q on the left of codec, the codec will display in the Disable The

Item list.
5. Drag on the right of codec to the desired position for adjusting the priority of codec.
6. Tap Save.
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Video Codecs

The video codec that the Yealink VC Mobile foriOS uses to establish a call should be supported

by the server. When placing a call, the Yealink VC Mobile foriOS will offer the enabled video

codec list to the server and then use the video codec negotiated with the called party according

to the priority .

The following table summarizes the supported video codecs on the Yealink VC Mobile for iOS:

Name MIME Type Bit Rate Frame Rate Frame Size
H.264 High Tx: WQVGA, 448P, 720P,
H264/90000
Profile 1080P
Rx: ConventionalSize
H.264 H264/90000 Below 1080P
90 kbps to 5 fps to Tx: CIF, 4CIF
H.263 H263/90000
2048 kbps 30 fps RX: QCIF, CIF, 4CIF
Tx: WQVGA, 448P, 720P,
1080P
H265 H265/90000
Rx: Conventional Size
Below 1080P

To configure video codecs via the Yealink VC Mobile for

iOS:

1. Inthe top-left corner of the window, tap the avatar icon to enter the settings window.

2. TapCodec.

3. TapVideo Codec.
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The supported video codecs are displayed.

el T 4:27 PM ¥ 78%| "t
¢{ Back Video Codec

@ H264HP

© H264

@ H263

Currently no disabled items

4. To disable the codec, tapc on the left of codec, the codec will display in the Disable The

Item list.
5. Drag on the right of codec to the desired position for adjusting the priority of codec.
6. Tap Save.

Dual-Stream Protocol

To enhance the process of communicating with others over video, the dual-stream protocol
provides the ability to share content from a computer, such asvideo clips or documentation .
Both the video and the documentation can be transmitted to the far site simultaneously, thus
meeting the requirements of different conference scenarios, such as training or medical

consultation.

The Yealink VCMobile for iOS supports the standard H.239 protocol and BFCP (Binary Floor
Control Protocol). H.239 protocol is used when sharing content with the far site in H.323 calls.
H.239 protocol is enabled by default and is not configurable. BFCP protocol is usedwhen
sharing content with the far site in SIP calls. Before enabling BFCP protocol, ensure that the
protocol is supported and enabled by the far site you wish to call.

To configure BFCPdual -stream protocol for SIP account via the Yealink VC Mobile for iOS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.

2. TapSIP Account.
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3. Swipethe BFCPswitch right to on.

BFCP parameters apply to SIP protocol. BFCP parameters on the Yealink VC Mobile for iOS

are described below.

Parameter Description

Enables or disables the BFCP protocol for sharing content in SIP calls.
BFCP
Default: Disabled

4, Tap Save.
To configure BFCPdual -stream protocol for SIP IP call via the Yealink VC Mobile for iOS:

1. Inthe top-left corner of the window , tap the avatar icon to enter the settings window.
2. TapSIPIP Call
3. Swipethe BFCPswitch right to on.

BFCP parameters apply to SIP protocol. BFCP parameters on the Yealink VC Mobile for iOS
are described below.

Parameter Description

Enables or disables the BFCP protocol for sharing content in SIP calls.
BFCP
Default: Enabled

4. Tap Save.

Configuring Security Features

Transport Layer Security

Transport Layer Security (TLS), a commonhused protocol, aims primarily to provide privacy and
security of message transmission among communications. It allows Yealink VC Mobile foriOS to
connect to HTTPS URL for provisioning and communicate with other iemote parties that, in a

way, prevents it from eavesdropping and tampering.

TLS protocol is composed of two layers: TLS Record Protocol and TLS Handshake Protocol. The
TLS Record Protocol completes the actual data transmission and ensures théntegrity and
privacy of the data. As for the TLS Handshake Protocol, it allows the server and client to
authenticate each other and negotiate an encryption algorithm and cryptographic keys before

data is exchanged.

Yealink VC Mobile foriOS supports TLS version 1.0, 11 and 1.2 A cipher suite is a named
combination of authentication, encryption, and message authentication code (MAC) algorithms
used to negotiate the security settings for a network connection using the TLS/SSL network

protocol. The Yealink VC Mobile foriOS supports the following cipher suites:

DHERSAAES256SHA

DHEDSSAES256SHA
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AES256SHA

EDHRSADESCBC3SHA

EDHDSSDESCBC3SHA

DESCBC3SHA

DESCBC3MD5

DHERSAAES128SHA

DHEDSSAES128SHA

AES128SHA

RC2CBCGMD5

IDEACBGSHA

DHEDSSRC4SHA

RC4SHA

RC4MD5

RC464-MD5

EXP1024DHEDSSDESCBGSHA

EXP1024DESCBGSHA

EDHRSADESCBGSHA

EDHDSSDESCBGSHA

DESCBGSHA

DESCBGMD5

EXP1024DHE-DSSRC4SHA

EXP1024RC4 SHA

EXP1024RC4MD5

EXREDHRSADESCBGSHA

EXRPEDHDSSDESCBGSHA

EXRDESCBGSHA

EXRRC2CBGMDS

EXRRC4MD5
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Getting Started

The following figure illustrates the TLS messages exchangedbetween the Yealink VC Mobile for

iOSand TLS serverto establish an encrypted communication channel:

Fle Edt Vew Go Capture Analyze Statistics Telephony Iools Help

Busee cE@x@alacroTi/(oelacaan @B % B

Fiter: | v Exression.. Cear Apdly
o, | Time | source | Destination |Pratocel  [infa
1 0.000000 192.168.3.86 192.168.0.230 S5Lv3 Client Hello
2 0.021345 192.168.0.230 192.168.3.86 S5LY3 server Hello, certificate, sServer Key Exchange, Server Hello Done
3 0.954947 192.168.3. 86 192.168.0.230 s55Lv3  Client Key Exchange, change Cipher Spec, Encrypted Handshake Message
4 0.97009% 192.168.0. 230 192.168.3.86 sslw3  change Cipher spec, Encrypted Handshake Message
5 1.012295 192.168.3. 86 192.168.0.230 sSs5Lv3  Application pata, aApplication Data
6 1.003562 192.168.0. 230 192.168.3.86 S55Lv3 Application Data
7 1.013667 1582.168.0. 230 192.168.3. 86 S5Lv3 application pata

el

Frame 13: 652 hytes on wire (5216 hits), 652 bytes captured (5216 bits)

EThernet II, Src: vimware_72:c9:2e (Q0:0c:29:72:c9:2e), Dst: xiamenve_11:12:b7 (00:15:65:11:12:h7)

Internet Protocol, src: 182.168.0.230 (192.168.0.230), Dst: 192.168.3.86 (192.168.3.86)

® Transmission Control Protocol, Src Port: https (443D, Dst Port: nmsserver (22440, sSeq: 1482, Ack: 437, Len: 586
secure socket Layer

Stepl: The Yealink VC Mobile forio0Ss ends J Cl i ent Hel |l oDZ message proposi

Step2: Server responds with J Server Hell oDZ message selec
key information in JServer Key ExchangeDZ message and

with J Ser \emelZImessage.

Step3: The Yealink VC Mobile fori0o0Ss ends key session information (encry

public key) in the JClient Key ExchangeDZ message.

Step4:Server sends JChange Cipher SpecDZmessage to acti

future messages which it will be sent later.

The Yealink VC Mobile foriOS can encrypt SIP with TLS, which is called SIPS. When TLS is
enabled for the SIP account, the message of the SIP account will be encrypted after the

successful TLS negotiation.

Secure Real-Time Transport Protocol

During a confidential call, you can configure Secure RealTime Transport Protocol (SRTP) to
encrypt RTP streams to avoid interception and eavesdropping. Both RTP and RTCP signaling
may be encrypted using an AES algorithm as describel in RFC3711. Encryption modifies the
data in the RTP streams so that, if the data is captured or intercepted, it cannot be

understood Kit sounds like noise. Only the receiver knows the key to restore the data. To use
SRTP encryption for SIP calls, the paitipants in the call must enable SRTP simultaneously. When
this feature is enabled on both devices, the encryption algorithm utilized for the session is
negotiated between the Yealink VC Mobile for iOS and far-site device. This negotiation process
is compliant with RFC 4568.

When a site places a call on the SRTP enabled, the Yealink VC Mobile faOS sends an INVITE
message with the RTP encryption algorithm to the destination device.
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