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About This Guide  

Yealink VC Mobile for iOS is a powerful, easy-to-use collaboration application, which represents 

a reliable one-stop solution for remot e and mobile workers who want to join high -quality video 

conferences from their iPhone or iPadǧ wherever they go. Unlike other proprietary software, 

Yealink VC Mobile for iOS is based on standardized iOS operating system, it extends your 

organizationǭs video network and gives you an engaging experience from wherever 3G/4G or 

Wi-Fi connectivity is available. 

This guide provides everything you may need to start with your Yealink VC Mobile for iOS. 

Before use, read the Getting Started  chapter in this guide carefully, and be sure that the IP 

network is ready for Yealink VC Mobile for iOS configuration.  

Intended Audience  

This guide is intended for Yealink VC Mobile for iOS users. 

Typographic Conventions  

You need to know the following basic typographic conventions to distinguish types of in -text 

information:  

Convention  Description  

Bold  

Highlights the user interface items such as menus or menu selections 

when they are involved in a procedure or user action (for example, tap 

About ). 

Also used to emphasize text.  

Blue Text 
Used for cross references to other sections within this documentation  (for 

example, refer to Troubleshooting). 

Blue Text in 

Italics 

Used for hyperlinks to Yealink resources outside of this documentation  

such as the Yealink documentations (for example,  

for more information, refer to Yealink Meeting Server User Guide. 

You also need to know the following writing conventio ns to distinguish conditional information:  

Convention  Description  

<>  
Indicates that you must enter specific information. For example, when you 

see <IP address>, enter the IP address. 

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage?language=zh_cn&?BaseInfoCateId=377&NewsCateId=377&CateId=377&parentcateid=377
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Convention  Description  

-> 

Indicates that you need to select an item from a menu. For example, 

Advanced Setting ->NAT Type  indicates that you need to select NAT 

Type from Advanced Setting . 

Terms 

As you read this guide, youǭll notice that the same terms are used repeatedly. Make sure you 

familiarize yourself with these terms. 

Cloud endpoints : This term refers to the endpoints that support Cloud feature, including 

VC800/VC500/VC400/VC120/VC110 video conferencing endpoint, SIP VP-T49G IP phone, VC 

Desktop and VC Mobile. 

Application  

When the Yealink VC Mobile for iOS is installed for the first time, you can download the latest 

application from the Apple App Store. 

If you have installed the Yealink VC Mobile for iOS, you can upgrade the Yealink VC Mobile for 

iOS in order to use the latest application. For more information on how to upgrade the Yealink 

VC Mobile for iOS, please refer to Updating Yealink VC Mobile for iOS on page 3. 

Hardware and Software Requirements  

These hardware and software requirements have been determined based on test scenarios. Your 

systemǭs actual performance may vary based on software or hardware configuration. 

The following content is based on iPhone 6S for example. 

Apple 
 ̧ iPhone   iPhone 5 or later 

 ̧ iPad   iPad 3 or later 

 iOS Requirement iOS 8.0 or later 

 

System 

Requirement 

Syncing with iTunes on a Mac or PC requires: 

 ̧ iTunes: 10.2 or later 

 ̧ Mac: OSx 10.2 or later 

 ̧ PC: Windows XP SP3 or later 

 

Network 

Requirement 

 ̧ Wireless Local Area Network (WLAN), 802.11 a/b/g/n 

recommended 

 ̧ 3G or 4G network 
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Optional 

Peripheral 

Devices 

 ̧ 3.5 mm headset 

 ̧ Stereo Bluetooth headset 

 
To view your iOS system version:  

1. From your device, tap Settings  ->General ->About  ->Version . 

System Capabilities  and Constraints  

The following resolutions and algorithms are supported for Yealink VC Mobile for iOS. 

Resolution  

The following table lists the resolutions supported in this version of the Yealink VC Mobile for 

iOS. 

Resolution and Frame rate  Source  

Up to 720p,30fps People video sent from camera 

Up to 1080p,30fps People video received from far site 

Up to 1080p,15fps Content received from far site 

Actual transmitted video resolution is determined by several factors, such as camera capability, 

Apple devices performance, network conditions, the far -site systemǭs capabilities, and whether 

content is being received, it can also be affected by the presentation frame rate of far -site 

device.  
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Algorithm  

The following table lists the algorithms supported in this version of the Yealink VC Mobile for 

iOS. 

Algorithms  Description  

Audio 

 ̧ G.722 

 ̧ G.722.1 

 ̧ G.722.1 Annex C 

 ̧ G.711˃  and G.711a 

 ̧ Opus 48KHz 

 ̧ Acoustic Echo Cancellation(AEC) 

 ̧ Automatic Gain Control(AGC) 

 ̧ Acoustic Noise Suppression(ANS) 

Video 

 ̧ H.264 HP 

 ̧ H.264 BP 

 ̧ H.263 

 
Encryption AES-128 media encryption 

If you want to customize the audio and video codecs, please refer to Codec on page 25. 

Icon Instruction  

Icons appearing on the user interface are described in the following table: 

Icon  Description  

 

Yealink Cloud account or YMS account is not 

registered 

 
Yealink Cloud account is registered 

 
YMS account is registered 

 Local contacts 

 
Yealink Cloud contacts or YMS contacts 

 Permanent Virtual Meeting Room 

 Room system 
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Icon  Description  

 Third party devices 

 
Missed calls (H.323 account/SIP account/IP Call) 

 
Missed calls (video conference platform)  

 
Outgoing calls (H.323 account/SIP account/IP Call) 

 
Outgoing calls (video conference platform)  

 
Incoming calls (H.323 account/SIP account/IP Call) 

 
Incoming calls (video conference platform)  

 
Add local contacts 

 
Hide the keypad. 

 
Delete characters you entered. 

 SRTP call or H.235 call 

 
Call statistics 

 
The microphone is unmuted 

 

The microphone is muted (icon displays on the 

in-call toolbar) 

 

The microphone is muted (icon displays on the 

video image) 

 The speaker is muted 

 
Turn off your video  

 
Turn on your video 

 
Switch to landscape mode 

 
Switch back to portrait mode  

 Switch between front and rear cameras 

 
Lock the call window 

 Unlock the call window 



User Guide for Yealink VC Mobile for iOS 

x 

Icon  Description  

 
The conference participant is receiving contents 

 
Moderator  

 
The moderator is set as the lecturer 

 
Guest 

 
The guest is set as the lecturer 

 
The conference participant is unmuted 

 
The conference participant is muted 

 
The video of conference participant is turned on  

 
The video of conference participant is turned off  

In This Guide  

Topics provided in this guide include: 

 ̧ Chapter 1  Getting Started 

 ̧ Chapter 2  Customizing Yealink VC Mobile for iOS 

 ̧ Chapter 3  Using Yealink VC Mobile for iOS 

 ̧ Chapter 4  Troubleshooting  

Summary of Changes  

This section describes the changes to this guide for each release and guide version. 

Changes for Release 25, Guide Version 1.2 5.1 

The following sections are new for this version:  

 ̧ Join Conferences on page 50 

 ̧ Video Conference Platform on page 61 

Major updates have occurred on the following sections: 

 ̧ Audio Codecs on page 25 
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Changes for Release 24, Guide Version 1.24.1 

The following sections are new for this version:  

 ̧ Configuring the IP Address Mode on page 10 

Major updates have occurred on the following sections: 

 ̧ DTMF on page 22 

 ̧ Directory on page 36 

 ̧ Bandwidth Settings on page 46 

 ̧ Leaving the Conference on page 79 

Changes for Release 23, Guide Version  1.23.5 

The following sections are new for this version:  

 ̧ Typographic Conventions on page v 

 ̧ Terms on page vi 

 ̧ Login Interface on page 2 

 ̧ Codec on page 25 

 ̧ Switching Display Modes on page 59 

 ̧ Locking or Unlocking the Call Window on page 60 

 ̧ Conference Schedules on page 68 

 ̧ Meet Now on page 71 

 ̧ Permanent Virtual Meeting Room on page 72 

 ̧ Conference Management on page 72 

Major updates have occurred on the following sections: 

 ̧ Hardware and Software Requirements on page vi 

 ̧ System Capabilities and Constraints on page vii 

 ̧ Icon Instruction on page viii 

 ̧ About  Yealink VC Mobile for iOS on page 2 

 ̧ User Interface Overview on page 3 

 ̧ Account Settings on page 19 

 ̧ Adjusting the Volume on page 36 

 ̧ Directory on page 36 

 ̧ Bandwidth Settings on page 46 

 ̧ Using In-call Toolbar on page 52
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Getting Started  

This chapter contains the following information about Yealink VC Mobile for iOS: 

 ̧ Installing Yealink VC Mobile for iOS 

 ̧ Login Interface 

 ̧ About  Yealink VC Mobile for iOS 

 ̧ Updating Yealink VC Mobile for iOS 

 ̧ User Interface Overview 

 ̧ Gestures 

 ̧ Notification Center  

 ̧ Warning under Mobile Network  

 ̧ Configuring the IP Address Mode 

 ̧ Configuring Yealink VC Mobile for Firewall Traversal 

 ̧ Network Address Translation 

 ̧ Account Settings 

 ̧ DTMF 

 ̧ Codec 

 ̧ Dual-Stream Protocol 

 ̧ Configuring Security Features 

Installing Yealink VC Mobile for iOS 

To install the Yealink VC Mobile for iOS application:  

1. From the Apple App Store, search for Yealink  VC Mobile and download the application in 

your apple device. 

You will now have a shiny Yealink VC Mobile for iOS icon     on your HOME screen.  
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Login  Interface  

For the first time you start the application, the login interface is displayed as below: 

 

If you want to log into Yealink VC Mobile for iOS using Yealink Cloud accounts/YMS accounts 

directly, you can tap Yealink Cloud/Yealink Meeting Server . For more information, refer to 

Logging into Yealink VC Cloud Management Service platform on page 62 or Logging into 

Yealink Meeting Server on page 80. 

You can also tap Skip to use the Yealink VC Mobile for iOS directly. 

About  Yealink  VC Mobile for iOS  

You can view the version of application and give advices. 

Do the following:  

1. In the top-left corner of the window , tap the avatar icon to enter the settings window.  
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2. Tap About  to view the version of application.  

 

You can also do the following:  

-  Tap Feedback. 

If you encounter problems when using Yealink VC Mobile for iOS, you can tap Issues 

to send the problems to technician.  

If you want to give advice on Yealink VC Mobile for iOS, tap Suggestions  to send 

your advices. 

-  Tap Help  to enter the Yealink official website. 

Updating Yealink VC Mobile for iOS  

You can update the Yealink VC Mobile for iOS from APP store. 

Updating Yealink VC Mobile for iOS will save the user data of the last version by default. The 

user data includes your call history, local directory or the configuration information.  

User Interface  Overview  

Before you begin using Yealink VC Mobile for iOS, you should get familiar with the applicationǭs 

user interface. The following figures show you the directory window, dialing window, setting 

window and call window on your Yealink VC Mobile for iOS. 
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Directory Window  

At the bottom of the window, tap Contacts to enter the directory window.  

 

No.  Name Description  

1 Search box Displays the searching information you entered. 

2 Contact list/Search results Displays the contact list or the search results. 
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Dial Window  

At the bottom of the window, t ap Dial  to enter the dialing window.  

 

No.  Name Description  

1 Camera 

 ̧ Previews the local video image. 

 ̧ Switches between front and rear cameras. For 

more information, please refer to  Switching 

Between Front and Rear Cameras on page 60. 

 ̧ Turns on or off your video. For more 

information, please refer to Turning off  Your 

Video on page 53 or Turning on Your Video on 

page 55. 

2 Call history 

Includes incoming, outgoing and missed calls. 

For more information on how to manage the call 

history, refer to Call History Management on page 

42. 

3 Input box/Search box Displays the calling information you entered.  

4 Dial pad Provides numbers, ǰ#Ǳ, and Ǳ.Ǳ to dial. 
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No.  Name Description  

5 Contacts Manages the directory. 

6 Meeting  Joins conference. 

7 Settings Enters settings window. 

Settings Window  

In the top -left corner of the window , tap the avatar icon to enter the settings window. 

 

No.  Name Description  

1 IP Address Displays the IP address of your computer. 

2 Registered account 
Displays the account which are registered on Yealink 

VC Mobile for iOS. 

Call Window  

The call window is the main work area during calls. In the call window, you can perform 
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operations on current calls, such as ending the call or sending DTMF tones. 

Video Call Window  

If the far site supports video, Yealink VC Mobile for iOS enters the video call window. 

 

No.  Name Description  

1 
 

Switches to landscape mode. 

2  

Switches between your front and rear cameras. 

For more information, refer to Switching Between 

Front and Rear Cameras on page 60. 

3 Video image 

Displays far-site video by default. 

You can swap the video images and change the 

size of video image. For more information, refer 

to Changing the Video Layout during a Call on 

page 56. 

4 Video image 

Displays local video by default. 

You can change the size of video image and 

show or hide the video image in small window. 

app:ds:video
app:ds:image
app:ds:video
app:ds:image
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No.  Name Description  

For more information, refer to Changing the 

Video Layout during a Call on page 56. 

5 Call duration Displays the duration of the current call. 

6 In-call toolbar 

Provides basic operations on current calls. 

For more information on the icons, refer to Icon 

Instruction on page viii. 

7 Far-site information  Displays the user name and account of far site. 

Audio Call Window  

If you place an audio call, Yealink VC Mobile for iOS will enter the audio call window. And if you 

place a video call and the far site does not support video, Yealink VC Mobile for iOS will enter 

the adaptive audio call window. 

 

No.  Name Description  

1 Far-site name Displays the site name of far site. 

2 Call duration Displays the duration of the current call. 



Getting Started 

9 

No.  Name Description  

3 In-call toolbar 

Provides basic operations on current calls. 

For more information on the icons, refer to Icon 

Instruction on page viii. 

Gestures 

To operate your apple device using a few simple gestures, follow these tips: 

Gesture Action  

Tap 

 

Touch an item on the screen with your finger, and then lifting 

your finger. 

Swipe 

 

Tap and move. When you want to scroll quickly, swipe your finger 

across the screen, either up, down, left or right. 

Drag 

 

Tap and hold, then move. To stop scrolling, stop the dragging 

motion.  

Pinch 

Open 

 

Touch the screen with two or more fingers, and then move the 

fingers away from each other (stretch). 

Pinch 

Close 

 

Touch the screen with two or more fingers, and then move the 

fingers towards each other (pinch). 

Note  

Notification Center  

Notification center allows you to view important notifications  about the current status of Yealink 

VC Mobile for iOS quickly. The current status contains the missed calls, conference reminder, etc. 

To view the current status in notification center:  

1. Swipe down from the top edge of the screen to enter the notification center . 

You can view the current status of Yealink VC Mobile for iOS. For more information on 

status, tap the notification to enter the Yealink VC Mobile for iOS. 

You can use additional gestures on your apple device. Refer to the documentation included with 

your device for more information.  
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Warning under Mobile Network  

If you use Yealink VC Mobile for iOS in a 3G or 4G network, you can set Mobile Net Warning  to 

avoid exceeding the limit data. Before you place a call, Yealink VC Mobile for iOS will prompt 

you are not using WLAN, network data usage may be high if you continue. The Mobile Net 

Warning  is enabled by default. 

To enable mobile data warning  via the  Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap Basic Setting . 

3. Swipe the Mobile Net Warning switchright to On.  

The Mobile Net Warning  is on by default. 

 

4. Tap Save. 

Configuring the IP Address Mode  

In order to meet the current network, you can configure the IP address mode for Yealink VC 

Mobile for iOS. For more information, contact your ISP for more information.  

To configure  the IP address mode via the  Yealink VC Mobile for iOS : 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap Network . 
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3. Select the desired IP address mode in the IP Address Model field. 

Parameters on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

IP Address Model  

Specifies the type of Internet protocol . 

 ̧ IPv4 

 ̧ IPv6 

Default: IPv4 

4. Tap Save. 

Configuring Yealink VC Mobile for Firewall Traversal  

A firewall protects the organizationǭs IP network by controlling data traffic from outside the 

network. Unless the firewall is designed to work with video conferencing equipment, you must 

configure the firewall to allow incoming and outgoing traffic to the  Yealink VC Mobile for iOS 

through the reserved ports. Users placing calls through a firewall to the Yealink VC Mobile for 

iOS may experience one-way audio or video if the firewall is not properly configured.  

 

Call Setup and Media Ports  

You must configure your firewall to allow incoming and outgoing traffic through the following 

ports: 

Description  Port Range  Port Type  

Gatekeeper 1719 UDP 

H.323 signal port  1720 TCP 

SIP (default transport protocol ) 5060 UDP 

SIP (when selecting the TCP transport protocol ) 5060 TCP 

SIP (when selecting the TLS transport protocol ) 5061 TLS 

Reserved ports on the Yealink VC Mobile for 50000-50499 TCP/UDP 
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Description  Port Range  Port Type  

iOS. 

For more information, refer to Restricting 

Reserved Ports on page 12. 

(default range) 

Restricting Reserved Ports  

By default, the Yealink VC Mobile for iOS communicates through TCP and UDP ports in the 

range of 50000 - 54999 for video, voice and presentations, and only a small number of these 

ports will be used during a call. The amount of used ports depends on how many people join 

the call, which protocols are used, what kind of call you are making (audio or video) and what 

kind of presentation you are making. You can configure the range of reserved ports to limit the 

amount of TCP and UDP ports. 

To configure reserved ports via the Yealink VC Mobile for iOS : 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap Network . 

3. Configure the UDP port range and TCP range. 

Parameters for reserved ports on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

UDP Port Scope 

Configures the range of the UDP ports.  

Valid values: 1-65535 

Default range: 50000-50499 

Note : SIP and H.323 calls share the configured ports. 

TCP Port Scope 

Configures the range of the TCP ports.  

Valid values: 1-65535 

Default range: 50000-50499 

Note : SIP and H.323 calls share the configured ports. 

4. Tap Save. 

Note  

  

The gap between the maximum UDP/TCP port and the minimum UDP/TCP port should be not 

less than 200. For example, you set 50000 as the minimum UDP port, the maximum UDP port 

should be not less than 50200.  
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Network Address Translation  

If you choose to place your Yealink VC Mobile for iOS in a private LAN, you must use NAT to 

communicate with outside systems. This may include enabling static NAT on your software.  

 

Static NAT  

Many application-layer protocols, such as multimedia protocols (H.323/SIP), have address or 

port information. The address and port information cannot be translated via the traditional NAT 

method, which lead to communication problems.  

ALG (application layer gateway) feature on the router/firewall can help translate address and 

port of application -layer protocols. If your router does not support ALG (Application Level 

Gateway) feature, you should configure port forwarding on your router first, and then enable 

static NAT on your Yealink VC Mobile for iOS to help H.323/SIP protocol traverse the firewall. 

Note  

To configure NAT via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap Network . 

3. Configure static NAT. 

Static NAT parameters on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

Static NAT  

Specifies the static NAT type. 

 ̧ DisabledǨthe Yealink VC Mobile for iOS does not use the NAT 

feature. 

 ̧ Manual Settings Ǩthe Yealink VC Mobile for iOS uses the 

manually configured NAT public address. 

 ̧ AutoǨthe Yealink VC Mobile for iOS obtains the NAT public 

If H.460 firewall traversal is enabled on the Yealink VC Mobile for iOS, the Yealink VC Mobile for 

iOS will automatically ignore the static NAT settings for H.323 calls. For more information on 

H.460 firewall traversal, refer to Enabling H.460 Support for H.323 Call on page 17. 
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Parameter  Description  

address from the specified Yealink server. 

Default: Disabled 

NAT IP Address  
Configures the NAT public address for the Yealink VC Mobile for iOS 

if the static NAT is set to Manual Settings . 

4. Tap Save. 

To configure  Static NAT for SIP account via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap SIP Account . 

3. Tap Advanced Setting ->NAT Type , and then select Static . 

Parameters on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

NAT Type  

Configures the NAT traversal type. 

 ̧ Disabled  

 ̧ STUN 

 ̧ Static  

Default: Disabled 

Note: Static NAT works only if this parameter is set to Static . 

4. Tap Save. 

To configure  Static NAT for SIP IP call via the  Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap SIP IP Call. 

3. Tap NAT Type , and then select Static . 

Parameters on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

NAT Type  

Configures the NAT traversal type.  

 ̧ Disabled  

 ̧ STUN 

 ̧ Static  

Default: Disabled 

Note: Static NAT works only if this parameter is set to Static . 

4. Tap Save. 
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STUN 

You can use the Simple Traversal of UDP through NAT (STUN) function besides ALG or static 

NAT. If STUN is enabled, the Yealink VC Mobile for iOS can perform private-to-public network 

traversal using the STUN server. 

STUN is a network protocol, used in NAT traversal for applications of real-time voice, video, 

messaging, and other interactive IP communications. The STUN protocol allows the Yealink VC 

Mobile for iOS behind a NAT to first discover the presence of a NAT and the type of NAT, and 

then allows the Yealink VC Mobile for iOS to obtain the mapped (public) IP address and port 

number that the NAT has allocated for the UDP connections to remote parties. The protocol 

requires assistance from a third-party network server (STUN server) usually located on public 

Internet. The Yealink VC Mobile for iOS can be configured to work as a STUN client, to send 

exploratory STUN messages to the STUN server. The STUN server uses those messages to 

determine the public IP address and port used, and then informs the client. For more 

information, refer to RFC3489. 

 

Capturing packets after you enable the STUN feature, you can find that the Yealink VC Mobile 

for iOS sends Binding Request to the STUN server, and then mapped IP address and port is 

placed in the Binding Response: Binding Success Response MAPPED-ADDRESS: 

59.61.92.59:19232. 

 

The Yealink VC Mobile for iOS will send SIP message using the mapped IP address and port. 

Note  

To configure STUN via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap Network .  

STUN does not enable incoming TCP connections through NAT or incoming UDP packets 

through symmetric NATs. 

http://www.ietf.org/rfc/rfc3489.txt
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3. Configure STUN. 

 

STUN feature parameters apply to SIP protocol. STUN feature parameters on the Yealink 

VC Mobile for iOS are described below: 

Parameter  Description  

STUN Enabled 
Enables or disables the STUN. 

Default : Disabled 

STUN Server 

Configures the IP address or the domain name of the STUN 

(Simple Traversal of UDP over NATs) server. 

Default : Blank 

STUN Port  

Configures the port of the STUN (Simple Traversal of UDP 

over NATs) server. 

Default:  3478 

NAT Type  

Configures the NAT traversal type.  

 ̧ Disabled  

 ̧ STUN 

 ̧ Static  

Default: Disabled 

Note: STUN works only if this parameter is set to STUN. 

4. Tap Save. 
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To configure STUN for SIP account via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap SIP Account. 

3. Tap Advanced Setting ->NAT Type , and then select STUN. 

STUN feature parameters on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

NAT Type  

Configures the NAT traversal type.  

 ̧ Disabled  

 ̧ STUN 

 ̧ Static  

Default: Disabled 

Note: STUN works only if this parameter is set to STUN. 

4. Tap Save. 

To configure STUN for SIP IP call via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap SIP IP Call. 

3. Tap NAT Type , and then select STUN. 

STUN feature parameters on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

NAT Type  

Configures the NAT traversal type.  

 ̧ Disabled  

 ̧ STUN 

 ̧ Static  

Default: Disabled 

Note: STUN works only if this parameter is set to STUN. 

4. Tap Save. 

Enabling H.460 Support  for H.323 Call  

Yealink VC Mobile for iOS supports firewall traversal of H.323 calls using H.460 protocols. To use 

this feature, make sure your gatekeeper supports H.460 feature. 

Note  

  

If you configure H.323 settings and enable H.460 support, the Yealink VC Mobile for iOS ignores 

Static NAT settings. For more information on NAT,, refer to Static NAT on page 13. 
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The process is shown as below: 

 

To enable H.460, configure the H.323 preferences first, as described in H.323 Accounts chapter 

with the following  exception: 

To configure H.460 firewall traversal via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap H.323 Account . 

3. Swipe the H460 Switch  switch right to on.  

The H.460 firewall traversal parameter is described below: 

Parameter  Description  

H.460 Switch  

Enables or disables firewall traversal of H.323 calls using H.460 

protocols. 

Default: Disabled 

4. Tap Save. 

ICE 

ICE (Interactive Connectivity Establishment) is a technique that use STUN, TURN and other 

methods to solve the NAT traversal issue. Meanwhile, it is also a considerable solution to the 

complex problem of NAT traversal which always enables connectivity regardless of how many 

NATs is involved. Since ICE incorporates many of the methods proposed for NAT traversal of SIP 

which do not rely on the firewall or NAT device, the Yealink VC Mobile for iOS can discover other 

peers and then establish a connection with it. 

The advantage of ICE is that the client does not need to judge the NAT types by itself. Besides, 

ICE uses a server to allocate unilateral address and at the same time is allowed to connect with 

the client directly, while STUN and TURN are totally dependent on an additional server. Hence, 

either of a STUN server or a TURN server fails, ICE can still continue the call process. Moreover, 

the main disadvantage of the traditional STUN is that it cannot work fine in all network 

topologies, especially for the symmetric NAT (for more information on symmetric NAT, please 

refer to NAT Types on page 36). And for STURN protocol, packet loss and packet delay are easy 

to come by since the server is overload. However, ICE provides a solution to load balancing by 

means of turning the transmitted service to the lowest priority service, ensuring the service 
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reliability and flexibility.  

ICE is supported, but it is not configurable on Yealink VC Mobile for iOS. 

TURN 

TURN (Traversal Using Relay around NAT) is the relay extensions to STUN. To put it simply, the 

similarity between TURN and STUN is that both of them realize NAT traversal by changing the 

private network address in application layer, and the difference between them is that TURN 

realizes NAT traversal by the relay. 

If a host is behind NAT, it cannot realize direct point-to-point connection with other host. In this 

case, the intermediate nodes are required to provide connection services. TURN protocol allows 

the host to control the relayǭs action and to use the relay to exchange data with the terminal. 

The difference between TURN and other relays is that TURN can allow a client to be connected 

with multiple terminals by using one relay address. 

TURN is supported, but it is not configurable on Yealink VC Mobile for iOS. 

Account Settings  

H.323 Accounts  

Yealink VC Mobile for iOS supports H.323 protocol. If a gatekeeper is used on your network, you 

can register an H.323 account for Yealink VC Mobile for iOS, and specify its H.323 name and 

extension, which allows others to call the Yealink VC Mobile for iOS via its H.323 name or 

extension instead of its IP address. 

To configure H.323 account via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the win dow, tap the avatar icon to enter the settings window. 

2. Tap H.323 Account . 

3. Configure the H.323 account settings. 

H.323 account parameters on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

H.323 

Enables or disables the H.323 protocol.  

Default: Enabled.  

Note:  Only when it is enabled, can H.323 account be registered. 

When it is enabled on both sites, the Yealink VC Mobile for iOS can 

call the far site by dialing an IP address directly. 

User Name 

Specifies the name that gatekeepers and gateways use to identify 

this Yealink VC Mobile for iOS. You can make point-to-point calls 

using H.323 names if both sites are registered to one same 

gatekeeper. 
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Parameter  Description  

Default : Blank 

Extension Number  

Specifies the extension that gatekeepers and gateways use to 

identify this Yealink VC Mobile for iOS. 

Default : Blank 

Note: Users can place point-to-point calls using the extension if 

both sites are registered with one same gatekeeper. 

GK Server 
Configures the IP address or domain name of the primary 

gatekeeper. 

GK Authentication  

Enables or disables gatekeeper authentication. 

Default:  Disabled 

Note:  When Gatekeeper Authentication is enabled, only the 

trusted Yealink VC Mobile for iOS is allowed to access the 

gatekeeper. 

GK User Name 
Specifies the user name for authentication with gatekeeper 

Default : Blank 

GK Password 
Specifies the password for authentication with gatekeeper. 

Default : Blank 

4. Tap Save. 

SIP Settings 

Yealink VC Mobile for iOS supports Session Initiation Protocol (SIP). If your server supports SIP, 

you can use SIP to establish calls. 

SIP Account  

To establish calls using SIP, you can configure a SIP account for the Yealink VC Mobile for iOS. 

To configure SIP account via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap SIP Account . 

3. Configure the SIP account settings.  

SIP account parameters on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

SIP Account  

Enables or disables the SIP account. 

Default: Enabled 

Note : Only when it is enabled, can SIP account be registered. 
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Parameter  Description  

User Name  

Specifies the user name to use for authentication when registering 

with a SIP server. 

Default : Blank 

Register Name  

Configures the username of the SIP account for register 

authentication . 

Default : Blank 

Password 

Specifies the password associated with the user name used to 

authenticate the Yealink VC Mobile for iOS to the SIP server. 

Default : Blank 

Server 

Configures the IP address or domain name of the SIP server for the 

SIP account. 

Default : Blank 

Port  

Configures the port for the SIP account. 

Default: 5060 

Note : Integer from 0 to 65535. 

Proxy Server 

Enabled 

Enables or disables the Yealink VC Mobile for iOS to send requests of 

the SIP account to the proxy server. 

Default: Disabled 

Proxy Server  

Configures the IP address or domain name of the proxy server for the 

SIP account. 

Default: it is configurable only when the Proxy Server is enabled. 

Proxy Port  

Configures the port for the proxy server port.  

Default: 5060 

Note : Integer from 1 to 65535. 

Transport 

Protocols  

Configures the type of transport protocol for the SIP account.  

 ̧ UDPǨprovides best-effort transport for SIP signaling. 

 ̧ TCPǨprovides reliable transport for SIP signaling. 

 ̧ TLSǨprovides encrypted transport of SIP signaling. For more 

information, please refer to Transport Layer Security on page 29. 

 ̧ DNS-NAPTRǨperforms the DNS NAPTR and SRV queries for 

the service type and port if no server port is given. 

Default: UDP 

Note : TLS is available only when the Yealink VC Mobile for iOS is 

registered with a SIP server that supports TLS. 
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4. Tap Save. 

SIP IP Call 

When making an IP call using the SIP protocol, the Yealink VC Mobile for iOS doesn't support 

the TLS transport protocol. So configuration parameters of SIP IP call are divided from the SIP 

account. You can configure SIP IP call separately. 

To configure SIP IP call via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window, tap the avatar icon to enter the settings window. 

2. Tap SIP IP Call. 

3. Configure the SIP IP call. 

SIP IP call parameters on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

SIP IP Call 

Enables or disables the SIP IP Call. 

Default: Enabled. 

Note:  When it is set to Enabled on both sites, the Yealink VC Mobile 

for iOS can call the far site by dialing an IP address directly. 

Transfer Type  

Configures the type of transport protocol for the SIP IP call. 

 ̧ UDPǨprovides best-effort transport via UDP for SIP signal. 

 ̧ TCPǨprovides reliable transport via TCP for SIP signal. 

 ̧ DNS-NAPTRǨperforms the DNS NAPTR and SRV queries for 

the service type and port if no server port is given. 

Default: TCP 

4. Tap Save. 

DTMF 

DTMF (Dual Tone Multi -frequency), better known as touch-tone, is used for telecommunication 

signaling over analog telephone lines in the voice-frequency band. You can configure DTMF 

type for SIP protocol and H.323 protocol respectively. 

SIP protocol  

To configure DTMF type  for SIP account via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap SIP Account .  
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3. Tap Advanced Setting , and then configure the DTMF settings. 

 

DTMF parameters on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

DTMF Type 

Configures the DTMF type. 

 ̧ INBANDǨDTMF digits are transmitted in the voice band. 

 ̧ RFC2833ǨDTMF digits are transmitted by RTP Events compliant 

to RFC 2833. 

 ̧ SIP INFOǨDTMF digits are transmitted by the SIP INFO 

messages. 

Default: RFC2833 

DTMF Info Type  

Configures the DTMF info type when DTMF type is set to SIP INFO.  

 ̧ DTMF-Relay 

 ̧ DTMF 

 ̧ Telephone -Event 

Default: DTMT-Relay 

DTMF Payload  
Configures the value of DTMF payload. It ranges from 96 to 127. 

Default: 101 

4. Tap Save. 
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To configure DTMF type for SIP IP call via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap SIP IP Call. 

3. Configure the DTMF settings. 

 

DTMF parameters on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

DTMF Type 

Configures the DTMF type. 

 ̧ INBANDǨDTMF digits are transmitted in the voice band. 

 ̧ RFC2833ǨDTMF digits are transmitted by RTP Events compliant 

to RFC 2833. 

 ̧ SIP INFOǨDTMF digits are transmitted by the SIP INFO 

messages. 

Default: RFC2833 

DTMF Info Type  

Configures the DTMF info type when DTMF type is set to SIP INFO.  

 ̧ DTMF-Relay 

 ̧ DTMF 

 ̧ Telephone -Event 

Default: DTMT-Relay 
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Parameter  Description  

DTMF Payload  
Configures the value of DTMF payload. It ranges from 96 to 127. 

Default: 101 

4. Tap Save. 

H.323 protocol  

To configure DTMF type for H.323 protocol  via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap H.323 Account . 

3. Tap DTMF Type , and then select the desired value. 

DTMF parameters on the Yealink VC Mobile for iOS are described below: 

Parameter  Description  

DTMF Type 

Configures the DTMF type.  

 ̧ INBANDǨDTMF digits are transmitted in the voice band. 

 ̧ Auto ǨThe Yealink VC Mobile for iOS will negotiate with the far 

site to use the optimal DTMF type. 

Default: auto 

4. Tap Save. 

Codec 

CODEC is an abbreviation of COmpress-DECompress, and is capable of coding or decoding a 

digital dat a stream or signal by implementing an algorithm . The object of the algorithm is to 

represent the high-fidelity audio /video  signal with a minimum number of bits while retaining 

quality. This can effectively reduce the frame size and the bandwidth required for audio /video  

transmission. 

Audio Cod ecs 

The audio codec that the Yealink VC Mobile for iOS uses to establish a call should be supported 

by the server. When placing a call, the Yealink VC Mobile for iOS will offer the enabled audio 

codec list to the server and then use the audio codec negotiated with the called party according 

to the priority.  

The following table summarizes the supported audio codecs on the Yealink VC Mobile for iOS: 

Codec Algorithm  Bit Rate  Sample Rate Reference 

G.722.1c G.722.1 48 Kbps 32 Ksps RFC 5577 
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Codec Algorithm  Bit Rate  Sample Rate Reference 

G.722.1c 32 Kbps 32 Ksps RFC 5577 

G.722.1c 24 Kbps 32 Ksps RFC 5577 

G.722.1 G.722.1 24 Kbps 16 or 32 Ksps RFC 5577 

G722 G.722 64 Kbps 16 Ksps RFC 3551 

PCMU G.711 u-law 64 Kbps 8 Ksps RFC 3551 

PCMA G.711 a-law 64 Kbps 8 Ksps RFC 3551 

OPUS-FB OPUS 40 Kbps 48 KHz RFC 6716, RFC 7587 

 
To configure audio codecs via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap Codec. 

3. Tap Audio Codec . 

The supported audio codecs are displayed. 

 

4. To disable the codec, tap    on the left of codec, the codec will display in the Disable The 

Item list. 

5. Drag      on the right of codec to the desired position for adjusting the priority of codec.  

6. Tap Save. 
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Video Codecs 

The video codec that the Yealink VC Mobile for iOS uses to establish a call should be supported 

by the server. When placing a call, the Yealink VC Mobile for iOS will offer the enabled video 

codec list to the server and then use the video codec negotiated with the called party according 

to the priority . 

The following table summarizes the supported video codecs on the Yealink VC Mobile for iOS: 

Name MIME Type  Bit Rate  Frame Rate Frame Size 

H.264 High 

Profile 
H264/90000 

90 kbps to 

2048 kbps 

5 fps to 

30 fps 

Tx: WQVGA, 448P, 720P, 

1080P 

Rx: Conventional Size 

Below 1080P 
H.264 H264/90000 

H.263 H263/90000 
Tx: CIF, 4CIF 

RX: QCIF, CIF, 4CIF 

H265 H265/90000 

Tx: WQVGA, 448P, 720P, 

1080P 

Rx: Conventional Size 

Below 1080P 

To configure video codecs via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap Codec. 

3. Tap Video Codec . 
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The supported video codecs are displayed. 

 

4. To disable the codec, tap    on the left of codec, the codec will display in the Disable The 

Item list. 

5. Drag      on the right of codec to the desired position for adjusting the priority of codec.  

6. Tap Save. 

Dual-Stream Protocol  

To enhance the process of communicating with others over video, the dual-stream protocol 

provides the ability to share content  from a computer , such as video clips or documentation . 

Both the video and the documentation  can be transmitted to the far site simultaneously, thus 

meeting the requirements of different conference scenarios, such as training or medical 

consultation.  

The Yealink VC Mobile for iOS supports the standard H.239 protocol and BFCP (Binary Floor 

Control Protocol). H.239 protocol is used when sharing content with the far site  in H.323 calls. 

H.239 protocol is enabled by default and is not configurable. BFCP protocol is used when 

sharing content with the far site  in SIP calls. Before enabling BFCP protocol, ensure that the 

protocol is supported and enabled by the far site you wish to call.  

To configure BFCP dual -stream protocol  for SIP account via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap SIP Account . 
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3. Swipe the BFCP switch right to on. 

BFCP parameters apply to SIP protocol. BFCP parameters on the Yealink VC Mobile for iOS 

are described below. 

Parameter  Description  

BFCP 
Enables or disables the BFCP protocol for sharing content in SIP calls.  

Default: Disabled 

4. Tap Save. 

To configure BFCP dual -stream protocol  for SIP IP call via the Yealink VC Mobile for iOS: 

1. In the top -left corner of the window , tap the avatar icon to enter the settings window. 

2. Tap SIP IP Call. 

3. Swipe the BFCP switch right to on. 

BFCP parameters apply to SIP protocol. BFCP parameters on the Yealink VC Mobile for iOS 

are described below. 

Parameter  Description  

BFCP 
Enables or disables the BFCP protocol for sharing content in SIP calls.  

Default: Enabled 

4. Tap Save. 

Configuring Security Features  

Transport Layer Security  

Transport Layer Security (TLS), a commonly-used protocol, aims primarily to provide privacy and 

security of message transmission among communications. It allows Yealink VC Mobile for iOS to 

connect to HTTPS URL for provisioning and communicate with other remote parties that, in a 

way, prevents it from eavesdropping and tampering. 

TLS protocol is composed of two layers: TLS Record Protocol and TLS Handshake Protocol. The 

TLS Record Protocol completes the actual data transmission and ensures the integrity and 

privacy of the data. As for the TLS Handshake Protocol, it allows the server and client to 

authenticate each other and negotiate an encryption algorithm and cryptographic keys before 

data is exchanged. 

Yealink VC Mobile for iOS supports TLS version 1.0, 1.1 and 1.2. A cipher suite is a named 

combination of authentication, encryption, and message authentication code (MAC) algorithms 

used to negotiate the security settings for a network connection using the TLS/SSL network 

protocol.  The Yealink VC Mobile for iOS supports the following cipher suites: 

 ̧ DHE-RSA-AES256-SHA 

 ̧ DHE-DSS-AES256-SHA 
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 ̧ AES256-SHA 

 ̧ EDH-RSA-DES-CBC3-SHA 

 ̧ EDH-DSS-DES-CBC3-SHA 

 ̧ DES-CBC3-SHA 

 ̧ DES-CBC3-MD5 

 ̧ DHE-RSA-AES128-SHA 

 ̧ DHE-DSS-AES128-SHA 

 ̧ AES128-SHA 

 ̧ RC2-CBC-MD5 

 ̧ IDEA-CBC-SHA 

 ̧ DHE-DSS-RC4-SHA 

 ̧ RC4-SHA 

 ̧ RC4-MD5 

 ̧ RC4-64-MD5 

 ̧ EXP1024-DHE-DSS-DES-CBC-SHA 

 ̧ EXP1024-DES-CBC-SHA 

 ̧ EDH-RSA-DES-CBC-SHA 

 ̧ EDH-DSS-DES-CBC-SHA 

 ̧ DES-CBC-SHA 

 ̧ DES-CBC-MD5 

 ̧ EXP1024-DHE-DSS-RC4-SHA 

 ̧ EXP1024-RC4-SHA 

 ̧ EXP1024-RC4-MD5 

 ̧ EXP-EDH-RSA-DES-CBC-SHA 

 ̧ EXP-EDH-DSS-DES-CBC-SHA 

 ̧ EXP-DES-CBC-SHA 

 ̧ EXP-RC2-CBC-MD5 

 ̧ EXP-RC4-MD5 
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The following figure illustrates the TLS messages exchanged between the Yealink VC Mobile for 

iOS and TLS server to establish an encrypted communication channel: 

 

Step1: The Yealink VC Mobile for iOS sends ǰClient HelloǱ message proposing SSL options. 

Step2: Server responds with ǰServer HelloǱ message selecting the SSL options, sends its public 

key information in ǰServer Key ExchangeǱ message and concludes its part of the negotiation 

with ǰServer Hello DoneǱ message. 

Step3: The Yealink VC Mobile for iOS sends key session information (encrypted by serverǭs 

public key) in the ǰClient Key ExchangeǱ message. 

Step4: Server sends ǰChange Cipher SpecǱ message to activate the negotiated options for all 

future messages which it will be sent later. 

The Yealink VC Mobile for iOS can encrypt SIP with TLS, which is called SIPS. When TLS is 

enabled for the SIP account, the message of the SIP account will be encrypted after the 

successful TLS negotiation. 

Secure Real-Time Transport Protocol  

During a confidential call, you can configure Secure Real-Time Transport Protocol (SRTP) to 

encrypt RTP streams to avoid interception and eavesdropping. Both RTP and RTCP signaling 

may be encrypted using an AES algorithm as described in RFC3711. Encryption modifies the 

data in the RTP streams so that, if the data is captured or intercepted, it cannot be 

understoodǨit sounds like noise. Only the receiver knows the key to restore the data. To use 

SRTP encryption for SIP calls, the participants in the call must enable SRTP simultaneously. When 

this feature is enabled on both devices, the encryption algorithm utilized for the session is 

negotiated between the Yealink VC Mobile for iOS and far-site device. This negotiation process 

is compliant with RFC 4568. 

When a site places a call on the SRTP enabled, the Yealink VC Mobile for iOS sends an INVITE 

message with the RTP encryption algorithm to the destination device. 

  












































































































































