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Introduction

Introduction

Yealink IP phones are fultfeatured telephones that can be plugged directly into an IP network

and can be used easily without manual configuration.

This guide provides instructions on how to provision Yealink IP phones with the minimum
settings required. Yealink IP phones support FTP, TFTP, HTTP, and HTTPS protocolsdato

provisioning and are configured by default to use the TFTP potocol.

Supported Phones

The purpose of this guide is to serve as a basic guidance forprovisioning Yealink IP phones.

The following table lists product names and available firmware versions for IP phones thatuse

auto provisioning process outlined in this guide.

Product Boot File Exclude Mode
Name (Available Firmware Version) (Available Firmware Version)
SIRT58V/A Yes (80 or later) No
SIRT56A Yes (80or later) No
SIRT54S Yes (81 or later) Yes (83 or later)
SIRT52S Yes (81 or later) Yes (83 or later)
SIRT48G/S Yes (81 or later) Yes (83 or later)
SIRT46G/S Yes (81 or later) Yes (83 or later)
SIRT42G/S Yes (81 or later) Yes (83 or later)
SIRT41P/S Yes (81 or later) Yes (83 or later)
SIRT40P/G Yes (81 or later) Yes (83 or later)
SIRT29G Yes (81 or later) Yes (83 or later)
SIRT27P/G Yes (81or later) Yes (83 or later)
SIRT23P/G Yes (81 or later) Yes (83 or later)

SIRT21(P) E2

Yes (81 or later)

Yes (83 or later)

SIRT19(P) E2

Yes (81 or later)

Yes (83 or later)

CP860 Yes (81 or later) No
CP960 Yes (80 or later) No
CP920 Yes (81 orlater) No
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Product Boot File Exclude Mode
Name (Available Firmware Version) (Available Firmware Version)
WG60P Yes (81 or later) No
W52P
Yes (81 or later) No
W56P

We recommend that IP phones running the latest firmware should not be downgraded to an
earlier firmware version. The new firmware iscompatible with old configuration parameters,
but not vice versa.




Getting Started

Getting Started

This section provides instructions on how to get ready for auto provisioning. To begin the auto
provisioning, the following steps are required:

Obtaining Boot, Configuration and ResourceFiles

Obtaining Phone Information

Obtaining Boot , Configuration and Resource Files

Boot File s

The IP phone tries to download the boot file first, and then download the configuration files

referenced in the boot file during au to provisioning. You can select whether to use the boot file

or not according to your deployment scenario. If required, you need to obtain the template boot

file named as JyO000000000000.bootDZbefore auto provi

You can use a boot file to specify which configuration files to be downloaded for specific phone
groups by phone model identity, and customize the download sequence of configuration files. It
is efficient for you to provision IP phones in different deployment scenarios, including all IP
phones, specific phone groups, or a single phone.

The configuration files referenced in the boot file are flexible: you can rearrange the
configuration parameters within the Yealink-supplied template configuration files or create your
own configuration files fro m configuration parameters you want. You can create and name as
many configuration files as you want and your own configuration files can contain any

combination of configuration parameters.

Configuration File s

Before provisioning, you also need to obtain template configuration files. There are two
configuration files both of which are CFG-formatted. We call these two files Common CFG file
and MAC-Oriented CFG file.

The configuration files contain parameters that affect the features of the phone. You can use the
configuration files to deploy and maintain a mass of Yealink IP phones automatically.

You can create and hame as many configuration files as you want (e.g., account.cfg, sip.cfg,
features.cfg) by using the template configuration files. The custom configuration files can
contain the configuration parameters of the same feature modules for all phones.
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Resource Files

When configuring some particular features, you may need to upload resource files to IP phones,
such aspersonalized AutoDSTfile, language package file and local contact file. Resource files

are optional, but if the particular feature is being employed, these files are required.

Yealink supplies the following resource file templates:

Feature Template File Name

DST AutoDST.xml

For example,

000.GUL.English.lang
Language Packs
1.English_note.xml

1.English.js
Replace Rule dialplan.xml
Dial-now dialnow.xml

CallFailed.xml

Callin.xml
Softkey Layout
Connecting.xml
(not applicable to
CPIBOME2P/WEEP) Dialing.xml (not applicable to
SIRT58V/T58A/T56A/T48GT48S IP phones)
W60P DECT IP phones)
RingBack.xml

Talking.xml

Directory

(not applicable to

favorite_setting.xml
SIRT58V/TS58A/T56A/

CP960IP phones)

Super Search in dialing super_search.xml

Local Contact File contact.xml

Department.xml
Remote XML Phone Book
Menu.xml

Screen Saver CustomScreenSaver.xml

Obtain ing Template Files

You can ask the distributor or Yealink FAEor template files. You can also obtainthem online:

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage .

To download template boot, configuration and resource files:


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Getting Started

1. Goto Yealink Document Download page and select the desired phone model.
2. Download and extract the combined template files to your local system.

For example, the following illustration shows the template files available for SIRT23G IP
phones running firmware version 82.

Other Tested headset list compatible with Yealink IP Phone V4.0.pdf
Documents

Yealink_SIP_Phones_AutoProvisioning_Template_V82.20.zip

Language_Packs_for_SIP-T19_SIP_T21_SIP-T23_SIP-T40G.zZip

Yealink_SIP_Phones_AutoProvisioning_Template_VE81.110.zip
Yealink Products Regulatory Notices.pdf

Yealink End User License Agreement.pdf
Yealink_SIP_Phones_AutoProvisioning_Template_VE1_70.zip
Yealink Configuration Encryption Tool.zip

Yealink Configuration Generator Tool_V&81.zip

CE-T23G.pdf

3. Open the folder you extracted and identify the files you want to edit.

Obtaining Phone Information

Before provisioning, you also need the IP phone information. For example, MAC address and the
SIP account information of the IP phone.

MAC Address: The unique 12-digit serial number of the IP phone. You can obtain it from the
bar code on the back of the IP phone.

SIP Account Information : This may include SIP credentials such as user name, password and IP

address of the SIP server. Ask your system administrator for SIP account information.


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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Provisioning Yealink IP Phones

Provisioning Yealink IP Phones

This section provides instructions on how IP phones interoperate with provisioning server for

auto provisioning, and shows you the auto provisioning process and the four major tasks to

provision the phones. It will help users who are not familiar with auto provisioning to
understand this process more easily and quickly.

Interoperating with Provisioning Server

When IP phonesare triggered to perform auto provisioning, they will request to download the

boot fi les and configuration files from the provisioning server. During the auto provisioning, the

IP phone will download and update configuration files to the phone flash.

The following figure shows how the IP phone interoperate s with the provisioning server:

IP Phone

Request to Downlood Boot
Files and Configuration Files

Aute Proy; 6
iSiop:
nfn

=

Provisioning Server

Download Boot Files, Configuration
Files and Update Configuration Files
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Auto Provisioning Process

Old Mechanism ¢ Without Boot Files

The following flowchart shows how Yealink IP phones perform auto provisioning when using
configuration files only:

Trigger cuto provisioning

L

Reguest to download the
carfiguration files from the
provisioning server

¥

— Comman.cig exists?

W
b4

Downlood the Common.cig
file and update configurations
M in the downloaded
Common.cfg file to phone

system

s MAZ cfg existz?

W

|

Downlood the MAC.cig file
and vpdaote configurations in M
the downloaded MAC cfg fila

1o phonea system

|

Continue 1o auto provisioning
(reboaot the phona to make some
configurations effective if
requirad)

|

End autc provisicning
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New Mechanism ¢ With Boot Files

The following figure shows auto provisioni ng flowcharts for Yealink IP phones when using boot files:

Scenario A § Do Not Support Exclude Mode
Trigger auto provisioning
Request to download the boot

and configuration files from the
provisioning serer

|

Download the MACboot file and

M boot v the configuration files in the boot ———
y file insequence
|
N
¥

Download the

}1]]}11 boot ™ Y—sl wOOOOOO0000E boot file and the
e}ds.u - configuration files in the boot file

insequence

M

}

Cld Mechanism for
auto provisioning

End auto provisicning 3
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Scenario B g Support Exclude Mode

This scenario is only applicable to IP phones running firmwareversion 83 or later.
Trigger auto provisioning
Request to download the boot

and configuration files from the
provisioning server

.

MA_C.boot v Download tlhe MAC.boot
exists 7 file
| Exclude mode
N —» !p_arameter: —Enabled (1)»
specific_model.exclu
¥ ded_mode)
¥00000000 Download the

- L Disabled (0)
0000.hoot " 1000000000000.boct file lsabed (9
exists ? v
1. Download configuration files
| with its own model identity
2. Download configuration files

N without any model identity

|

Old Mechanism for
auto provisioning

l

Own model
identity ?

N
¥
Only downloads
configuration files
without any model
identity

Only downloads
——¥— configuration files with
its own model identity

F

End auto provisioning
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Major Tasks for Auto Provisioning

You need to complete four major tasks to provision Yealink IP phones.

The following figure shows an overview of four major provisioning tasks:

1 2 3 4
Managing Boot e Obiaining the Performing the:
Files and | Ilmnuslwn ! g'ng |» Provisioning Server | Auto Provisioning
Configuration Files Confiquration Fil Address Process
e
|» .
=
Boot Files: Provisioning Server: Woays to Obtain the Ways to perform the auto
® MAC Oriented Boot File ® FTp Provisioning Server B e o
® Common Boot File ® TFTP H ° pOFI'u' EO
ration Files: e HTTP ® Zero Touch ® R werte:“
®  Custom CFG File ® HTTPS ® Plug and Play (PnP) o \,\?Pegl’ ¥
® Common CFG File ® DHCP Options eeky

® MAC-Oriented CFG File
& MAC-ocal CFG File

® Phone Flash
# Configuring Wildcard

® Flexible Auto Provision
® Auto Provision Now
® Multi-mede Mixed

Resource Files: of the Provisioning

o longuage Packs Server URL  Avto rovsionng v
: ?g;?cli)cstl;n‘wl Activation Code

®  super_ssarchxml ® Start

& tavorite_setting.xml eree

¢ dialnow.xml

® dialplansml

For more information on how to manage boot files, refer to Managing Boot Files.

For more information on how to manage configuration files, refer to Managing Configuration

Files
For more information on how to manage resource files, refer to Managing ResourceFiles

For more information on how to configure a provisioning server, refer to Configuring a

Provisioning Server.

For more information on how to obtain the provisioning server address, refer to Obtaining the

Provisioning ServerAddress.

For more information on how to perform auto provisioning, refer to Triggering the IP Phone to

Perform Auto Provisioning.

If you are not familiar with auto provisioning on Yealink IP phones, you can refer to An Instance

of Auto Provision Configuration .

11
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An Instance of Auto Provision Configuration

12

This section shows an instance of auto provision configuration.
1. Manage boot files.

Specify the desired URL(e.g.,tftp:// 10.2.5.193network.cfg) of the configuration files in the
boot file (e.g.,y000000000000.boot). For more information, refer to Managing Boot Files.

#!'version:1.0.0.1
#% The header above must appear as-is in the first line

##[SMODEL]include:config <xxx.cfg>
## [SMODEL, SMODEL] include:config "xxx.cfg”

[T4e5]include: config <tftp://10.2.5.193/network.cfg>
[T485,T46G]include::config <../=2ip.cfo>
include:config "features.cfg"

overwrite mode = 1
specific model.excluded mode=0

2. Manage configuration files.

Add/Edit the desired configuration parameters in the CFG file (e.g.features.cfg) you want
the IP phone to download. For more information on how to manage configuration files,

refer to Managing Configuration Files.

features.cfg x

T T I B 1||:|| T T I T 2||:|| T T I 3||:|| T I I 4|I:I| I I B 5|I:I| I
#!version:1.0.0.1
features.dnd mode = 0

features.dnd.enable = 1
ringtone.url = tfrp://10.2.5.1533/Customring.wav

3. Configure the TFTP server.

1) Placeboot files, configuration files and resource filesto TFTP root directory (e.g.,
DATFTP Directory).

Address CATETP Directary b ' a0
ﬂ nekwark.cfg
ﬂ sip.cfg

'_ﬂ fFeatures.cfg
w 000000000000, book
@:']Custnmring.wav
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2) Startthe TFTP severThe IP address of the TFTRerver is shown as below:

3(Daemn
File View Help

TEIF Server

Start Time

| Peer | Bytes | Status |

Jul 12, 2016 09:30:13

local 0 Listening for TFTP requests on IP address: EO.E.S '.MI Port 69

The server URL where the IP phone
downloads boot files and configuration
files from is tftp://10.2.5.193/

3) SelectConfigure TFTP

in your local system.

Server. Click theﬂ button to locate the TFTP root directory

m 3CDaemon

Ele View Help

TFIP Server

Start Time | Peer | Bytes | Status

Jul 12, 2016 09:30:13 local 0 Listening for TFTP requests on IP address: 10.2.5.193, Port 69

()

Syslog Configuration |
TRTP Confi gnration

3CDaeman Configuration

FTF Frofiles
General Configuration

Creste directory mames in incoming file ro

-

0:ATFIP Directorgt |:||
5

10

o

Kllow overwrite of existing files?

Upload/Download

Fer-packet timeout in seconds

Maximum retries

Interframe transmission

For more information on how to configure a provisioning server, refer to Configuring a

Provisioning Server.

13
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4. Configure the provisioning server address on the IP phone.

Log Out
. Engish(Englsh) -
Yealink | s : ——
Account Network DSSKey Features m Directory Security
Auto Provision
Preference 2 NOTE
PNP Active © On off
Time & Date Auto Provision
DHCP Active 9@ On off The IP phone can interoperate
> with provsioning server using
SR DoRY Custom Option(128~254) auto provisioning for deploying
the IP phi :
Upgrade DHCP Option Value € PICass:
5 When the IP phone triggers to
I Server URL tftp://10.2.5.193/ e i
User N request to download the
Configuration sl configuration fies from the
Password esssccee server. During the
pial Plat Enter the access URL of  |ning process, the
n Attempt Te 5 Stk g il download and
St Eoved TureC) the provisioning server in  faation fies to the
Voice Connon AES Key it the Server URL field.
Ring RACORAbCAS REY B You can dick here to get
Zero Active Disabled - more guides.
gores Wat Time(1~1005) 5
Softkey Layout Power On ® on off

For more information on how to obtain the provisioning server address , refer to Obtaining

the Provisioning ServerAddress.

5. Trigger the IP phone to perform auto provisioning.

Yealink | 23

= Auto Provision
PP Actwe ® 0n O of
Time & Date Auto Provesson
DHCP Actve ® 0n O oOff The 1 phone Gn nteropenate
WEN DIOVSIONNG SNVer USNg
SM By Custom Option{128~254) xto :mw for caployng
Upgrade DHCP Option Valse I8 10 phenes
Sanves wr - Vhen the B phone trggers to
tare recuest to donnioad the
Aguration e corfiguration fles from the
% Password evoesese sty siert. Dt 2
0 PrOVIBONING proCess, the
Dial Plan Asterrot Exored Teme(s) s ;:;enc w mn: %
.(ﬁ‘w o
Voice Coenrmon AES Key phone flash.
MAC-Oviented AES Key (8 You can dick here to get
Zero Actve moce guides.
Tone: Wak Time{1~100s) s
Softkey Layout Power On ® On o
TROGG Repeatedy On @ Off
Intenal(Mnctes) 1440
Voice Monitoring
Weeidy On & Off
s Weekdly Upgrade Intenval0~12week) 4
Inactaty Time Expre(0-~120mn) 0
Trre 00 300 - 00 :
7 sumtay
7 Monday
¥ Tuesday
Day of Week & v A s
7 Thursday Click the Autoprovision Now to
VI Fe . v s
sl perform the auto provisioning
Flextle Auto Proveson 0a & of process immediately.
Flextile Intervai Days 20 /
Flaxble Trme 02 :00 - 3
Confem Gncel

For more information on how to trigger the phone to perform auto provisioning , refer to

Triggering the 1P Phone to Perform Auto Provisioning.
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Managing Boot Files

Yealink IP phonescan download CFG files referenced in the boot files. Before provisioning, you
may need to edit and customize your boot files.

Yealink supports the following two types of boot files:

MAC-QOriented boot file (e.g., 00156574b150.boot)
Common boot file (yOO0000000000.boot)

You can edit the template boot file directly or create a new boot file as required. Open each
boot file with a text editor such as UltraEdit.

Editing Common Boot File

The common boot file is effective for all phones.1 t uses a yd0DOOAOERDOOA.BooMRES |
the file name.

The following figure shows the contents of the common boot file:

F!versinn:l.ﬂ.ﬁ.l
#% The header above must appear as-is in the first line

include:config <xxx.cfg>
include:config "=zxx.cfg”

overwrite mode = 1

The following table lists guidelines you need to know when editing the boot file:

Iltem Guidelines

It must be placed in the first line.
#lversion:1.0.0.1
Do not edit and delete.

## The header above
must appear asis in the

The |l ine beginning with J#DzZis c

o You c¢an umke arfjygobBindntin the boot file.
first line

1) Each jJincludeDZstatement can g

file is stored. The configuration file format must be *.cfg.
2) The URL i n <s>sthefollowinDivsfarpgp o r t
include:config <xxx.cfg> ) ) )
Relative URL (relative tothe boot file):

include:config "xxx.cfg" ) ) )
For example, sip.cfg, HTTP Directory/sip.cfg

Absolute URL:

For example, http://10.2.5.258/HTTP Directory/sip.cfg

15
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Iltem

Guidelines

The URL must point to a specific CFG fileThe CFG files are
downloaded in the order listed (top to bottom). The parameters in
the new downloaded configuration files will override the duplicate
parameters in files downloaded earlier.

3) The JincludeDZ statement can be

needed.

4) The [$MODEL] can be added to specify settings for specific phone
models. $MODEL repesents the phone model name. The valid
phone model names are: T54S, T52S, T48S, T48G, T46S, T46G,
T42S, T42G, T41P, T41S, T40P, T40G, T29G, T27P, T27G, T23P
T23G, T21P E2, T21 E2, T19P E2 and T19 E2. Multiple phone
models are separated by commas. For example, [T46S, T23G]lt is

only applicable to IP phones running firmware version 83 or later.

overwrite_mode

Enable or disablethe overwrite mode. The overwrite mode is applied
to the configuration files specified to download. Note that it only
affects the parameters pre-provisioned via central provisioning.

1-(Enabled)- If the value of a parameter in configuration files is left
blank, or if a non-static parameter in configuration files is deleted or
commented out, the factory default value takes effect.

0-(Disabled) - If the value of a parameter in configuration files is left
blank, deleted or commented out, the pre -configured value is kept.

Note : This parameter can only be used in boot files. If a boot file is
used but the value of_mddce QZairsa ne

configured, the overwrite mode is enabled by default.

specific_model.excluded_

mode

Enable or disable the exclude mode. The exclude mode applies to the

configuration files specified in the boot file.

0-Disabled (Append Mode), the phone downloads its own
model-specific configuration files, and downloads other
model-unspecified configuration files.

1-Enabled (Exclude Mode), the phone attempts to download its own
model-specific configuration files; if there is no own model -specific
configuration files found on the server, it downloads
model-unspecified configuration files.

Note : Exclude mode can only be used in boot files. If a boot file is used
but the value of the parameter |
configured, the exclude mode is disabled by default. Exclude mode
feature is only applicable to IP phones running firmware version 83 or
later.

16
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Creating MAC-Oriented Boot File

The MAG-Oriented boot file is only effective for the specific phone. It uses the 12-digit MAC
address of the IP phone as the file name. For example, if the MAC address of the IP phone is
00156574B150 the MAC-Oriented boot file has to be named as 00156574b150.boot

(case sensitive) respectively.

If you want to create a MAC-Oriented boot file for your phone, follow these steps:
To create a MAC-Oriented boot file:
1. Create a boot file for your phone. Ensure the file complies with the guidelines that are listed

in Editing Common Boot File.

2. Copy the contents from the common boot file and specify the configuration files to be
downloaded.

One or more configuration files can be referenced in the boot file. The following takes two
configuration files for example:

00156574b150.boot

mllll|lll1IDIIII|III2II:IIIII|III3II:IIIII|III4II:IIIII|III5II:IIIII|III
#!version:1.0.0.1
$##%# The header above must appear as-is in the first line

include:config <account.cfg>
include:config "network.cfg™

overwrite mode = 1

3. Save the changes and close theMAC-Oriented boot file.

You can also make a copy of thecommon boot file, rename it and then edit it.

17
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Managing Configuration Files

Auto provisioning enables Yealink IP phones to update themselves automatically via
downloading Common CFG MAC-Oriented CFG custom CFGand MAC-local CFGfiles. Before
provisioning, you may need to edit and customize your configuration files.

You can edit the template configuration files directly or create a new CFG file as requiredOpen

each configuration file with a text editor such as UltraEdit.

For more information on description of all configuration parameters in configuration files, refer
to the latest Administrator Guide for your phone on Yealink Technical Support

Editing Common CFG File

The Common CFG file iseffective for all phones of the same model. It uses afixed name
jy0000000000XX.cfd@ds the file name, where "XX" equals to the first two digits of the hardware

version of the IP phone model.

The names of the common CFG file requirements for the phone are:

Product Name Common CFG File

CP960 y000000000073.cfg
SIRT58V/A y000000000058.cfg
SIRT56A y000000000056.cfg
SIRT54S y000000000070.cfg
SIRT52S y000000000074.cfg
SIRT48S y000000000065.cfg
SIRT46S y000000000066.cfg
SIRT42S y000000000067.cfg
SIRT41S y000000000068.cfg
SIRT48G y000000000035.cfg
SIRT46G y000000000028.cfg
SIRT42G y000000000029.cfg
SIRT41P y000000000036.cfg
SIRT40P y000000000054.cfg
SIRT40G y000000000076.cfg
SIRT29G y000000000046.cfg
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Product Name Common CFG File
SIRT27P y000000000045.cfg
SIRT27G y000000000069.cfg

SIRT23P/G y000000000044.cfg
SIRT21(P) E2 y000000000052.cfg
SIRT19(P) E2 y000000000053.cfg

CP860 y000000000037.cfg
CP920 y000000000078.cfg
W60P Y000000000077.cfg
W52P/W56P y000000000025.cfg

Common CFG file contains configuration parameters which apply to phones with the same
model, such as language and volume.

The following figure shows a portion of the common CFG file:

#!version:1.0.0.1

##File header "#!version:1.0.0.1" can not be edited or deleted, and must be placed in the first line.$#
##This template file is applicable to IP phones running firmware version 81 or later.#$

##It enables or disables the PC port.0-Disabled,l-Zuto Negotiation.
##The default value is 1.It takes effect after a reboot.
static.network.pc_port.enable =

4#It configures the transmission mode and speed of the Internet (WAN) port.

##0-Auto Negotiate

4##1-Full Duplex 10Mbps

4##2-Full Duplex 100Mbps

##3-Half Duplex 10Mbps

##4-Half Duplex 100Mbps

##5-Full Duplex 1000Mbps (only applicable to SIP-T48G/T46G/T465/T42G/T29G/T23G/CP860 IP phones)
##The default walue is 0.It takes effect after a reboot.
static.network.internet_port.speed duplex =

##It configures the transmission mode and speed of the PC (LAN) port.
##0-Ruto Negotiate

##1-Full Duplex 10Mbps

##2-Full Duplex 100Mbps

##For more information on configuration parameters, refer to Description of Configuration Parameters in CFG Files.xlsx.#$#

The following table lists guidelines you need to know when editing the common CFG file:

Item Guidelines

# The 1| ine begiisrconsidergd toabie & dcommetitDZ

It must be placed in the first line.
#lversion:1.0.0.1
Do not edit and delete.

) The filename complies with the requirements that are listed in the
Filename
above table.

Each line must use thefollowing format and adhere to the following

Line formats and
rules:

Rules
Configuration Parameter= Valid Value
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model-unspecified configurations.

Item Guidelines
i Separate each configuration parameter and value with an equal
sign.
i Set only one configuration parameter per line.
q Put the configuration parameter and value on the same line, and
do not break the line.
1  The [$MODEL] can be added to the front of configuration

parameter to specify the value for specific phone groups.
$MODEL represents the phone model. The valid phone models
are: T54S, T52S, T48G, T48S, T46G, T46S, T4243S, T41P, T41S
T40P, T40G, T29G, T27P, T27G, T23P, T23G, T21P E2, T21 E2
T19P E2 and T19 E2. Multiple phone models are separated by
commas. For example, [T46S, T23G]. It is only applicable to IP
phones running firmware version 83 or later.

Note : The phone updates model-specific configurations and those

Editing MAC -Oriented CFG File

The MAG-Oriented CFGfile is only effective for the specific phone.

It uses the 12-digit MAC

address of the IP phone as the file name. Fo example, if the MAC address of the IP phone is
00156574B15Q the MAC-Oriented CFGfile has to be named as 00156574b150.cfg

(case sensitive) respectively.

MAC-Oriented CFG filecontains configuration parameters which are expected to be updated

per phone, such as the registration information.

The following figure shows a portion of the MAC-Oriented CFG file

1%!version:1.0.0.1

#%File header "#!version:1.0.0.1" can not be edited or deleted, and must be placed in the first line.##
#%This template file is appliecable to IP phones running firmware verzion 81 or later.#¥
$$For more information on configuration parameters, refer to Description of Configuration Parameters in CFG Files.xalx##

account.l.er

account.l.
.display neme —
.auth_name —

account.
account.
user name =
account.l.password =
account.l.outbound proxy enable =
.outbound_host
.outbound_port
.dial tone =

account.

1
1
1
1
account.l.
1
1
1
1
1

account.
account.

#4It configures the transport type for account 1. 0-UDP,1-TCP,2-TLS, 3-DNS-NAPTR
#4%The default walue is 0.

account.l.sip_server.l.transport_type
account.l.sip_server.2.transport_type

Failback

account.l.naptr build =
.fallback.redundancy type =
.fallback.timeout =

.sip server.l.address =

account
account
account.
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The following table lists guidelines you need to know when editing the MAC-Oriented CFG file:

Item Guidelines

# The |l ine beginning with [ #DZi s

It must be placed in the first line.
#lversion:1.0.0.1
Do not edit and delete.

Filename The filename matches the MAC address of your phone.

Each line must use the following format and adhere to the following

rules:

Configuration Parameter= Valid Value

i Separate each configuration parameter and value with an equal

sign.
1  Setonly one configuration parameter per line.

1 Put the configuration parameter and value on the same line, and

do not break the line.
Line formats and
1  The [$MODEL] can be added to the front of configuration

parameter to specify the value for specific phone groups.

Rules

$MODEL represents the phone model. The valid phone models
are: T54S T52S, T48G, T48S, T46G, T46S, T42G, T42S, T41P, T
T40P, T40G, T29G, T27P, T27G, T23P, T23G, T21P E2, T21 E2
T19P E2 and T19 E2. Multiple phone models are separated by
commas. For example, [T46S, T23G]. It is only applicable to IP

phones running firm ware version 83 or later.

Note : The phone updates model-specific configurations and those

model-unspecified configurations.

SIRT58V/T58A/T56A/T54STA8G/T48S/TA6GIT46S/T29GIP phones support 16 accounts,
SIRT52S/T42G T42S IP phones syport 12 accounts, W60P DECT IP phones support 8
accounts. SP-T41P/T41S/T27RAT27G IP phones support 6 accounts, W52P/W56P IP DECT
phones support 5 accounts; SIRT40RT40G/T23P/T23G IP phones support 3 accounts,
SIRT21(P) E2AP phones support 2 accounts,CP960/CP20/CP860/SIRT1YP) E2IP phones
support only one account.
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Creating a New CFGHFHile

If you want to create a new CFG file for your phone, follow these steps:
To create a new CFG file:

1. Create a CFG file for your phone. Ensurehe file complies with the guidelines that are listed
in Editing Common CFG Fileor Editing MAC-Oriented CFG File

2. Copy configuration parameters from the template configuration files and set the valid
values for them .

settings.cfg x

mIIII|III1II:IIIII|IIIEII:IIIII|III3II:IIIII|III4II:IIIII|IIIEIDIIII|III
#!version:1.0.0.1

phone setting.phone lock enable = 1

phone setting.phone locak lock key type = 0
features.dnd mode = 1

static.lang.wui = English
static.lang.gui = English

3. (Optional.) Specify different parameter values for specific phone groups.

For example:

[T46S] features.dnd_mode = 1

[T48G, T23GJfeatures.dnd_mode = 0

4. Savethe changes and close the CFG file.

You can also make a copy of the template configuration file, rename it and then edit it.

Managing MAC -local CFG File

By default, MAC-local CFGfile automatically stores non-static settings modified via web user
interface or phone user interface. This file is stored locally on the IP phone, but a copy can also
be uploaded to the provisioning server (or a specified URL configured by

jstaticauto pr ovi si on. c us tThisfileenables thepphonehtdigeep userd s
personalization settings, even after auto provisioning. As with the MAC-Oriented CFG files,
MAC-local CFG files are onlyeffective for the specific phone. They use the 12-digit MAC address
of the IP phone as the file name. For example, if the MAC address of the IP phone is

00156574B15Q MAC-local CFG filehas to be named as 00156574b150-local.cfg (case sensitive).

If your IP phone with the current firmware version cannot generate a <MAC>-local.cfg file, the
IP phone will automatically generate a MAC-local CFG fileafter it is upgraded to the latest

firmware.
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For more information on how to keep userd personalization settings, refer to the latest
Administrator Guide for your phone on Yealink Technical Support

We recommend you do not edit the MAC-local CFG file. If you really want to edit MAGlocal
CFG file, pu can export and then edit it.

For more information on how to export CFGfiles, refer to the latest Administrator Guide for
your phone on Yealink Technical Support

Encrypting Configuration Files

24

To protect against unauthorized access and tampering of sensitive information (e.g., login
password, registration information), you can encrypt configuration files using Yealink
Configuration Encryption Tool. AES keys must be 16 characters and the suppoed characters
contain: 0~ 9, A~ Z, a ~ zand the following special characters are also supported: # $ % * +, - . :
=?2@[]"™_{}~. For more information on how to encrypt configuration files, refer to Yealink
Configuration Encryption Tool User Guide
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Managing Resource Files

Before provisioning, you may need to edit and customize your resource files.

You can edit the template resource files directly or create a new resource file as required. Open

each resource file with a text editor such as UltraEdit.

Customizing Resource Files

The resource files areeffective for all phones of the same model or the specific phone. If the

resource file is to be used for all IP phones of the same model, the access URL of resource file

had better to be specified in the common CFG file. However, if you want to specify the desired

phone to use the resource file, the accessURL of resource file should be specified in the

MAC-Oriented CFG file.

The following features support resource files:

Feature

Template Resource File Name

DST

AutoDST.xml

Language Packs

For example,
000.GUI.English.lang

1.English_note.xml

1.English.js
Replace Rule dialplan.xml
Dial-now dialnow.xml

Softkey Layout

(not applicable to
CP960MW52P/W56P'W60
P DECT IRphones)

CallFailed.xml
Callin.xml
Connecting.xml

Dialing.xml (not applicable to SIRT58V/T58A/T56A/T48G T48S IP

phones)
RingBack.xml

Talking.xml

Directory

(not applicable to
SIRT58V/T58A/T56A/CP
960 IP phones)

favorite_setting.xml

Super Search in dialing

super_search.xml

Local Contact File

contact.xml
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Feature

Template Resource File Name

Remote XML Phone Book

Department.xml

Menu.xml

Ring Tone

t licable t

(not applicable to None

W52P/W56P/W60P DECT

IP phones)

Logo Customization

t licable t

(not applicable to None

W52P/W56PW60P DECT

IP phones)

Wallpaper

(not applicable to None

W52P/W56PW60P DECT

IP phones)
For SIRT54S/T52S/T48G/T48S/T46G/T46S/T42G/T42S/T41P/
T41S/T40P/T29G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2:
X.81.0.XX.rom
For example,

Eirmware 44.81.0.15.rom

For SIRT58V/T58A/T56A/CP960:
X.8).0.XX.rom
For example,

58.80.0.10.rom

For more information on how to customize these template resource files and an explanation of

the configuration parameters that related to these features, refer to the latest Administrator

Guide for your phone on Yealink Technical Support
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Configuring a Provisioning Server

Yealink IP phones support using FTP, TFTP, HTTP and HTTPS protoctdsdownload boot files
and configuration files. You can use one of these protocols for provisioning. The TFTPprotocol

is used by default. The following section provides instructions on how to configure a TFTP
server.

We recommend that you use 3CDaemon or TFTP32 as a TFTP serveBCDaemoand TFTPD32
are free applications for Windows. You can download 3CDaemon online:

http://www.oldversion.com/3Com -Daemon.html and TFTB32 online: http:/tftpd32.jounin.net/ .

For more information on how to configure FTP and HTTP servers, refer taConfiguring an FTP
Serverand Configuring an HTTP Server

Preparing a Root Directory

To prepare a root directory:

1. Create a TFTRoot directory on the local system (e.g., DATFTP Directory)

2. Placethe boot files, configuration files and resourcefiles to this root directory.

Address DA TFTP Directory b Go
E] nebwork, cfg
ﬂ sip.cfg

E] Features,cfg
w100000000000, book
@Custnmring.wav

3. (Optional.) Set security permissionsfor the TFTP directory folder.

You need to define a user or a group name, and set the permissions: read, write or modify.
Security permissbns vary by organizations.
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An example of configuration on the Windows platform is shown as below:

General | Sharing| Security | Customize

QIDUD Or user names

m Administrators (VANS TD80\Administrators)
€7 CREATOR OWNER

For special permissions or for advanced settings,
click Advanced

ﬂz Everyone
€ Hil, James (jahill@myservername.com)
€32 SYSTEM v
< >
l Add ] [ Remove I
Permissions for Everyone ( Allow \ Deny
Full Control O 0 =
Modify O
Read & Execute O
List Folder Contents O
Read O
Write O
Boaeiil (Y - I M/

Advanced

0K ]I Cancel ][ Apply ]

Configuring a TFTP Server

If you have a 3CDaemon application installed on your local system, use it directly. Otherwise,

download and install it.

To configure a TFTP server:

1. Double click 3CDaemon.exe to start the application .

A configuration page is shown as below:

& 3CDaemon
File View Help

(E=H BCH =

TFTP Serwer Start Time

[ Peer [ Bytes | status

Jul 12, 2016 14:11:08 local

0 Listening for TFTP requests on IP address: 10.2.5.193, Port 69
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2.  SelectConfigure TFTP Server. Click the J button to locate the TFTP root directory from

your local system:

m 3CDaemon

Eile View Help

TFTF Server

Start Time | Peer | Bytes | Status

Jul 12, 2016 09:30:13 local

0 Listening for TFTP requests on IP address: 10.2.5.193, Port 69

3CDaemon Configuration

FTE Frofiles
General Configuration

Syslog Configuration I

Create directory names in incoming file refv

Mlow overwrite of existing files?

r

()

TFTF Configuration

Upload/Download

0:5TFTP Directoryh |:| |

Fer-packet timeout in seconds

Maximum retries

Interframe transmission

—
T
—

3.

Click the Confirm button to finish configuring the TFTP server.

TheserverURL] t f t p¢ Heé i €/ DX tReDE achdressnokthe provisioning server, for
example, DZ f 10R:5.093 DOgwhere the IP phone downloads configuration files from.
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Obtaining the Provisioning Server Address

Obtaining the Provisioning Server Address

Yealink IP phonescan obtain the provisioning server addressin the following ways:

Zero Touch

Plug and Play(PnP) Server

DHCPOptions

Phone Flash

Configuring Wildcard of the Provisioning Server URL
The priority of obtaining the provisioning server address is as follows: Zero Touch>PnP
Server>DHCP Option s (for IPv4 IPv4Custom option >option 66 >option 43; for IPv6: IPv6

Custom option> option 59) >Phone Flash The following sections detail the process of each way
(take the SIRT23G IP phone as an examplg.

IPv6 custom option is only applicable to IP phones running firmware version 83 or later.

Zero Touch

Zero Touch allows you to configure the network parameters and provisioning server addressvia
phone user interface during startup. This feature is helpful when there is a system failure onthe

IP phone. To use ZeroTouch, make sure this ature is enabled. This feature is not applicable to

W52P/W56PWG60P IP phones.

To configure zero touch via web user interface :

1. Click on Settings ->Auto Provision .
2. SelectEnabled from the pull -down list of Zero Active .

3. Enterthe desired waiting time in the Wait Time (1~100s) field.
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The default value is 5.

Yealink |23

Preference
Time&Date
Call Display
Upgrade

Auto Provision
Configuration
Dial Plan

Voice

Ring

Tones
Softkey Layout

TRO69

Auto Provision

PNP Active @ on Off
DHCP Active @ On Off
IPv4 Custom Option 128

1Pv4 DHCP Option Value yealink

IPv6 Custom Option

Server URL

User Name

Password sessssse
Attempt Expired Time(s) 5

Common AES Key secesece
MAC-Oriented AES Key ssssssss
Zero Active Enabled -
Wait Time(1~100s) 5

Power On @ on © off
Repeatedly on @ off

Log Out

English(English) -

Auto Provision

The IP phone can interoperate
with provsioning server using
auto provisioning for deploying
the IP phones.

‘When the IP phone triggers to
perform auto provisioning, it wil
request to download the
configuration files from the
provisioning server. During the
auto provisioning process, the
1P phone wil download and
update configuration files to the
phone flash.

You can click here to get
more guides.

4. Click Confirm to accept the change.

When Zero Touch is enabled, there will be a config uration wizard during startup:

Pressthe OK soft key.

The network parameters are configurable via phone user interface:

———————&ro Touch

Update now? 4=

Pressthe Next soft key after finishing network settings.

Configure the provisioning server address authentication user name (optional) and password

(optional) in the Auto Provision screen

An example of screenshotis shown as below:

32
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Press theOK soft key.

After the above configuration is completed , the IP phone will connect to the configured

provisioning serverand perform auto provisioning during startup .

Plug and Play (PnP) Server

Yealink IPphones support obtaining the provisioning server address from the PnP server The IP
phone broadcasts the PnP SUBSCRIBEmMessage to obtain the provisioning server address during
startup. To use Plug and Play, make sure this feature is enabled.

To configure P nP via web user interface

1. Clickon Settings ->Auto Provision .

2. Mark the On radio box in the PNP Active field.

Log Out

Yealink |z

Status Account Network Dsskey Features Settings Directory Security

Auto Provision
Preference . .
PNP Active ©@on Ooff | -
Auto Provision
Time&Date DHCP Active ®on O off The IP phone can interoperate
with provsioning server using
Call Display Pv4 Custom Option 128 auto provisioning for deploying
the IP phones.
IPv4 DHCP Option Value yealink
Upgrade When the IP phone triggers to
. IPv6 Custom Option perform auto provisioning, it wil
Auto Provision reguest to download the
Server URL configuration files from the
Conﬁguratinn provisioning server. During the
User Name auto provisioning process, the

3. ClickConfirm to accept the change.

Any PnP server activated in the network responseswith a SIP NOTIFY message and an
address of the provisioning server is contained in the message body.

Bile Edit Yier Go [ipters feadyre Statisties Tolephny Tosls Help

DU EPEAXZL A+ TFLEE QD FEBE B

Clew Apply

Frotecal | Tnfo
s1P RequEst: SUBSCRIBE sip:MACO15652a3dla@intern. IPPhane. com
st Accept n

Ré:

200 ok
10.2.1.199 Request: REGISTER 51p:10.2.1.199
10.2.9.108 s1P Status: 200 ok (1 bindings) v

Frame 3 s 0n wire,
® Ethernet 1T, Src: xiamenve_11:
® Internet Protocol, Src: 10.2.

18:F1), Dst: xiamenve_2a:3d:la (00:15:65:2a:3d:1a)
sti 10.2.9.106 (10.2.9.106)
® User Datagram Protocal, Src Port: sip (5080), Dst Port: sds (5058)
= Session Initiation Protocol
=[Request-Line: WOTIFY sTp:MACOUL3AS2a3d1aBi0.2.5.106:5055 SIA/2.0
Method: MOTIFY
T REGUEST-URT: STPIMACOOIT6327a3 0048102, 9. 10673050
[Resent Packer: False]
= Message weader
# wiai STR/2.0/UDP 10.2.9.46:5060; br anch=-20hG4bra76665779
% From: <sip:iMACOUL5652a3c 304 ntern., IPPhone. Cofi>; tag=57906253
® To: <51piMACO0L565223dLaBint ern, IPPhone. coms; tag=241054
Call-I0: 241054€10.2.0.106
= [fEear T novIEY
Sequence humber: 2
Method: WOTIFY
@ Comtact: e5TpMACODLSB52a3d1aml10. 2, 9,461 50605
Content-Type: application/url
Allow: INVITE, INFO, PRACK, ACK, BYE, CAMCEL, OPTIOMS, NOTIFY, REGISTER, SUBSCRIBE, REFER, PUBLISH, UPDATE, MESSAGE
Max-For 170
user-agert: Tiprel IP 286 /2.43.13.8
subscription-state: terminated;reasonstimeout
Event: ua-profile
Allow-gvents: talk,hold, conference, refer, check-sync
Content-Length: 24

Wessage Body
http://10.2.9.2:90/http/

O Trame (frams), 728 byien Fackets 8 Biaplured € Harked 0 Frefile: bafualt

After the IP phone obtains the provisioning server address from the PNP server, it willconnect

to the provisioning server and perform auto provisioning during startup .
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DHCP Options
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Yealink IP phonescan obtain the provisioning server address by detecting DHCP options during
startup.

If you are using IPv4 network, the phone will automatically detect the option 66 and option 43
for obtaining the provisioning server address. DHCP option 66 is used to identify the TFTP server.
DHCP option 43 is a vendorspecific option, which is used to transfer the vendor-specific
information.

If you are using IPv6network, the phone will automatically detect the option 59 for obtaining

the provisioning server address.DHCP option 59 is used to specify a URL for the boot file to be
downloaded by the client.

You can configure the phone to obtain the provisioning server address via a custom DHCP
option. You can select to use IPv4 or IPv6 custom DHCP option according to your network
environment. To obtain the provisioning server address via an IPv4 or IPv6custom DHCP option,
make sure the DHCP option is pioperly configured on the phone. The IPv4 or IPv6custom DHCP
option must be in accordance with the one defined in the DHCP server.

To configure the DHCP option via web user interface:

1. Clickon Settings ->Auto Provision .

2. Mark the On radio box in the DHCP Active field.

3. Ifyou are using IPv4 network, enter the desired value in the IPv4 Custom Option field.
4

If you are using IPv6 network, enter the desired value in thelPv6 Custom Option field.

5. Click Confirm to accept the change.

During startup, the phone will broadcast DHCP request with DHCP options for obtaining the
provisioning server address. The provisioning server address will be found in the received DHCP

response message.

After the IP phone obtains the provisioning server address from the DHCPserver, it will connect

to the provisioning server and perform auto provisioning during startup .

For more information on th e DHCP options, efer to the latest Administrator Guide for your
phone on Yealink Technical Support
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