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/Duration

FAEREREMER( SeE/y 200 2
7000Hz ) —MESE5&ZHIEM
SERAERL, SIRIREN 0, NRE
55,

Duration {55 S HIRFEEATIE ( B
L= |, EEEJ 0-30000 2
)

WNERE R R /ME%:E? JAJLA
HEESTRIMNBNS "V,

5 : 1250/200,0/1000,
200+300/500,500+1200/800 ,
600+700+800+1000/2000

i

SRAVEI TS =
& : BUANE, BT, KimfE
AEEESEE.

BEXESEEASE LA




BiImRE

1588

BEEH

u@%\u .

IFEYERF

BE X RinAIFIEFRRE.

&iF  BAAD, AR, RinfE

RAxEESEE.

BEXESEEASE LA
"B

BRI

BEX &R BN ERTE.
&iF  BAAD, A0, RinfE
AxEEESEE.

BEXESEEASE LA
"B,

BEMNAREREESE :
1. /ELigE->ESH.

2. NEERERTAEEFEEXNEERNERNES

3. MREEAEX  BEXZRARRSHESE.

Yealink v

il

i

BReatE

WAL TG

SR

it

EiE

HE

FS8

FHZRE

FEoAEEWE

snms
e
i
st
s

4. _ERRREEE.
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Ein eI

AENRINTERERIGENR. BIECRIINETH{INES  83UTRE !

o BRF

o LDAP

o BIECR

o FHERALEIIE
o XNEREE

Bl

1588

VC110 2WEBMLRmRS A LAFE 500 MHERRA. (RATLA— N SHERR AR
Z1MEB (KRE31)

(RAILABT SN/ SHBRR AN ARG HEIENR. BinSHSHBREASEE
LA XML CSV, BFELABEMNIURHE. EEfRaiUISBIEEEAERR |
(ERREEBTNUREEEERRE. MIREKRA.

MRFER TSRS  BREARBEHIZEKSEKRA, CHEBREARZEWVE
BRHTEE. RELCEKAEWERRA LB N EERSFE L.
FAEFMRMZEA IR R A | (B2 VC110 SNEBHEKIR L |, (RBHTIXEARERIN
PR , {RRBEMFIUFHERIZERREAR A,

AR ZETEIRSS T A EXHZBRBERR ARNE SR BRI 2 BRI
L. BETRIBEAISN ZEIRRS FEER B CH A= = EEER

FFEEHERITE.

StarLeaf/Zoom/Pexip/BlueJeans/Mind SEERNEM=ELR A,

TEFANM BB NI REERENR.
B M R ERINFHELRA

RLRRA-> FHEBRR.
RLEMEIARA | IESH,

MR XM AR RARSS.
EHIESBXE , MAKRARRIESE.
RTINS  BARRANEMLSHS.
RZHLIRN 3 1518,

i & W N K
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AR A

iz Jack
BiE2E1 6005
BiE2E2 6006

7. REIR3ETEAAHERR ARTRIN.
BI MR R EmESHERRA

1. [EERRA-> SRR,
2. BETPERRENERKRAL
3.  MEBHRIFBESREREET.

EHEAR [wr2® O |smEEA v| WRERA Y| | SASHERA Y | HEREA V| :
BiFRFE [ 2 Danal FLE T;z Danial
LDAP 0 & Jack S FLEE: 6000 [ ]
svEEs [0 & veny s0ns BEEE: B
e [[] & vealink Demol 117.28.251.50 BF: &4
[[] L vealnk Demo2 117.28.251.51 @.
[[] L Yealink Demo3 117.28.251.54

4. RERRAEE.
5. RERZREFERE.

BT R AN S E TR LR

1. R[EBRRA->FHERR.
2. BREBRIZEFMAIBKERA L.
3. MEBHRANFBERREEFIHRIREETR.
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(REJLUR IS S S RITaY,

Yealink vc..o
FHEAT [w2® O |smEgA v| WEBERA Y| | S)USHEFA Y | MEREA V| :
BiFLE [ L Danal 6009 z‘: Dania
LDAP [ & Jack 6001 52 6000
LB e [ L Memry 6005 BEsE 83
ey [[] & vealink Demol 117.28.251.50 BT &4

[l L vealnk Demo2 117.28.251.51 /‘ @-

[[] L vYealink Demo3 117.28.251.54

MIAEER "BESHE" , FEIEERAE.
BIEMARESANFHEERRAS ( XMLER):

1. RETERREA->FHIERR.
2. [ESAN/SHERREANIEESA.
3. WA B EEERE HERIS.

HFHR A (XMLERECSV) :

C:\fakepath'contact.xml

4. mEHRA,
RERT "BINSNBRRA L,

BRI RESANSHERRASM (csv gt ):
RERRA-> FHERR.
RESN/SHERA EESA,

1
2
3. WA EN EEEE HERISHE,
4. _ERRE.
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MIREE AT :

i CSVI

OFF—iTHEEAtEE  ORFEERESRA

el - il - il - el - il - B -
1  display_name group numberl number2 number3 ct bandwidth
2 Danial Local 6008 0
3 Jack Local 6001 6002 0
4 Merry Local 6005 0
5 Yealink Demol Local 117.28.251.50 xmdemol ves. yealink com 4]
6 Yealink Demo2 Local 117.28.251.51 0
7 Yealink Demo3 Local 117.28.251.54 0

5. (FIEI) WiEigE—{TEURIEIRRE.
SNERDE , CSV XHHIBE— TR E RIS,
6. (FIiEI)ZEHERIFREARA.
SIRDE , LiRRERIERRAGHRMIER.
7. #ERY LENBE T ETERESSNZIIEEEESAT.

REFZHE  AENZIER  WREERRREBM 2 EERBETRAEKREA
HYEE | ANRIEE numberl/2/3 | ZFWEEEBTRAKRANSH,

i CSVIC

CHBTHIRENTE  ORRERRRA
TTRER - 4
display_name
Danial 6008
Jack 6001

Merry 6005

5 Yealink Demol 1172825150  xmdemol ves yealink com
Yealink Demo2 117.28.251.51
Yealink Demo3 117.28.251.54
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iR

8. MR,

RERT "BIISARREA L,
B MR RESHAFERRAR XML(EE CSV)3T :
1. REEREA->FHERR.

2. F[ESNSUHERA EESH XML XHSH CSV 32,
3. REREF, BEFRFIIRITENL.

LDAP

LDAP(Light Directory Access Protocol , BE&%&%BRiAAMY ) 2—MNETEIP K
N FAEMY  RE—FRIIGEHEF S B RERRS . RULUEERIRS
3<#F LDAPv2 B LDAPv3 | LDAP BRSSBRIHITIERE, Kim>IFLAT LDAP fRSSSS -

e Microsoft Active Directory

e Sun ONE Directory Server

e Open LDAP Directory Server

e Microsoft Active Directory Application Mode (ADAM)

LDAP EXAIZRFEERIEM LDAP IRSBEBFEHIKRA AT EEARLEFEBIE
. LDAP IRSBERIREIRBXRASERERIEN , BAETLAFI LDAP BXRA | (BREER
. fmiEsEMER LDAP BEXRA. EERALIERIR FECE LDAP EiRTiRsy |
NETFRIERRANEL, REIREERNTHIFERRAS.

f££20% LT LDAP 122195

o TERSHEEEBAERRIINS (HRERKRALLSIREER LDAP),

o TEREIEARHE ., EE "FFE" A LDAP BRFH  MAEERNRNE.
HimKIXERIBERE LDAP fR5535 | LDAP IRSFRIBMNRIERASHEERNT ISR
HXRERRARTER | ARRBERNERR RS E R,

LDAP [Et¥

TRYHZmE{T LDAP EIRREEAEIRY LDAP &Eit

] E=1 i5EB
gn givenName BaF
cn commonName HEFHIRIB AR LDAP B
sn surname YEEG
dn distinguishedName | 8N &BRNHE—IRRGT
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]

& 1588

dc

dc JEIEA=Eas

company ATIERRBR

- telephoneNumber

PDAEEIESHY

mobile

mobilephoneNumber

BRI S

ipPhone

IPphoneNumber

REEBIE ST

LDAP RUECESEIN BT -

28

1588

RES

LDAP F%

[SFAEEEF LDAP,
&iF : BUANERA.

P TUSR

LDAP &fRridifE

FeE&imE LDAP [RB R AIEETA
ML RS,
6 : (|(cn=%)(sn=%))

I DAFRE

LDAP S#3idiE

FeERimM) LDAP [RS8 A IS REA
HOSHEILIE R

244
(|(telephoneNumber=%)(mobile=%))

I DAFRE

LDAP TLS &5

BCE LDAP RS ERFMISIEIN RS (]
BT

o LDAP- LDAP [RESBFHISRSINE
Grz B ERRNEIER:. ( BOAERA
389 i ),

e LDAP TLS Start- LDAP fR5552%(]
RSN R G2 B TLS/SSL &
£ (B0AEA 389 i%0 ),

e LDAPs- LDAP fRSZSEFIMSREIN
Rz ialsEFE TLS/SSL e ( ZRiA
{558 636 i ),

EKIA - LDAP

LDAP Rgss=attiiit

BcE LDAP fz53ashY IP sEHFEkis= .

im0

A& LDAP fRSS25A%IR O,
&it : BOAR 389,

LDAP BBR&

BLEER LDAP fRSERAVIIERFE.
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28 i%88 BEEH

&it : &% LDAP [RSSEIAFE |, B
LDAP fRSSeEERRIRMA. 415 LDAP iR
SERITERIALE | (RILUARERE
LDAP A4,

FLEES LDAP IRSSSEAISIERD,
it 23 LDAP RSSERMIBD H LDAP
LDAP #i5 IRSSESEIRRIRME. TN LDAP JRSSEEA ISR SRE
YWESINE , {RETLARFALE LDAP %2
3.

EtE LDAP IRSSESIERAIRIRR.
LDAP Efi . M TA SR E
%] : cn=manager,dc=yealink,dc=cn

BcE LDAP frS5EmIREIEREIRIERRA

Max.Hits(1~32000 b1

ax.Hits( V| somra, W
% LDAP JRSS S BRENERAZTR
i

LDAP ZHiBIE | & : S ERASHELIRSER | WARE
7.
26l : cn sn
E LDAP [R5 S ERANERASH
Bk

LDAP SEEM | & : S ERASEELTRSEE AR
7.

%45 : telephoneNumber mobile

IEEEARN FBTRERRARIBLES.

LDAP B5R& &t : ZNERABHEBESIER. TSR E
2l - %cn
E1E LDAP BRSS28FE AN AR A,
ti% &t WIS LDAP BRSSEESTIEHUMMMAR RITAFRE
5,

[EREERRIRIGRESIES LDAP BX
RNH{TIE. QNSRPCECALT | SREERYS
27~ LDAP BEXRARIZF,

&if | BUAZEA.

LDAP [THgRER
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28 15488 BEEAR
RS RIS ITH 2155 LDAP B
— REABHTICES, SNSRICEIRRLN , FHATS -
: 57 LDAP BERARIE . MG
& : AZA,
B2 A&KIEY LDAP IREZ&IRERY
LDAP {ERHER ERHITHEF. X TSR
&1 : AZA,

BETHEZXT LDAP Bt SN FRAEFRTTIE  AILIS% RFC 2254 314
htto.//www.ietforg/rfc/rfc2254,

B MR EEACE LDAP :

1. SEEREA->LDAP,
2. EHENEXKEPEANE.
3. fEtEM MAMEFEEE.

Yealink v
FHEAT LOAPE BB [=]
BiFLE LDAPEHFATE (I(en=2)(sn=%))
LDAP LDAPS T {|{telephoneNumber="a)(1
SHEER LDAP TLS{Ez: LDAP =]
=R LDAPRRS S5t openldap.iot.yealink.com B0 389
LDAPAH A& cn=manager,dc=yealink,d
LDAPTER sessesse
LDAPERY de=yealink,dc=cn
Max. Hits{1~32000) 50
LDAPEFREH cn sn
LDAPEBREM telephoneiumber mobile
LDAPETE %cn
i I3 [=]
LDAPpUEske 2m =]
IFLE I BA [
LDAPHIEHER =1 [=]
#3% i
4. AEIRSRIFEN,
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ZinEE

BiFioH

VC110 WK nRZEEEFE 100 MBIFICR ( MHEIECRNABIECR )
BIRICRESBATEEIEICR. KiEKAE, CIkSIEMNCEKRABIIR. (RULUEER. MR
BIFCREWFMBIFICRPIERA. BRAILABEMRAHE. EEarsilnail g
BEENFIEIEICR (BRREEIMNUREEGEESRMIREEICR. TEIFEEMEN
MEENIFEEEEECR. RnPASRBIEICRINE  NRERBIEICRIEE
KGR MAFRIAICR. THRESXTUMESBIFICRINEE , 52H% 141 AR
FEEICR.

BEMFAEEEIECR :
1. _EBRREA->BIEICR.
MR EERFARIECE.

Yealink vc:.o

FHIE R | | WpsEEaR v | | EEEaE v |
B ] *) vealink vc400 10.2.20.215 17:45:01

LDAP [ 4 10220215 10.2.20.215 17:44:20

Sy e ] % 1025222 10.2.5.222 17:43:08

wE

2. [EFMBEEIECE  EEEEENREIEICRIIE.

B MR R EFMEECR

1. _EBRRA->BEICR.
MIFEEEBIEICR.

2. BRErEIRIENIRIEECR L.

3. MEBHANFBERREEFIRIEER.
{RETLASER AR S I SRSRIEaY .

Yealink v

FHBRR | mpsiEiEes v | | FamEes v |

BIGIER [C] =) vealnk vc400 10.2.20.215 17:45:01 o
10.2.20.215 10.2.20.215 17:44:20 )

LDAP s 3 BiEAE: 00:00:05
10.2.5.222 10.2.5.222 17:43:08

st O HHA: 2016-09-12 17:44:20

MIUAERT "BACHE" , FEHPEEaRAmE,
BT PTTFEMBREIEICR
1. [ETERRA->BIECR.
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MIRFEE A BIEICR.
2. WEERREGEIRICR.
3. REHBREIECR | SERERERIT.

Yealink vc:1

FHERR HBISEE ¥ | | HiEREeR v
BiFoR ] %) Yealink vC400 10.2.20.215 3 L 17:45:01
LDAP ':’ 10.2.20.215 10.2.20.215 17:44:20
T [ %9 1025222 10.2.5.222 17:43:08
R

P TTSRE R H AN FRSIEHE :

T e 6 v

AT MR TR
'10.2.20.215'?

4. [EHRSEHAMIER.
{RRTLAMBBREIRICR RAEFIEEMBRFRE | MR R EIECR.

ZREARATETIER

FHERALETIRAITFRIRERS RERERFBANFE NEERTIRHER
iER  AREEREREREFS L HERFPRELEFY, KinsFHIILEYIE
B FIER. AMEXRA. ZEARAF LDAP, EHEIRITEREEIFIZ | (REEST

Bz,

SNSREENLEC LDAP 5% | [ERRIZ5IRAD | HIREZIRTECE LDAP, THRESXTU[EE
& LDAP , 155558 201 TTpY LDAP,

B MR R EEEEBIKRRA LTI

1. SEEBRRA->IRE.

2. EEBBREALRSIRXET  NERFIEREDSEERNTIEFaSE (=],
EERFIRERERRYIRES.

3. EESR 2HFNESIIREIBATIFRES.



ZinEE

REETLAN B RAZIREFIEFEN ISR mE L= BIRYIE.
4. SEEFERAIFIE M (ak (L), ETBEhSIRmTE SR,
BE LTSRS IREEREATR.

Yealink vc:1
FHIERF FEER A FEIE
BIECFE
=m B
LDAP
=inEiEes
e

5. REIRZRFERE.

W RRES

VC110 —A RN B sz O, (R LE—HRERe8ENO 1 70 2 Lo 5%
—BETRE HEEMAFEEINESGEETAT . IRERREE—SETRE |

REsEEE—ANETREEN 1 F, IRA—IEERaRTesE  Bresl
HASAZER T B

HEERARTIRE (WR) T VC110 —{FHl LA , =RNNEARTRERS :
o FTHE , EBTREFEFERIHATAE _ BB EF BRI ( 53X

ERFIRTEAE ),
ES:) A
EFRFEE BRTRE
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LEERSETESE (WE) B VC110 —(fiN L , FEARBES . THRNEGAR
TR :

o TRE , EBRTREERETAMAN  F_BRREERENETAR.

A Hh PC i
ERTRHE E_RTES

LHEEMmaRTIRET VC110 —(FiNL (R ) B, BIEHHEARREREA

o MRIFHTRIRVSNEEE AL IBEENET , TR TNREERF BT
A, B_ERREEFB AU,

T8 ¥ty N
ERTRE E_RTESE
LHEEARAETEHE VC110 —dHlL (R ) i . HEFRES . EiEHEGAR

i =y

o NRIFIHTRIRVSNEEEAMLIREHET  EETFREAFE TR |
FABUVNEEREERREFRA LS. B ERREERETETAR.

ES:

PC J#7R

B R 2 BRI,
EEETET , EERREE 2 RTINS -
1. EEEEh  HESR
2. WIESE (BR), FHEOKE.
3. BERS LA ERAEERTNNG , FHE OK L,
BN 2 BRSNS, Btnnarenes L ursrer O =i

BEFEERTNRE 2 NBTREE  BrASENETREIETRE L £,
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REIIRE

ZLINEE

FENFINAEERRNTEIE , B3UTARS !

o AFEN

. TIERTI

o A

o f(EHEZRE

o RESLHHEENHY (SRTP)

e H.235 0%
o  RMBAE

RBPIRI

RABRT  BFTLUESENEERRERTHIRERIREIMIERE. BRIREX
BEMZmINIAREOAEREER B ILIAAE., RETLAARRFERFELN 7
EERFER. ERAFEHRZRIEN (RINERR ), YUBMABFED | filk
FRFEEERRRNEE. FRRFENE  BPRULMERRF RS RZIRAIR TR

| (FANBREREN “user” ), BE. REZHIERINEE,
RAFERNEESE

BT :

24

1568

BEERR

RFEs

IERERFREL,

&it : BANEER,
EFERAPELN ZSHELR
EENABF.

ABFRL

RS EEFRRPER,

&iE : BAZEA.
ZEHRERTHAFEL. EER
BEXZIATTS.

BR%

EERPLAERREFRIIR
BAIER MR EAYETS.

i« i ASCI F7F
32-126 ( 0x20-0x7E ), {RtBATLA
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o 1588 BEEH

BEMNRREERAFRN

1. RERE>R2.

2. MAPE TRMEEERAP.

3. MAPER THIELERR.

4. 7ERPEBXEMABFILEE RIS FEIREMNN IR EERNESE.

Yealink.co ==

=2 P BrEs AE v
SEEHEE B =il v
REBES |

BrE

5. RETRRREFERE.

BRI

ZiREFOABRENAFEEAEER FEYEERIZNRFRFZRERREFENEHR
RERBPHNTAEVRE. ANEERERGA "0000". AEGHEEERSURIA
FPZARENERRER. HTREER  BURRIRENEEREN. KiRNEERRE
FE3#F ASCII Z=£7F 32-126 ( 0x20-0x7E ),

EERREBNEESHNEBNT

24 21| [T =N
IEERIRAI 2R,
AR &F RAHEER. EREEE R TARE
RERS , APE{VWITAEER,
. MAZRIRLFNEEREE. Baes
SRS .
&=iE : BAl "0000” . TR E
IREHNEERZ,
e ﬁETﬁE’J E.\ ::. - S
= §;f AR LS E IR R EEE R
H=,
BRENFIRENEERZ, o
WA . B
D i BN Il
L §§{ Eﬂj)\E’FJhmﬁ%z:'ﬁ R R E
SHEENTIREF—EL
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REIIRE

BT RTTREEY ER RS :

RERE->RE,
MAPXBI M IERREERR.

LRI X ARG LRI EE R,
TEFRERES i N FTROE TR R EERD.
ERIAZEE X SRR B EER R,

i W nNH

Yealinkvae ==

=2 b mes EER v
| BEmIs -
wes

6. RTRZIRFIERIE.

BidEER SN SRR

- > BRRE (BUAZ - 0000 ) ->EH3{EK.
ELREB XA\ EERAISEIE.
EHEBXERABRRENFEIERER.

EIRIAZB X EF AR ENERRE,
RRFIRRFECE.

i 2 W N H

BT

RT3 [E)2EBUTNREIRTE T I A& IR AR EIRTTS . L&UmSZHFER HTTP 1 HTTPS i
BORRINTIFRE , EAER HTTPS MY, HTTP 0 HTTPS @iz177E TCP/IP thilz &
RIRLAEIMY, HTTPS thiYBEXS RIS RINEA] Web BRS3 28R B REFH TINEREE.

{REJLAERE R P IA14&in TS & e FRRI MY AN ..
R TTHIAR BRI E S AN BT ¢

&iE : [E/5 1565535 ZEMER

24 58P BREAT
ERsEERAPER HTTP MY
AR TR SR E, EfEes
HTTP .
&iE : ABA. TR E
BRIE ES SR ERSE.
HTTP B0 ¥8E HTTP thY{(ERrmwO. .
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1588

EES

— B MRIEERIRORM S
FA. A7 80.
BRI ESSH S IREHE60.

HTTPS

[EFEEEE B A HTTPS 1Y
A1 P DTSR,

&iT : TASA.
BRURESSHEIRETIS,

KSR E

HTTPS ixO

18R HTTPS thiX EFRRYIRH.
&i¥ : B9 1 8 65535 Z[EER
— B, BIRIEEANROARM S
F. BAJ9 443,
BERIRESSHEIRERE.

]

BT PTTREMCTARY RO :

1. KEMEEE->BRMLE.
2. EAEERNOMAIERERENNIROS.

Yealink vcio

=0

| LanigE

| NAT/BE

mamE

| R \

RITTS IR
HTTP (=m v
HTTPEO [s0 |
HTTPS =@ v
HTTPSED] [443 |
802.1x
802.1x 250 =i v
®= 1
MD5%35 T
CAES [ = e
e T
VPN
iz =’ v
HisvPNES [ la.| re

3. RTRRGFRFEE.
MIFAERHNEE "EECEE  FEBRAEN. BEEVER?".
4. RLRRZERRIR.




REIIRE

BidiEERE B M AEHYRD

. IAERR->BRZE (BOAER 0000 ) ->ERMEIRE.
MRITIRRSS B MRS E RN,

RRFIRRFEE.

ETRREFEETR "REERRAFEEEN  RBZIER?.
4. EERAESRIR.

w N =

EHEZE

RRSHEMY (TLS ) BE—HEANEHENIN  BRREEENREITERES
ERNREI, ERTIE TLS TS MRIREHTIEE, TLS HYEIER M

AR TLS I TLS BRI, TLS BT AVFARSS STV P a4 ST
BRI , RS ERIEEE. TLS SRR StisRc® , 5
(REUERO M RUREIE, TLS HNGERBEFRIET B KT R AR , GEFARIFRIN
B HREAIRAHVEMERIER MAC S HREAURMS 1,

VC110 2iYEREEIHEHS TLS 1.0, BGEH ( Cipher Suite ) NG, IAIEF] MAC
EANAS, IR TR

e DHE-RSA-AES256-SHA

e DHE-DSS-AES256-SHA

e AES256-SHA

e EDH-RSA-DES-CBC3-SHA

e EDH-DSS-DES-CBC3-SHA

o DES-CBC3-SHA

e DHE-RSA-AES128-SHA

e DHE-DSS-AES128-SHA

e AES128-SHA

o IDEA-CBC-SHA

e DHE-DSS-RC4-SHA

e RC4-SHA

e RC4-MD5

e EXP1024-DHE-DSS-DES-CBC-SHA

e EXP1024-DES-CBC-SHA

e EDH-RSA-DES-CBC-SHA

e EDH-DSS-DES-CBC-SHA
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e DES-CBC-SHA

e EXP1024-DHE-DSS-RC4-SHA

e EXP1024-RC4-SHA

e EXP1024-RC4-MD5

e EXP-EDH-RSA-DES-CBC-SHA

e EXP-EDH-DSS-DES-CBC-SHA

e EXP-DES-CBC-SHA

e EXP-RC4-MD5

R T AR S R T B S BT SRS -

Fle Edt Yiew Go Capture Analyze Statistics Telsphony Tools Help

Begew  PEXELE A++0TF 2 (IR QAaaD| @gBm % B

Fier: [ +  Expression... Clear Apply
Mo [Time |s0urce | Destination [
1 0.000000 152.168.3.86 192.168.0.230 S5Lv3 cClient Hallo
2 0.021345 152.168.0.230 152.168.3.86 SSLV3 server Hello, certificate, server key Exchange, server Hello Done
3 0.954947 152.168.3.86 192.168.0.230 sswv3 client Key Exchange, change Cipher spec, Encrypted Handshake message
4 0.970099 192.168.0.230 192.168.3.86 s5Lw3  change Cipher Spec, Encrypted Handshake Message
51.012295 192.168.3.86 192.168.0.230 Ss5Lv3 Application Data, Application Data
6 1.013562 152.168.0.230 152.168.3.86 ssLv3 application pata
7 1.013667 152.168.0.230 192.168.3. 864 S5LV3 Application pata

1

Frame 13: 652 bytes on wire (5216 bits), 652 bytes captured (5216 hbits)
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Internet Protocol, Src: 192.168.0.230 (192.168.0.230), Dst: 192.168.3.86 (192.168.3.86)
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YEALINK-MI | 1.3.6.1.2.1.37459.2.1.9. .
Y IP bk,
B 0
YEALINK-MI | 1.3.6.1.2.1.37459.2.1.10 | . _
BaFARARRAS.
B 0
YEALINK-MI | 1.3.6.1.2.1.37459.2.1.11 | SFEN&EETEIGH S,
B 0 BN snmpset -v 2c XXXX
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public 37459.2.1.11.0 s reboot , &
Fh XXXX J9£2imhY IP ik,

SNMP IHEERIECESENBUT !

24 1568 BEEH
SRS FARIRAY SNMP TH8E.
i#iE &it : BUAZEA. KSR E

BRI ESSEEIREREN.

IERELL i SNMP B3R
H.

&iE : B/ 13 65535 ZERIE P TUSR
BB, BA 161,
BRI ER S EIREHE,

3
O

ISR SNMP IR 52,
FiE (B SNMP RS9 IP i
e, AAREEESA
SNMP fR&558 , S P ittt
SREL | o mmewmR. memne KT
LIHEE(ERTERI SNMP RS
%,
BB S SERAE S,

B MR EECE SNMP LigE :

1. [EMEEE->BRME.

2. M SNMP X1z T RYBE FhiEEEERA.

3. EROXEBAEK SNMP RS e8iERH O,

4. ESEEMUEXIEZN SNMP IRFESESHY IP ittt alisE .
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SRS 63 I
WTU
FSFMTY (0-1500) Il 500
SHIP
0E B [
i 161 ]
HiE{Einht 10.3.6.212 10.3.6.220|
PITT IR
HITE I
HITP3O 80 |
HITES B [=]
HITESIHO 43

5. RERRGRFEE.
MIUAERHNEE "RECEE , FEBRAEN. BB
6. MERRERL,

EDEE ? " o

235



Yealink VC110 &Y EBMIRinEE RIS

236
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B FEHERR

TENBIMTHEERR VC110 S ENLIRET T B EIRIE—.
BEIRER , S ERIREDZIWIRRA  FHOEBEREN , EEEDIER. ¥
£, XEEEENRNREA.

HERZ
LSS RANRIRGER | FIIREXHE. ME. KSENMEES  EEERER
R HERIRRAORIR. A,
EERULIBE AT ZRRERIASESR | FrluEsk HfEaRE
o ETEEATNH
me
o EENSIETER
o DECENM
o« ETEEEAEZLT
o [ERIZHTITIE

BEREXH

iz iHEd S HCRBISEM. JRIGHEERT |, Yealink BISASFF TZITA]
LASERR B ST IR R . AR LIS £ B S - SHENFERI A TR S 2RE0E
At B L. EERITLIBENRFEREE AT XHNSEMETNRFHSIEFR.
R ASHFREEERREICRNAETRI. REATHFRIAN 9 (&HER )

ARG ATRIRESENBUT ¢

28 588 BEERR
IEEEiRR T HSXHRINE.
SHFLATREFS
o Fith—KBEIHRAYATH
SHREFERE RFERIITEN L. MRS

o BRSHISERAIAE
HREFEIEERRS R L.

&iE : AT,
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28

1588

BEEH

BRSSERstE

IEEEmiRT ARSI RIIRSS =8
ik,

&if : (NESSHERATEEN
RS THRBREZSH.

RRATER

EEZHBATRIRA,

&t : BinSHFRIEERBIA
0-9. EIAZ 6. {E#K , Kimic
REBSAEHIFA,

B M R EEE A S X HRER

1. _EHRE->EE.

2. ERABTFR MAEFIRRESNFR.

Yealink vci:o

il

B#AeaiE
TFOLTRE
SRS
BENIRE

BE

HE

=S8
THEERE
EIAE=IRE

SiEE 1 S
SwmE S,
s Tk Bt S,
BB AT 5
BEE AR SR 1024
iMmzes BEX [~
ket
SHEGAE @ F O pEE S
| ramss 6

3. RERRGFRFEE.

BRI REE BEHSHRIFITEN

1. /EHRE->EE.
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2. RIESHRFEATXKIFAIFIRILE,

Yealink vc::0

T SAEE ... 2h
Sl St Sit

WL T

EFENT

BENEE iz E =1
mE BEBARIS I 5

HE: BRE A THRAEE 1024

i Himzem BEX [+]
THEGE I

EoAEmaRE =

SHEHAE ©HH O pEE =% |

FHEESS 6 [=]

3. RESWITAXEHTERED , BRTXHRFEIRHEITE.
UFRBEHRIRA

496 root 2876 S¥  Svealinl/binfggswea_ipp

497 root 2276 S¥  Svealinly'binSggswea ipp

495 root 2276 S¥  Svealinly'binSggswea ipp

499 root B8T6 S¥W Syealink/bin/ggswea_ipp

500 raoot BETE S¥ Syealinl/bin/ggswea_ipp

501 root S5TE SW  JSyealink/bin/zzswvea ipp

S0T root 16424 S¥ Jfyealink/bin/Screen. exe

508 root 10344 5%  JSyvealink/bin/sipSerwver. exx

509 root 10344 SW  fyealink/binfsipServer. exx

515 root 168424 2%  Sfyealinly/bin/Sereen. exe

51T root 16424 3% fyealink/bin/Screen. exe

519 roaot 10344 3%  Srealink/bin/sipServer. exx

521 root 16424 S¥  Jfyealink/bin/Scresn. exs

S22 root 16424 S¥ Jfyealink/bin/Screen. exe

523 root 16424 S¥ Jfyealink/bin/Screen. exe

524 root 10344 SW  fyealink/binfsipServer. exx

525 root < [IRR 45]

526 root 10344 3%  Syealink/bin/sipSerwer. eux

52T root 16424 5% Syealinlk/bin/Screen exe

578 root 16424 5% Syealink/bin/Secreen exe

529 root 16424 S¥ Jfyealink/bin/Screen. exe

1147 root 1788 SWH =leep 1000

1227 root 10120 SWH ConfigMandpp. com

1228 root 4624 S¥  Svealinlybin/mini_httpd -p 80 -d fyealink/html —e cgi

1223 root 2812 SWH sh -c od ftmp;ifeconfig »* Messages:;ps > Messages; tar

1230 root 2512 EWH p=
Feb 29 06:01:09 mini_httpd[388]: mini_httpd c(1510):child process 1227 exit!
Feb 29 06:01:12 mini_httpd[1232]: mini_httpd c(1997):path: fcgi-bin/Confi gManhpp. com, query: Id=ET
Feb 29 06:01:12 mini_httpd[388]: mini_httpd. c(1510):child process 1232 exit!
Feb 29 06:01:12 mini_httpd[1233]: mini_httpd c(1997):path:fegi-bin/ConfigManhpp. com, query: Id=2T
Feb 29 06.01:12 mini_httpd[388]: mini_httpd. c(1510):child process 1233 exit!
Feb 29 06.01:12 mini_httpd[1234]: mini_httpd c (1997):path: fegi-bin/ConfigMandpp. com, query  Td=2T
Feb 29 06:01:12 mini_httpd[388]: mini_httpd c(1510):child process 1234 exit!
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mE EE AR 5
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SHFEHEE O £ © mEs St
RS E5Hht 10.3.6.118
RHATER 6 =]

4. _ERZEFRERE
MR EEHINEE "RECXE  FERRTEN. BEVNER?".
5. RORRERZH.

ime

EEROTLUBE MIFRE EZEe88#E Ethernet FIAEHITINE, BE S HTHMENE |,
HTHIRHEE.

MM RIEESEN BT

o 1588 BERAR
fmehge FHa/F1E/SHITE, I TRSRE

. RERKID 4L,
RERASRXHE MRS E

&iE : BUARN 5.
RESN D XHHIRKFHEEE |

RESASEXE |
E{\ jﬂ kbo b
AiFaE A RERRE
S Bl 1024,
imess IREIMESE, R TSRE
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28 1588 BEEHN
SFRIRELE -
o« BEX—(ERBEEMFEMFRI

e SIP or H245 or H225—3#(EY
SIP ,H245 ,H225 SV EHE |,
BN AYSHFHE R TIE.

o  RTP—EY RTP AU%GE,

A BENX

IREIMEFRE,
MEBFRENEER

Protocal ({4 ) + Direction ( /5
[ ) +Host(s)+Value+Logical
Operations ( ZEIzERT ) + Other
Expression Protocol ( EfthZiXth
)

Protocol ( 11¥)

AJ8E(E: ether, fddi, ip, arp, rarp,
decnet, lat, sca, moprc, mopd|,
tcp and udp

ARSI SER | MIBIA IR
FREsHFR9Y, 18 - ME8FRE
iMa¥FrH ASZHRINMFRERIDY , Eell http RITTRE
dns, sip &.

Direction ( 5@ )

AJEE(E: src, dst, src and dst, src or
dst

WMERHERAM , WEABER  “src
ordst” {EAX¥EZE. "host
10.2.2.2" 5 "src or dst host
10.2.2.2" 7).

Host(s)
BJEE(E : net, port, host,
portrange

ZUAER "host” XK=, “src
10.1.11" 5 “src host 10.1.1.1"
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28

1588

BEEHN

>

ZE,
Logical Operations (iZi8iEH )
AJ8E(E : not, and, or
&( "not" ) EB&ESRIMNSER. T
( "or" )15( "and” )EBHERER
5k TEMNEEZGHT. LAl ,
“not tcp port 3128 and tcp port
23" 5 "(not tcp port 3128) and
tcp port 23" Zf}, “not tcp port
3128 and tcp port 23" 5 “not
(tcp port 3128 and tcp port 23)”
TEM.
%4 : host 10.4.1.12 or src net
10.6.0.0/16) and tcp dst
portrange 200-10000 and dst
net 10.0.0.0/8

FFEEIP 9 10.4.1.12 g &R IP
I Fm48 10.6.0.0/16 , BRYIP BY
TCP i[OS 200 Z 10000 Zjg] ,
FEBRYIP f7FRN% 10.0.0.0/8
AT,

&if AT, BMEEEIRED
BEMITER , AEERTAMERT
e

B MR EHTIME :
1. SEHRE->ERE.

w N

ERERAIS AU EEA D R 3L
FRESIM S AR AFREEXIFMAD R X ES

4. MMEEB THAEPIRRITIESEEE,

INRRIEFEEENX , EME8FFEXIEMASRITES.

5. 7EilMEIhgexs , m_aEFrmE Tila.

6. EWREERIGE,
. REELEELENE.

N
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8. RELEBHITANATHED  ARBINMSRERIAITENL,
Yealink vc::0
) SAEE ... Sh
Sl St Sit
NEILTHAS
TR
BENGE imshas Pk 21k S
= BB I 5
HE: BRE A THRAEE 1024
ES& i mzsm BEX [~]
FHERS -
EoAEmaRE Ma=s
SHERAE © FH O pER S
RAEEED 6 [=]

B E R
B1E VC110 —{/1AY USB O Hif E U & , F##(R USB TheEEEA.
1. ESERSEEEDET  Kig (@ 2/,
ERRERERER "—EIMEIETH , K% 2s HREEL".
2. k(@ 2peEtng.
MESHHRIFIE U 8219 yealink.debug BR T,
i&@id Ethernet FR{HiME :

BRIRHINEE O LR A EEERIR—NEZSS ( Hub ) £ 2 S{#EA Sniffer,
Ethereal 5f Wireshark TEG#TIME. {REATLAERA LIREEGIRO , ARG
EEREARO,

BERSIERER

HEFRT  WSREEENHR BRI IRNREREH . KSEREERETT.
ERREBFENSIE LB TRRIERERTHR.
T BB RS E BRI A SR M

. ERNERSEEGE , Brgsmaorsee= M @ mrsmm
ML AET A,

o & VCL10 —AHl LRSS AR | IRBALEImARIER L,

BETHRBESXTERIIER  52H% 21 RIERNE.
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PTECENH

=L

BRNEES RSN ImNIE, SEREHRIIR , TIASHRIRREEN Y |
BEEXRRIEAIEE. BE FRIASHERIREENY | FSHEE 230 TNSAN/SH
BCE.

gt

FAILEBIEPEESARIENRIHER. E8ERE
o REWE B RIHEMAET

o HME: DR, FWEIS. WER. WK PlE). SESHNEER.
o BEIEERAIMNY,

o ImImREER.

o W RAERD. WE. XEX Pl BESHMEER.

o N IRED. WE. oPER XK,

t===]
o

EEiET  ERERRITEES - BRI , EEEERIHER.

(ERZERG &

244

R SFFLATIUMMZISIA

o EINZH . RGN EMBEIRETIEIMMANIREEEER

o BIRNIZHT | BRGNS IERBFISEEER,

e Ping : ERIFSBERRIHENNEEREE.

o IRHIRE : NELKIRE BREHRIETNNET AR E—T RATEERETE.,
(RRTLUBIIE R e LA E PR HTEiE | (BRReeBIE MImAEEERA Ping FIREHRIR
BE,

BTSRRI SRS

1. JEIERE->2H,
2. IEESINZER , ik OKH#E,
3. YWEZiRRSEIMMANIRERIE.
4. MERHESBEIERRT  FHERRRIARE.
SNERLZIHBEIE ERERURRIA ANE | HBALIRII SR NI B SR RS 1E

=

o
5. 1% OK${ZILEUZHT.



EPEHERR

S

BITEIZRRIZEIRIS -

IEHESRER - > 2.

IEHBIRIISHR | FHik OK .,

iEReE RS ARARERGLAE,
IR EE RO R AR IR R,
INSRIBGLBEIEERa), BEEE | RBRAILER,
5. HREIREELIERGHIZHT.

BT EE RIS RS R TR REISE

RS - > 2B,

1%5#% Ping , 7% OK i,

BN IP ttbik (g0 - BWRERImAY IP ik ),
EEFR | FHR OK#,
ERREREERMEZIZHIER.

7

@it

53

> W N+

]

P W N e

REIE IR [EIS MR R,

Bix P #lEAIX— MRS | BERTTIREI—MEFA/NIEHEE ki
Eﬂﬁé‘lﬂ%ﬂﬁ&m:.&?%’fﬁn_o IZHTEREEREIREERBRIE RS |, LIRS
BB/ | RAFISFI9EIRATIE,

IEEIRER :

1. GEERE- >k,

2. EEFIRHIRE , FE OK#,

3. BIAIPEHE (fan - Bfr&imdy IP ik ),

4. EEFE  FHE OKH.
EBRREFRBEETNEZIER.

5. RIREIGRIREIZHTEERAHE.
SNERMELERTN . RTTISS ! & IRE BRI RN ST R &1 RFTeEE
BIRSE) , R LIRER SR ERZE,

BT PITT R EHTIESHT -

1. [EMEEE- > RS,

Ping AR AIREFZHTTT %= B ER— 1 TUHE.

2. NES TMIERIEFEERINSIRIITIE.
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3. 7E 1P HEHECHEEEIN IP EhE (U0 : BAR4RImAY IP HEAE ),

Yealinkvco ==
Lvas  ew

| NAT/BiE

mamE i
L i

10.3.6.234 X

4. REFHRTFAISHT.

MIFEZESSHER

Yealinkci.

RS

=1

L
NAT/BRKIE
e wE
=
RIS HF % TPt

PING 10.3.6.234

| Ping

IlD. 3.6.234

PING 10.3.6.234 (10.3.6.234): 56 data bytes

64 bytes from 10.3.6.234:
64 bytes from 10.3.6.234:
B4 bytes from 10.3.6.234:
B4 bytes from 10.3.6.234:
64 bytes from 10.3.6.234:
64 bytes from 10.3.6.234:
B4 bytes from 10.3.6.234:
B4 bytes from 10.3.6.234:

64 bytes from 10.3.6.234:
Fia

seq=0 tt1=64 time=9.116 ms
seq=1 tt1=64 time=0.393 ms
seq=2 tt1=H4 time=0.400 ms
seq=4 tt1=64 time=0.405 ms
seq=B tt1=64 time=0.398 ms
seq=T tt1=64 time=0.398 ms
seq=8 tt1=H4 time=0.391 ms
seq=9 tt1=64 time=0.373 ms

seq=10 tt1=64 time=0.401 ms
ik

5. REELETTRIZHT.

RALARESEH | 2SR ERIZHR PR IRIIEINNR L.

R

AUNMAERERINEEBINIRNBRS R, NREHHMNEIEARERTIRE

1517 Yealink L2 HREEASHF TIZ)DS KA ED.

AN

A LBETEERETER?

o NMERRREESIEMERE VC110 —{K L,

o MEXRREELTRIRRKES
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EPEHERR

o MERTRREFEDLTIRSKIRE , EFABNRENERRIIZENEN
ERNEFRZEFERTRE.

o RERTRBFNESHFEEROEELR  SRETRENESE.

At ALiRAEERRIERAYRSEFIEHR ?
o WIRZFIREENEMM NTP IRSIREESEFIAER  RtRELin EIFHRECE NTP
IRSSRRFIRX , FEZIRS NTP IRSZERAIEELER,
o WIRFGEENFNREMEMBELE , HIRIREEHRIIIEMBREA.

AT AIREEERR RN ?
o EinFEHUHE,
o EMAYIEARMIGIREEIGE.
o HbHEERGER.
o [MHARSERHRISICERIES

P AT EFM TR ?
o HHARMERIRHIMEEEIESR.
o THAIDMRBHNNEES
o AR EREERRITHE.
o EEXRRERIEWMHIMEKS  FEMENAIKSIFILTRIRE.
o HHANIAISIEESIER.
o ImImRERTEE TR,
o ImImRERIPKESELE T KA,
o IEWMRFEREIRAEZE.
o MRAMERIHECEEHERINEIRE  BRTHREBHB TINEIE. TH

FEEXTFRISINZZINRE , BEEE 220 AL A EE Y ( SRTP) 055
224 Ty H.235 022,

o HRRERFIUINNER I ITIiR & nEBs Y. THRES XTI ,
EEIYEE 136 DTRYIFIL YL,
P ATEED 1P HhEIFIiTE ?

o  WANARBZEMDHB T —MIFUNY., THREZXTIMYEER BERE 117
TARY SIP iR EF055 121 TafY H.323 1B E,

o THHAMSBEIEHER.
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HRRECE T IEHRRY [P WESEL,

XHimimeipay IP itk $HT ping #2F A1 ping #BFRI NETEE/MLRIEIRE.
BRAEER.

A AZIRHERBEAESR IP it ?

MERIRRMNSEZESIER.

BRI LAN BHEESIERIRE. THRAZREN LAN BERE  1I5ER% 44
B LAN EttECE.

HMERIRERITERE [P #thitTige. THRNAKFRSHRE IP thitIhee | BE51P5%
158 TaRYRREL IP ik,

BRI EIEFHEC SIS NAT, THRIAEER IR S KSR NAT —2fE
R, B&E% 70 TRECE Kin S KIEEE NAT —E (R,

At 2MEFEER ?

MENEEREGRE  NEEONEMETTEEREE.
SERREREE  REEGEEE. TRAEEEZENEERE.
HMERR, R, BASEOERMNBENTRIRE.

RS R

At AT ERBRG R R EEIEREE ?

RRBEBIESEPHAT RS MHIEGE. RIS TR EEHEG.
HRiER SRRt R IEH B R ERER.

REREEREEI SRS,

HRERE ARG L Z BB REEY.

FRIRERRRRT | IEEsRAINRST KIFBINEERIE.

RS RIEHIR R AL IRIRET.

BEENE R,

R EALERIEMRAR | JRERERRIAT | FEE—ICEss.

EiEiEs , A AERRT EiREEN ?
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EPEHERR

HR=RHEFINRIERERE. TEIETEEES- > ik EiRRERMES | T
TimAISRES | ARG .
HREREFITHREIERIY S SREEERIMNYURE . THES
B8, FEH% 183 MAYNTHREIZHINYL.

At 2RSSR REREE ?

el

/

BRENREETGENDHER.
BEERERL  MEISAINEEEEE.

HRIRIERECEREGIISH , AINSE. BFES.
BRERITHIRERBKRSAE LB REL.

&

At AR EEIREIER ?

MEA SR IRE S D EERE.
BRI SR ERERRIER L.
wEMEEHIRENEERSEEIR/.

AT ES T EFFEI6E.

At A REEIREIFIRES ?

MEAEERANIRE S EEE.
RESEUANESTEEHEINEE.
MERIRERTEENEFHFEINEE.

MBERLEETTEITHBHEFEIEE.

At AR BiERAS ?

SEITnIAE e e R e R AR,

EinAEE  TRERATIREENEEAE. FTkArSELEmmAIR
SRR

RRER T —METE SRS | BREEREERLTR. BETHESE
Z(s8. , BERE 133 MNEIRERELD,

SIRMEBSNSIRE. FEERTIRIASIRE S EBERR. OF
AT, FARIR. BRI IR ARIRTIER.
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At A EEB RIS HRIAESR ?
o 18E VC110 —AREIEMERIRER L.
o HMEIRIBIMNREDIERESHIREHL.
o MEBETIBINE  EEEFTHEENEGERET.

A AZEFREUFERE ?

o MEE—ABERIEM , & HDMI &—imE/IEREE VC110 —FHA
Display 1 #M.L.

A AR BERTNES ?
o MEREETRHASH PC EREHEEIEAE L.
o 1B PCERBELHES.
o MEZRNAIHEE  BEEESKEWR.

o THRIEMIERIRAINAMN. THRESKTIRMNY , 5255 172 AR
s

At ABHETRE  WHRINEINEER?

HJRERHTECRSHSERRSSS IP A, XFER FAtEmER  BTRS
SRINEHEUE SESTNEAR—E | IRSCRtbH T A B 2 SEAE KR ETE. RATLIR
ENERERN , FREMRIELIRIA TR S , MEXBINETEIL# TR,
MEBEIENAISENBNT

88 488 EESz
P P RR BT,
o  EE—REREIHTE
.
PIERER |, =@ RESCRRT I E
&6, TR AT
&,
& : BAEA.

B R EEEMEEER
1. <EigE->FMIEE.

250



EPEHERR

2. MRIBEER MAEEFESRYE.

Yealink vci:

)

FIHARE ]
IFOUTHTRE
ik
Fleih

Bif

HE

B
FHEERR
EoAENSNE

B Bl []
EEhRr TS Zm [~]
SREHTE =1 [~]
W R TG [~]
WO B []
REREAR EH [=]
WL B [~]
HivgE Bz [~]
TR EE) [~]
SRR PE# BT [~]
TLEAIEA BF [~]
[elt% d8edAT a1 (30-240) 200

BzhiEsEantatiE] (30-240) 120

URDFAL 8, SP IPIFIY [~]
2R ] [~]
M =1 [~]

3. RORRRERE.

g 2 el [P

ARG LERREEE ?

SRETFREREE  EEEXIESEN
{REETLAEE PR HBIIER R &SN

o ERKIEEREHSER.
o EF—/N\HEWBRENEE  MREE/VFA , BREFRETHSER.
o IBEEMAIRREREA—NTA,

o ERTRENHE  WUEMSREISRINEAE , JEER.

Y E SRR NS ?

SRPITIAMERER |, KRS EHE

o HUTENSIIRIRAIERME.
o EEZRIHINRE.

o TFHRZEImE.
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o EEXRNFEEBENAIIIREIEL,
HEEENIEIEIA LSE S THEES A,

(ReILABIE TR AR E R

o BUEZRGERE->BRLE->ERNES->RRER , XK OKREFE
it

o« ZERNMAFAE, RERE->AR->EBER  AERTRREBLR.

P A EIRFHRRWY ?
o HREFEMFZRIERNEEAR.
o HRTHAEHERTRIR.
o HMREFRIES , KiRlEE FFEEMBEEIEER,
o HREEINIRFREIHREFRS , WITRERRARBRIFERE.

B ABESRRE ?
EEEET , APUERENER , LNASHES. (S8 OERERTEs.
EERHISERARELRELH. ATHARES -

. EEETHUNREAREFRAEEESNAR , HEBEINATRLE.

. IEBISERE.

. EREESRITERENESNELNEND. EEONEKTRREIMNS
WETIRE, BRI EENRE RN EAsIEN , b
FERISME. BfEHHIEE R,

o IRFEIRE , GINIFBINEERXE , FIRESEMELIEMIbIT XSRS,

o MERFTRESEXNEE. ERMINBEAERERE , BFENEER , LIRES
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X X3
-11:00 Samoa
-10:00 United States-Hawaii-Aleutian
-10:00 United States-Alaska-Aleutian
-09:30 French Polynesia
-09:00 United States-Alaska Time
-08:00 Canada(Vancouver, Whitehorse)
-08:00 Mexico(Tijuana, Mexicali)
-08:00 United States-Pacific Time
-07:00 Canada(Edmonton, Calgary)
-07:00 Mexico(Mazatlan, Chihuahua)
-07:00 United States-Mountain Time
-07:00 United States-MST no DST
-06:00 Canada-Manitoba(Winnipeg)
-06:00 Chile(Easter Islands)
-06:00 Mexico(Mexico City, Acapulco)
-06:00 United States-Central Time
-05:00 Bahamas(Nassau)
-05:00 Canada(Montreal, Ottawa, Quebec)
-05:00 Cuba(Havana)
-05:00 United States-Eastern Time
-04:30 Venezuela(Caracas)
-04:00 Canada(Halifax, Saint John)
-04:00 Chile(Santiago)
-04:00 Paraguay(Asuncion)
-04:00 United Kingdom-Bermuda(Bermuda)
-04:00 United Kingdom(Falkland Islands)
-04:00 Trinidad&Tobago
-03:30 Canada-New Foundland(St.Johns)
-03:00 Denmark-Greenland(Nuuk)
-03:00 Argentina(Buenos Aires)
-03:00 Brazil(no DST)
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http://en.wikipedia.org/wiki/Hawaii
http://en.wikipedia.org/wiki/Hawaii
http://en.wikipedia.org/wiki/UTC%E2%88%9209:00
http://en.wikipedia.org/wiki/UTC%E2%88%9206:00
http://en.wikipedia.org/wiki/Toronto
http://en.wikipedia.org/wiki/UTC%E2%88%9205:00
http://en.wikipedia.org/wiki/Cuba
http://en.wikipedia.org/wiki/Venezuela
http://en.wikipedia.org/wiki/Chile
http://en.wikipedia.org/wiki/UTC%E2%88%9204:00
http://en.wikipedia.org/wiki/Paraguay
http://en.wikipedia.org/wiki/UTC%E2%88%9204:00
http://en.wikipedia.org/wiki/UTC%E2%88%9204:00
http://en.wikipedia.org/wiki/UTC%E2%88%9204:00
http://en.wikipedia.org/wiki/UTC%E2%88%9203:00
http://en.wikipedia.org/wiki/Nuuk
http://en.wikipedia.org/wiki/Argentina
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X X3
-03:00 Brazil(DST)
-02:30 Newfoundland and Labrador
-02:00 Brazil(no DST)
-01:00 Portugal(Azores)
0 GMT
0 Greenland
0 Denmark-Faroe Islands(Torshavn)
0 Ireland(Dublin)
0 Portugal(Lisboa, Porto, Funchal)
0 Spain-Canary Islands(Las Palmas)
0 United Kingdom(London)
0 Morocco
+01:00 Albania(Tirane)
+01:00 Austria(Vienna)
+01:00 Belgium(Brussels)
+01:00 Caicos
+01:00 Chad
+01:00 Spain(Madrid)
+01:00 Croatia(Zagreb)
+01:00 Czech Republic(Prague)
+01:00 Denmark(Kopenhagen)
+01:00 France(Paris)
+01:00 Germany(Berlin)
+01:00 Hungary(Budapest)
+01:00 Italy(Rome)
+01:00 Luxembourg(Luxembourg)
+01:00 Macedonia(Skopje)
+01:00 Netherlands(Amsterdam)
+01:00 Namibia(Windhoek)
+01:00 Poland (Warsaw)
+02:00 Estonia(Tallinn)
+02:00 Finland(Helsinki)
+02:00 Gaza Strip(Gaza)
+02:00 Greece(Athens)
+02:00 Israel(Tel Aviv)
+02:00 Jordan(Amman)
+02:00 Latvia(Riga)
+02:00 Lebanon(Beirut)
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http://en.wikipedia.org/wiki/Faroe_Islands
http://en.wikipedia.org/wiki/Ireland
http://en.wikipedia.org/wiki/Metropolitan_France
http://en.wikipedia.org/wiki/Italy
http://en.wikipedia.org/wiki/Greece
http://en.wikipedia.org/wiki/Israel
http://en.wikipedia.org/wiki/Lebanon
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X X3
+02:00 Moldova(Kishinev)
+02:00 Russia(Kaliningrad)
+02:00 Romania(Bucharest)
+02:00 Syria(Damascus)
+02:00 Turkey(Ankara)
+02:00 Ukraine(Kyiv, Odessa)
+03:00 East Africa Time
+03:00 Iraq(Baghdad)
+03:00 Russia(Moscow)
+03:30 Iran(Teheran)
+04:00 Armenia(Yerevan)
+04:00 Azerbaijan(Baku)
+04:00 Georgia(Thilisi)
+04:00 Kazakhstan(Aktau)
+04:00 Russia(Samara)
+04:30 Afghanistan(Kabul)
+05:00 Kazakhstan(Aqtobe)
+05:00 Kyrgyzstan(Bishkek)
+05:00 Pakistan(Islamabad)
+05:00 Russia(Chelyabinsk)
+05:30 India(Calcutta)
+05:45 Nepal(Katmandu)
+06:00 Kazakhstan(Astana, Almaty)
+06:00 Russia(Novosibirsk, Omsk)
+06:30 Myanmar(Naypyitaw)
+07:00 Russia(Krasnoyarsk)
+07:00 Thailand(Bangkok)
+08:00 China(Beijing)
+08:00 Singapore(Singapore)
+08:00 Australia(Perth)
+08:00 Russia(Irkutsk, Ulan-Ude)
+08:45 Eucla
+09:00 Korea(Seoul)
+09:00 Japan(Tokyo)
+09:00 Russia(Yakutsk, Chita)
+09:30 Australia(Adelaide)
+09:30 Australia(Darwin)
+10:00 Australia(Sydney, Melbourne, Canberra)
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http://en.wikipedia.org/wiki/Romania
http://en.wikipedia.org/wiki/Syria
http://en.wikipedia.org/wiki/Iraq
http://en.wikipedia.org/wiki/Iran
http://en.wikipedia.org/wiki/India
http://en.wikipedia.org/wiki/Almaty
http://en.wikipedia.org/wiki/Singapore
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X X3
+10:00 Australia(Brisbane)
+10:00 Australia(Hobart)
+10:00 Russia(Vladivostok)
+10:30 Australia(Lord Howe Islands)
+11:00 New Caledonia(Noumea)
+11:00 Russia(Srednekolymsk Time)
+11:30 Norfolk Island
+12:00 New Zealand(Wellington, Auckland)
+12:00 Russia(Kamchatka Time)
+12:45 New Zealand(Chatham Islands)
+13:00 Tonga(Nukualofa)
+13:30 Chatham Islands
+14:00 Kiribati

f#R B : BI{S{E CA D
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ZKipth” RE 33 MNERAEE CAMLES !

e DigiCert High Assurance EV Root CA
e Deutsche Telekom AG Root CA-2

e Equifax Secure Certificate Authority

e Equifax Secure eBusiness CA-1

e Equifax Secure Global eBusiness CA-1
e GeoTrust Global CA

e  GeoTrust Global CA2

e  GeoTrust Primary CA

e  GeoTrust Primary CA G2 ECC

e  GeoTrust Universal CA

e  GeoTrust Universal CA2

e Thawte Personal Freemail CA

e Thawte Premium Server CA

e Thawte Primary Root CA - G1 (EV)

e Thawte Primary Root CA - G2 (ECC)

e Thawte Primary Root CA - G3 (SHA256)

e Thawte Server CA



http://en.wikipedia.org/wiki/Chatham_Islands
http://en.wikipedia.org/wiki/Tonga

IS5

e VeriSign Class 1 Public Primary Certification Authority
e VeriSign Class 1 Public Primary Certification Authority - G2
e VeriSign Class 1 Public Primary Certification Authority - G3
e VeriSign Class 2 Public Primary Certification Authority - G2
e VeriSign Class 2 Public Primary Certification Authority - G3
e VeriSign Class 3 Public Primary Certification Authority
e VeriSign Class 3 Public Primary Certification Authority - G2
e VeriSign Class 3 Public Primary Certification Authority - G3
e VeriSign Class 3 Public Primary Certification Authority - G4
e VeriSign Class 3 Public Primary Certification Authority - G5
e VeriSign Class 4 Public Primary Certification Authority - G2
e VeriSign Class 4 Public Primary Certification Authority - G3
e VeriSign Universal Root Certification Authority
e ROOTCA
e IntermediateCA
e ss| _certificate

15588 Yealink iIZlNERFERAY CAIER. BHTRERE , HAILEREFE CAES. WRIR

FKERANERREIE LARFIRS | (RATLABKR SRS HERAUIE S, FRROETR LEENR
A9&imR, BETHRNE_ EEEENK CAIES |, iBEFE 213 TNEHEZS.
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