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Summary of Changes

Summary of Changes

This section describes the changes to this guide for each release and guide version.

Changes for Release 8, Guide Version 8.60

Major update has occurred to the following section:

Auto Provisioning via Activation Code on page 29

Changes for Release 8, Guide Version 8. 50

The following section is new:
Auto Provisioning via Activation Code on page 29
Major update has occurred to the following section s:

DHCPOptions on page 21

Configuring an HTTP Serveon page 44

Changes for Release 8, Guide Version 8.21

This version is updated to incorporate T46J T42G T41H T40PSkype for Businessphones. And

Skype for Business phones are removed from version 8.

The following section is new:
Provisioning Yealink Skype for BusinessPhoneson page 5
Major update has occurred to the following section s:

Editing Common CFG Fileon page 11
Editing MAC-Oriented CFG Fileon page 12

Customizing Resource Fileson page 14

The following section is removed to
Yealink_Skype for Business Edition HD IP_Phones_Description_of Configuration_Parameters_in
_ CFG Files

Description of Configuration Parameters in CFG file


http://www.yealink.com/solution_info.aspx?ProductsCateID=1248&cateid=1248&BaseInfoCateId=1328&Cate_Id=1248&parentcateid=1328
http://www.yealink.com/solution_info.aspx?ProductsCateID=1248&cateid=1248&BaseInfoCateId=1328&Cate_Id=1248&parentcateid=1328
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Introduction

Introduction

YealinkIP phones with Skype for Businesgirmware enable a new era in unified communications.

It is designed to work with Microsoft® Skype for BusinessServer.

Yealink Skype for Businessphones are full-featured telephones that can be plugged directly into
an IP network and can be used easily without manual configuration.

This guide provides instructions on how to configure Yealink Skype for Business phoneswith the
minimum settings required. Yealink Skype for Business phonessupport FTP, TFTP, HTTP, and

HTTPS protocols forauto provisioning and are configured to use the TFTP potocol by default.

The purpose of this guide is to serve as a basic guidance forprovisioning Yealink Skype for
Business phones including:

Yealink T48G
Yealink T46G
Yealink T42G
Yealink T41P

Yealink T40P

The auto provisioning process outlined in this  guide applies to Yealink
T48G/T46G/T42G/T41P/T40P Skype for Business phones running firmware version 8 or
later. We recommend that Skype for Business phone s running the latest firmware
CANNOT be downgr aded to an earlier firmware version. The new firmware is
compatible with old configuration parameters , but not vice versa .
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Getting Started

Getting Started

This section provides instructions on how to get ready for auto provisioning. To begin the auto
provisioning process, the following steps are required:
Obtaining Configuration Files

Obtaining Phone Information

Obtaining Configuration Files

Before beginning provisioning, you need to obtain configuration files. There are two
configuration files both of which are CFG-formatted. We call these two files Common CFG file
and MAC-Oriented CFG file.The Skype for Business phonesphone tries to downlo ad these CFG
files from the server during auto provisioning.

You can ask the distributor or Yealink FABor Common CFG and MAGOriented files. You can
also obtain the Common CFG file and MAGOriented file online:

http.//support.yealink.com/documentFront/forward ToDocumentFrontDisplayPage .
To download Common CFG and MAC -Oriented file s:

1. Goto Yealink Microsoft Skype for Business page.

2. Download and extract the combined configuration files to you r local system.

English | h37

UDDOIT Download FAQ Forum Training Download ¥ Search Advanced v

T46G Skype for Business
Last modified date: 2016/12/08 views: 851

Datasheet Datasheet Yealink-T46G ( SFB) -Datasheet.pdf
Firmware & Release Moie

Setup & Maintenance Firmware &  T46-28.8.0.50.zip New

Documents Release

Note T46-Yealink_ver_28.8.0.50.cab New

Other Documents Yealink_Microsoft_Skype_for_Business_Edition_IP_Phones_Release_Notes_of_Version_s0.pdf

MNew
User Documents
&ﬂ] Question Setup & Yealink_T46G-Skype_for_Business_Edition_Quick_Start_Guide_Vv8.50.pdf

Maintenance
Documents
Other Yealink BToE Connector for Lync(3.0.0.29).zip

Documents
CFG_Templates.zip

Resource Files.zip

3. Open the folder you extracted and identify the files you will edit.


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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Obtaining Phone Information

Before beginning provisioning, you also need the phone information. For example: MAC address
hardware version and account information of the Skype for Businessphone.

MAC Address: The unigue 12-digit serial number of the Skype for Businessphone. You can
obtain it from the bar code on the back of the Skype for Businessphone.

Hardware version : The current hardware version of the Skype for Businessphone. You can view
it via phone user interface or web user interface.

Account Information: Ask your system administrator Skype for Businessaccount information.
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Provisioning Yealink Skype for Business Phones

This section provides instructions on how Skype for Businessphones interoperate with
provisioning server for auto provisioning, and shows you four major tasks to conigure the
phones. It will help users who are not familiar with auto provisioning to understand this process
more easily and quickly.

Auto Provisioning Process

When Skype for Businessphones are triggered to perform auto provisioning, it will request to
download the configuration files from the provisioning server. During the auto provisioning
process, the Skype for Businessphone will download and update configuration files to the
phone flash.

The following figure shows how the Skype for Businessphone interoperate s with the
provisioning server:

Request to Downlood
Configuration Files

Ayt
o
ﬂrows ion;
n

=

Skype for Business Phone

Prowvisioning Server

Download and Update
Configuration Files

Major Tasks for Auto Provisioning

You need to complete four major tasks to congifure Yealink Skype for Businessphones.
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The following figure shows an overview of four major provisioning tasks:

1 2 \ 3 4
Configuringa == =
= RIS Obtainingthe Performingthe
Managing Provisioning Server Szt SRS
Configuration Files ’ edtnead ProvnsAlznngSelver AulopPrcmsmng
Configuration Files dress FOCOSS

~—
B B

Configuration Files: Provisioning Server: Ways to Obtain the Ways to Perform the Auto
® CommonCFGFile ® FTP Provisioning Server Provisioning Process:
® MAC-Oriented CFGFile e TFTP Address: For phone flash:
® Resource Files ® HTIP ® DHCPOptions ® PowerOn
Language File e HTIPS ® Phone Flash ® Repeatedly
AuvtoDSTanl ® Weekly
contact.xml ® Auto Provision Now

dialnow.xaml ® Multi-mode Mixed
® Auto Provisioning via
Activation Code
Except phone flash:
® Startup

For more information on how to manage configuration files, refer to Managing Configuration

Fileson page 11.

For more information on how to configure a provisioning server, refer to Configuring a

Provisioning Serveron page 17.

For more information on how to obtain the provisioning server address, refer to Obtaining the

Provisioning ServerAddress on page 21.

For more information on how to perform the auto provisioning process, refer to Triggering the

Phone to Perform the Auto Provisioning on page 25.

If you are not familiar with auto provisioning processon Yealink Skype for Businessphones, you
can refer to An Instance of Auto Provision Configuration on page 6.

An Instance of Auto Provision Configuration

This section shows an instance of auto provision configuration.
1. Manage configuration files.

Add/Edit the desired configuration parameters in the CFG file (e.g., y00000000028.cfg) you
want the Skype for Businessphone to dow nload. For more information on how to manage

configuration files, refer to Managing Configuration Files on page 11.

0ot 300 0 S L Bt BB ot A i
1|#!'version:1.0.0.1
ringtone.url = tftp:,-",-"192.168.1.IOOKCustnmring.wavl

(%]
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2. Configure the TFTP server.

1) Place configuration file

s to TFTP root directory (e.g., DiTFTP Directory).

o] & =]

er » D (D:) » TFTP Directory

Share with « Burn Mew folder

Customring.wav
®]y000000000028.cfg

‘1 Resource file l

P
0O @

-4 ]
it~

2) Startthe TFTP severTh

e |IP address of the TFTP server is shown as below:

& 3cDaemon

file View Help

=8 o =]

TFIF Server

Start Time

| Peer | Bytes | Status |

Feb 05, 2015 17:37:25 local

0 Listening for TFTP requests on IP address{192.168.1.100.|Fort 63

The server URL where the Skype for
Business phone downloads
configuration files fromis
tftp://192.168.1.100/

3) SelectConfigure TFTP Server. Click the J button to locate the TFTP root directory

from your local system.

3CDaemon

File View Help

Start Time Peer

[8.. [ status

Feb 06, 2015 10:32:47 local

0 Listening for TFTP requests on IP address: 182, 168.1.100, Fort £9

3CDaemon Configuration

FIF Frofiles

(3

Genersl Configuration

eate directory names

52

Syslog Configuration |
TETF Configuration

in incoming file redv

Mlow oversrite of existing files? r
Upload/Dowrload D:\TETP Directory J |
Per-packet tineout in seconds |5

Mascinun retries 1o

Interframe iransmission o

For more information on how to configure a provisioning server, refer to Configuring a

Provisioning Serveron page

17.
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3. Configure the provisioning server address on the Skype for Businessphone.

Yealink | vec

Preference
Time & Date
Upgriade
Configuration
Dial Plan
Voice

Tones

Phone Lock
Location

EXP Module

BlokE

PNP Active ® on O o
Austo Provision
DHCP Active ® on O ON The Juto provision parametecs
for admiristrator,
Custom Option(128~254) 160,161 @
——— [ You can click here to et
DHCP Ootion Vabe [MsucGent a more Quides.
I Server URL fto://192.168.1.100/
User Namwe
Password
Enter the access URL of the
oG AES Ky - provisioning serverin the
MAC-Oriented AES Key {Ssesnade | Server URL field
Zaco Actve [esabied v
Wak Tene{0~100s) 5 Q
Power On Son Do @
Repeatedy on @ of @
Interval(Mnutes) 1440 (7]
Wealdy on®of @
Tme 00 :00 -00 :00 @
¥ Sunday
! Monday
¥ Tuesday
Day of Week YiWednesday @
Y| Thursday
V! Frday
7| Saturday

For more information on how to obtain the provisioning server address , refer to Obtaining

the Provisioning ServerAddresson page 21.

4. Trigger the Skype for Businessphone to perform the auto provisioning.

Yealink | s

Account Network

Preference
TmegDate
Upgrade
Configuration
Diai Plan
Voice

Tones

Phone Lock
Location

EXP Module

BToE

Auto Provision

PNP Active

DHCP Actve

Custom Option(128~254)
DHCP Option Vae
Server URL

User Name

Password

Common AES Key
MAC-Orented AES Key
Zero Active

Viat Trme{0~100s)
Power On

Repeatedy
ntenvalMnutes)
Wesidy

Tme

Day of Week

Features m Directory Security |

S 0n o @
Auto Provision
Son Do @ The ato provison parameters
[ y
[—2 60,161 0 or admnstrator.
[msvocaent @ (@ You can dlick here to get
more guides.
thp://192.168.1.100/ o
@
cesnsene [7)
coveenee (7}
P ()
Dsabled - @
. %]
S onoff @
on & of @
1440 (7]
on & of @

i Click the Autoprovision Now
7 Toesday to perform the auvto

7 Viednesday provisioning process

) Thursday immediatel
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For more information on how to trigger the phone to perform the auto provisioning , refer to
Triggering the Phone to Perform the Auto Provisioning on page 25.
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Managing Configuration Files

Managing Configuration Files

Auto provisioning enables Yealink Skype for Businessphones to update themselves
automatically via downloading Common CFG and MAC-Oriented CFGfiles. Before beginning
provisioning, you may need to edit and customize your configuration files.

You can edit the template files directly or create a new CFG file as requiredOpen each
configuration file with a text editor such as UltraEdit .

For more information on description of all configuration parameters in configuration files, refer
to

Yealink_Skype_for_Business_Edition_HD IP_Phones_Description_of Configuration_Parameters_in
_CFG_Files

Editing Common CFG File

The Common CFG file is effectual for allphones of the same model. It uses a fixed hame
Jy0000000000XX.cfdpds the file name, where "XX" equals to the first two digits of the hardware
version of the Skype for Businessphone model.

The names of the Common CFG filerequirements for the phone model are:

Phone Model Common CFG File
T48G y000000000035.cfg
T46G y000000000028.cfg
T42G y000000000029.cfg
T41P y000000000036.cfg
T40P y000000000054.cfg

Common CFG file contains configuration parameters which apply to phones with the same
model, such as languageand volume.

11
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The following figure shows a portion of the common CFG file:

#!version:1.0.0.1

##File header "#!version:1.0.0.1" can not be edited or deleted, and must be placed in the first line.##
This template file is applicable to IP phones running firmware version 80 or later.$%
##For more information on configuration parameters,refer to Description of Configuration Parameters in CFG Files.xslx##

network.pppoe.user =
network.pppoe.password =

##It enables or disables the PC port.0-Disabled, 1-Auto Negotiation.
##The default value iz 1.It takes effect after a reboot.
network.pc_port.enable =

#%#It configures the transmission mode and speed of the Internet (WAN) port.

##0-Ruto Negotiate

#%#1-Full Duplex 10Mbps

#%2-Full Duplex 100Mbps

##3-Half Duplex 10Mbps

#%#4-Half Duplex 100Mbps

##5-Full Duplex 1000Mbps (only applicable to SIP-T42G, SIP-T46G and SIP-T48G IPF phones)
#%#The default value is 0.It takes effect after a reboot.
network.internet_port.speed duplex =

#%#It configures the transmission mode and speed of the PC (LAN) porct.
##0-Auto Negotiate
$41-Full Duplex 10Mbps

When editing the Common CFG file, learn the following:

The | ine beginning with [J#DZis considered

The file header J#!version: 1.pacedinthebirstilire. Itn ot

cannot be edited or deleted .

The file format must be *.cfg.

The filename complies with the requirements that are listed in the above table.
Each line must use the following format and adhere to the following rules:

Configuration Parameter=Valid Value
- Separate each configuration parameter and value with an equal sign.

- Set only one configuration param eter per line.

- Put the configuration parameter and value on the same line, and do not break the line.

Editing MAC -Orient ed CFG File

12

The MAG-Oriented CFG filesare only effectual for the specific phone. Theyuse the 12-digit MAC

address of the phone as the file name. For example, if the MAC address of the phone is

0015651130F9the MAC-Oriented CFGfile has to be named as 0015651130f9.cfg (case sensitive)

respectively.

MAC-Oriented CFG filecontains configuration parameters which are expected to be updated
per phone, such as the registration information.

t

o

a

be a

C O mMme



Managing Configuration Files

The following figure shows a portion of the MAC-Oriented CFG file

#!version:1.0.0.1

R R R AR R R R AR R AR AR R AR AR R R AR R TR R TR F R T R PR TR TR TR TP 2700200020034 842
% Budio Codec %
R R R AR R R R AR R AR AR R AR AR R R AR R TR R TR F R T R PR TR TR TR TP 2700200020034 842
account.l.codec.l.enakle =

account.l.codec.l.payload type =

account.l.codec.l.priority =

account.l.codec.l.rtpmap =

R R R AR R R R AR R AR AR R AR AR R R AR R TR R TR F R T R PR TR TR TR TP 2700200020034 842
52 kdvanced %
R R R AR R R R AR R AR AR R AR AR R R AR R TR R TR F R T R PR TR TR TR TP 2700200020034 842
account.l.auto_answer =

account.l.missed calllog =

R e e e e e e e g gy gy ey e s e I s E s
52 Blert info %
R AR AR R AR R A R R AR R AR A A F 8740487447874 40 8400200400808 4 847

account.l.ringtone.ring_type =

R R R R M R R R M M R R R R R R M B R R R R L R R RN
b Time FT3
R R R R M R R R M M R R R R R R M B R R R R L R R RN
##It configures the time =zone.

##The default value is +8.

local time.time_zone =

##It configures the time zone name.

##The default time zone name is China(Beijing).

local_ time.time zone_name =

When editing the MAC-Oriented CFG file, learn the following:

The | ine beginning with J#DZis considered to be a

The file header J#!version:1.0.0.1DZis not a comme

cannot be edited or deleted .

The file format must be *.cfg.

The filename matches the MAC addressof your phone.

Each line must use the following format and adhere to the following rules:

Configuration Parameter=Valid Value
- Separate each configuration parameter and value with an equal sign.
- Setonly one configuration param eter per line.

- Put the configuration parameter and value on the same line, and do not break the line.

Creating a New CFGFile

If you want to create a new CFG file for your phone, follow these steps:
To create a new CFG file:

1. Create a CFG file for your phone. Ensurehe file complies with the guidelines that are listed
in Editing Common CFG Fileon page 11 or Editing MAC-Oriented CFG Fileon page 12.

13
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2. Copy configuration parameters from the template configuration files and set the valid

values for them.

(@ Ultrakdit - [F\Desktop\y000000000028]
1 Fﬁ!versinn:l.ﬂ.ﬂ.l
Zz features.temode = 1
2 sfb.search delay time = 3
¢ features.location info indicator.enable = 0
5 call waiting.enable = 1
= call waiting.tone = 0
7 sfb.phone lock.enable = 1
= 2ip.btoe.enable = 1
5 zip.btoe.as audio dev.enable = 1

3. Savethe changes and close the CFG file.

Encrypting Configuration Files

To protect against unauthorized access and tampering of sensitive information (e.g., login
password, registration information), you can encrypt configuration files using Yealink
Configuration Encryption Tool. AES keys must be 16 charaters and the supported characters
contain: 0~ 9, A ~ Z, a ~ zand the following special characters are also supported: #$ % * +, - . :
=?@[]"_{}~. For more information on how to encrypt configuration files, referto Yealink
Configuration Encryption Tool User Guide

Customizing Resource Files

When configuring some particular features, you may need to upload resource files to Skype for
Businessphones, such aspersonalized ring tone file and language package file. Yealink supplies
the following resource file templates:

Template File File Name
AutoDST Template AutoDST.xml
For example,

Language Packs 000.GUI.English.lang
1.English.js
Keypad Input Method File ime.txt

Dial-now Template dialnow.xml
Contact File contact.xml

14
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Managing Configuration Files

Ask the distributor or Yealink FAE for resource file templates For more information on
explanations of the configuration parameters , refer to

Yealink_Skype_for_Business HD_IP_Phones Administrator_Guide

15
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Configuring a Provisioning Server

Configuring a Provisioning Server

Yealink Skype for Businessphones support using FTP, TFTP, HTTP and HTTPS protoctids
download configuration files. You can use one of these protocols for provisioning. The TFTP
protocol is used by default. The following section provides instructions on how to configure a
TFTP server.

We recommend that you use 3CDaemon or TFTP32 as a TFTP serveBCDaemm and TFTPD32
are free applications for Windows. You can download 3CDaemononline:
http.//www.oldversion.com/3Com -Daemon.htm/and TFTB32 online: Atip:/tfipd32. jounin.net/ .

For more information on how to configure FTP and HTTP servers, refer taConfiguring an FTP
Serveron page 41 and Configuring an HTTP Serveion page 44.

Preparing a Root Directory

To prepare a root directory:

1. Create a TFTRoot directory on the local system (e.g., DATFTP Directory)

2. Placeconfiguration files to this root directory.

[F=3 ECh =
er » D(D) » TFTP Directory v 4| e |
Share with « Burn Mew folder ¥ o+ O '@'

|7] 0015657#b82.cig
|7] y000000000028.cfg

3. (Optional.) Set security permissionsfor the TFTP directory folder.

You need to define a user or a group name, and set the permissions: read, write or modify.

Security permissons vary by organizations.

17
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An example of configuration on the Windows platform is shown as below:

General | Sharing| Security | Customize

QIDUD Or user names

m Administrators (VANS TD80\Administrators) -~
€7 CREATOR OWNER
m Everyone
€ Hil, James (jhill@myservername.com)
€7 SYSTEM v
< >

l Add ] [ Remove l

i
=
g
2
o
@
2

Permissions for Everyone

Full Control O 0 =
Modify O
Read & Execute O
List Folder Contents O
Read O
Wiite O
Crnnial [ e X D

For special permissions or for advanced settings, Advanced
click Advanced -

[ 0K ]I Cancel H Apply ]

Configuring a TFTP Server

If you have a 3CDaemon application installed on your local system, use it directly. Otherwise,
download and install it .

To configure a TFTP server:

1. Double click 3CDaemon.exe to start the application. A configuration page is shown as
below:

3CDaemen (=5 (ECH ==

File View Help

TFTE Server Start Time [ Peer [ Bytes | status
Feb 06, 2015 10:32:47 local 0 Listening for TFTP requests on IP address: 192.168.1.100, Port 68

TFTP

T

18



Configuring a Provisioning Server

2. SelectConfigure TFTP Server

your local system:

. Click the J button to locate the TFTP root directory from

3CDaemon

File View Help

TFTE Serwver Start Time Peer

[e.. | status

Feb 06, 2015 10:32:47 local

0 Listening for TFTP requests on IP address: 182. 168. 1 .100, Port 59

(5}

Mlow overwrite

3CDaemen Configuration =

FIP Frofiles Sysleg Confi guration |
General Configuration

Create directory names in incoming file re

TFIP Configuration

of existing files? r

Upload/Download

[0:\TFTE Directorst Bl |

Fer-packet timeout in seconds |5

Weximun retries 0
Taterfrane transnission g

3. Click the Confirm button to finish configuring the TFTP server.

The serverURL] t f t p( e n & / JDEtReDZ andeeasrofsthe provisioning server, for

example,DZ f t p: / / 19 2s.whebeshe Skype orBBlusDgssphone downloads

configuration files from.
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Obtaining the Provisioning Server Address

Obtaining the Provisioning Server Address

Yealink Skype for Businessphones support obtaining the provisioning server addressin

following ways:
DHCPOptions
Phone Flash
The priority of obtaining the provisioning server address is as follows: DHCPOption s (Custom

option -->option 66 -->option 43)-->Phone Flash

The following sections detail the process of each way(take the T46G Skype for Businessphone
as an example.

DHCP Options

Yealink Skype for Businessphones support obtaining the provisioning server address by
detecting DHCP options during startup .

The phone will automatically detect the option 66 and option 43 for obtaining the provisioning
server address. DHCP option 66 is used to identify the TFTP server. DHCP option 43 is a

vendor-specific option, which is used to transfer the vendor-specific information.

If DHCP option 66 and 43 are not available, you can configure the phone to obtain the
provisioning server address via a custom DHCP option160 or 161. To obtain the provisioning
server address via a custom DHCP option, make sure the DHCP optiorsi properly configured on
the phone. The custom DHCP option must be in accordance with the one defined in the DHCP

server.

For more information on how to configure a DHCP server, refer to Configuring a DHCP Server
on page 49.

To configure the DHCP option via web user interface:

1. Clickon Settings ->Auto Provision .

2. Mark the On radio box in the DHCP Active field.
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3.  Enter the desired value in the Custom Option (128~254) field.

Yealink | s

Preference
Time&Date
Upgrade
Auto Provision
Configuration
Dial Plan
Voice

Tones

Phone Lock
Location

EXP Module

BToE

Account Network

Auto Provision

Features Settings

PP Active @ on © off @
DHCP Active @ on O off @
Custom Option(128~254) 160,161 e
DHCP Option Value MS-UC-Client e
Server URL

User Name

Password

Common AES Key
MAC-Oriented AES Key
Zero Active

Wait Time(0~100s)
Pawer On

Repeatedly
Interval(Minutes)
Weekly

Time

Day of Week

Disabled -

5

©@909®

@ on © off @
© on @ off @
1440

]

© on @ off @

00 : 00 - 00 : 00 e
[¥] sunday

Monday

[¥] Tuesday

[Vl wednesday [7]

[¥] Thursday

[¥] Friday

Saturday

Autoprovision Now (7]

Directory

NN

NOTE

Auto Provision
The auto provision parameters
for administrator.

You can click here to get
more guides.

4. Click Confirm to accept the change.

During startup, the phone will broadcast DHCP request with DHCP options for obtaining the

provisioning server address. The provisioning server address will be found in the received DHCP

response message.

After the Skype for Businessphone obtains the provisioning server address from the DHCP

server, it will connect to the provisioning server and perform the auto provisioning process

during startup .

For more information on the DHCP options, refer to

Yealink Skype for Business HD IP_Phones Administrator Guide



http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Obtaining the Provisioning Server Address

The following figure shows the example messages of obtaining the TFTP server address from a

custom DHCP option:

[l DHCPserver-thip.pcap [Wireshark 1.6.7 (SVN Rev 41973 from /trunk-1.6)]
File Edt View Go Capture Analyze Statistics Telephony Tools Internals Help

BEdee BEXEE AesaTL QaQal| #®Dm%| B

Filter: | sip || bootp E] Expression... Clear Apply

No. Time Source Destination Protocol Length Info
14 17.967476 0.0.0.0 255.255.255.255 DHCP 590 DHCP Discover - Transaction ID 0x88e96872
15 18.137781 10.2.8.105 10.2.8.106 DHCP 342 DHCP offer - Transaction ID 0x88e96872
16 18.177701 0.0.0.0 255.255.255.255 DHCP 590 DHCP Request - Transaction ID Ox88e96872
17 18.178902 10.2.8.105 10.2.8.106 DHCP 342 DHCP ACK - Transaction ID 0x88e96872

& Ethernet II, Src: vmware_09:51:fa (00:0c:29:09:51:fa), Dst: Xiamenve_38:28:d8 (00:15:65:38:28:d8)

# Internet Protocol Version 4, src: 10.2.8.105 (10.2.8.105), Dst: 10.2.8.106 (10.2.8.106)

@ User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

= Bootstrap Protocol

Message type: Boot Reply (2)

Hardware type: Ethernet

Hardware address length: 6

Hops: O

Transaction ID: Ox88e96872

seconds elapsed: 100

Bootp flags: 0x0000 (Unicast)

client IP address: 0.0.0.0 (0.0.0.0)

your (client) IP address: 10.2.8.106 (10.2.8.106)

Next server IP address: 10.2.8.105 (10.2.8.105)

Relay agent IP address: 0.0.0.0 (0.0.0.0)

client MAC address: Xiamenye_38:28:d8 (00:15:65:38:28:d8)

client hardware address padding: 00000000000000000000

Server host name: mid0171-for3xon

Boot file name not given

Magic cookie: DHCP

@ option: (t=53,1=1) DHCP Message Type = DHCP ACK

@ option: (t=1,1=4) Subnet Mmask = 255.255.255.0

@ option: (t=51,1=4) IP Address Lease Time = 6 hours

@ option: (t=59,1=4) Rebinding Time value = 5 hours, 15 minutes

@ option: (t=58,1=4) Renewal Time value = 3 hours

@ option: (t=51,1=4) IP Address Lease Time = 6 hours

= option: (t=128,1=18) pocsIis full security server IP [TODO]
option: (128) pocsis full security server IP [TODO]
Length: 18
value: 746674703a2f2f31302e322e382e3130352f

® option: (t=54,1=4) DHCP Server Identifier = 10.2.8.105

®

==y

Right click the root node of the custom option (e.g., option 128) shown on the above figure, and

select Copy->Bytes->Printable Text Only. Paste the copied text in your favorite text editor to

check the address, for example, tftp://192.168.1.100/.

Phone Flash

Yealink Skype for Businessphones support obtaining the provisioning server address from the

phone flash. To obtain the provisioning server addressby reading the phone flash, make sure

the configuration is set properly .
To configure the phone flash via web user interface:

1. Clickon Settings ->Auto Provision .
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2.  Enter the URL, usemame and password of the provisioning server in the Server URL, User

Name and Password fields respectively (the user name and password are optional) .

Yealink | s

Status Account Network Features Settings Directory Security

Auto Provisi
PNP Active @ on O off @
Time&Date Auto Provision
Custom Option(128~254) 160,161 [7) The auto provision parameters
for administrator.
Upgrade DHCP Option Value MS-UC-Client Q
Auto Provision DHCP Option Value MS-UC-Client [7) LT G E T g
more guides.
Server URL ftp://10.3.6.113:8080/y00000000002!
Configuration Pl v @
User Name (7]
Dial Plan
Password ssssssss [7]
Voice Common AES Key sesesese ]
Tones MAC-Oriented AES Key ssssssss (7]
Zero Active Disabled - 9
Phone Lock
Wait Time(0~100s) 5 (7]
Location Pawer On @ on © off @
EXP Module Repeatedly © on @ off @
BTOE Intenval(Minutes) 1440 (7]
Weekly
Time Q@
Tuesday
Day of Week ¥ wednesday @
Thursday
Friday
Saturday
Autoprovision Now Q@

3. Click Confirm to accept the change.

After the above configuration is completed, the phone will connect to the configured
provisioning server and perform the auto provisioning process by one of the following methods:
Power On, Repeatedly, WeeklyAuto Provision Now and Multi-mode Mixed. For more
information on these methods, refer to Triggering the Phone to Perform the Auto Provisioning
on Page 25.

You can also enter JM7:configuration paramet
M7:local_time.manual_time_enable = 1 ) in the Server URL field, and then trigger the phone to
perform the auto provisioning directly.



Triggering the Phone to Perform the Auto Provisioning

Triggering the Phone to Perform the Auto

Provisioning

This chapterintroduces the following methods to trigger the Skype for Businessphone to
perform the auto provisioning process:

Power On
Repeatedly
Weekly

Auto Provision Now
Multi -mode Mixed

Auto Provisioning via Activation Code

When there is an active call on the phone during auto provisioning, the auto provisioning
process will detect the call status every 30 seconds. If the call is released within 2 burs, the auto
provisioning process will be performed normally. Otherwise, the process will end, due to timeout.

Power On

The Skype for Businesphone performs the auto provisioning process when the phone is

powered on.
To activate the power on mode v ia a web user interface :

1. Click on Settings ->Auto Provision .
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2.  Mark the On radio box in the Power On field.

3. Click Confirm to accept the change.

Repeatedly

The Skype for Businessphone performsthe auto provisioning process at regular intervals. You
can configure the interval for the repeatedly mode. The default interval is 1440 minutes.

To activate the repeatedly mode via web user interface:

1. Click on Settings ->Auto Provision .
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