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Introduction

Introduction

Yealink IP phones are full-featured telephones that can be plugged directly into an IP network

and can be used easily without manual configuration.

This guide provides instructions on how to provision Yealink IP phones with the minimum

settings required. Yealink IP phones support FTP, TFTP, HTTP, and HTTPS protocols for auto

provisioning and are configured by default to use the TFTP protocol.

Supported Phones

The purpose of this guide is to serve as a basic guidance for provisioning Yealink IP phones.

The following table lists product names and available firmware versions for IP phones that use

auto provisioning process outlined in this guide.

Product Name

Boot File

(Available Firmware

Exclude Mode

(Available Firmware

Version) Version)
SIP-T58A Yes (80 or later) Yes (83 or later)
SIP-T54S Yes (81 or later) Yes (83 or later)
SIP-T52S Yes (81 or later) Yes (83 or later)
SIP-T48G/S Yes (81 or later) Yes (83 or later)
SIP-T46G/S Yes (81 or later) Yes (83 or later)
SIP-T42G/S Yes (81 or later) Yes (83 or later)
SIP-T41P/S Yes (81 or later) Yes (83 or later)
SIP-T40P/G Yes (81 or later) Yes (83 or later)
SIP-T29G Yes (81 or later) Yes (83 or later)
SIP-T27G Yes (81 or later) Yes (83 or later)
SIP-T23P/G Yes (81 or later) Yes (83 or later)

SIP-T21(P) E2

Yes (81 or later)

Yes (83 or later)

SIP-T19(P) E2

Yes (81 or later)

Yes (83 or later)

CP860 Yes (81 or later) No
CP960 Yes (80 or later) Yes (83 or later)
CP920 Yes (81 or later) No
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Product Name

Boot File

(Available Firmware

Exclude Mode

(Available Firmware

Version) Version)
W60P Yes (81 or later) No
W53P Yes (83 or later) No
CP930W-Base Yes (83 or later) No
W52P
Yes (81 or later) No
W56P

but not vice versa.

We recommend that IP phones running the latest firmware should not be downgraded to an
earlier firmware version. The new firmware is compatible with old configuration parameters,




Getting Started

Getting Started

This section provides instructions on how to get ready for auto provisioning. To begin the auto

provisioning, the following steps are required:

e  Obtaining Boot, Configuration and Resource Files

e  Obtaining Phone Information

Obtaining Boot, Configuration and Resource Files

Boot Files

The IP phone tries to download the boot file first, and then download the configuration files
referenced in the boot file during auto provisioning. You can select whether to use the boot file
or not according to your deployment scenario. If required, you need to obtain the template boot

file named as "y000000000000.boot" before auto provisioning.

You can use a boot file to specify which configuration files to be downloaded for specific phone
groups by phone model identity, and customize the download sequence of configuration files. It
is efficient for you to provision IP phones in different deployment scenarios, including all IP

phones, specific phone groups, or a single phone.

The configuration files referenced in the boot file are flexible: you can rearrange the
configuration parameters within the Yealink-supplied template configuration files or create your
own configuration files from configuration parameters you want. You can create and name as
many configuration files as you want and your own configuration files can contain any

combination of configuration parameters.

Configuration Files

Before provisioning, you also need to obtain template configuration files. There are two
configuration files both of which are CFG-formatted. We call these two files Common CFG file
and MAC-Oriented CFG file.

The configuration files contain parameters that affect the features of the phone. You can use the

configuration files to deploy and maintain a mass of Yealink IP phones automatically.

You can create and name as many configuration files as you want (e.g., account.cfg, sip.cfg,
features.cfg) by using the template configuration files. The custom configuration files can

contain the configuration parameters of the same feature modules for all phones.
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Resource Files

When configuring some particular features, you may need to upload resource files to IP phones,
such as personalized AutoDST file, language package file and local contact file. Resource files

are optional, but if the particular feature is being employed, these files are required.

Yealink supplies the following resource file templates:

Feature

Template File Name

DST

AutoDST.xml

Language Packs

For example,
000.GULEnglish.lang

1.English_note.xml

(not applicable to
CP960/W52P/W53P/W56
P/W60P/CP930W-Base IP

phones)

1.English.js
Replace Rule dialplan.xml
Dial-now dialnow.xml

CallFailed.xml
Softkey Layout Callln.xml

Connecting.xml

Dialing.xml (not applicable to T58A/T48G/T48S IP
phones)

RingBack.xml

Talking.xml

Directory

favorite_setting.xml

Super Search in dialing

super_search.xml

Local Contact File

contact.xml

Remote XML Phone Book

Department.xml

Menu.xml

Screen Saver

(not applicable to
T58A/CP960/W52P/W53
P/W56P/W60P/CP930W-
Base IP phones)

CustomScreenSaver.xml

Firmware

For
T54S/T52S/T48G/T48S/T46G/TA46S/T42G/T42S/T41P/

T41S/T40P/T29G/T27G/T23P/T23G/T21(P) E2/T19(P)
E2:

X.81.0.XX.rom
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Feature Template File Name

For example,

44.81.0.15.rom

For T58A/CP960:
X.80.0.XX.rom
For example,

58.83.0.1.rom

Obtaining Template Files

You can ask the distributor or Yealink FAE for template files. You can also obtain them online:

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage.
To download template boot, configuration and resource files:

1. Go to Yealink Document Download page and select the desired phone model.
2. Download and extract the combined template files to your local system.

For example, the following illustration shows the template files available for SIP-T23G IP

phones running firmware version 82.

Other Tested headset list compatible with Yealink IP Phone v4.0.pdf
Documents

Yealink_SIP_Phones_AutoProvisioning_Template v82.20.zip

Language_Packs_for_SIP-T19_SIP_T21_SIP-T23_SIP-T40G.zip

Yealink_SIP_Phones_AutoProvisioning_Template_V81.110.zip
Yealink Products Regulatory Notices.pdf

Yealink End User License Agreement.pdf
Yealink_SIP_Phones_AutoProvisioning_Template_V81_70.zip
Yealink Configuration Encryption Tool.zip

Yealink Configuration Generator Tool_VE81.zip

CE-T23G.pdf

3. Open the folder you extracted and identify the files you want to edit.

Obtaining Phone Information

Before provisioning, you also need the IP phone information. For example, MAC address and the

SIP account information of the IP phone.

MAC Address: The unique 12-digit serial number of the IP phone. You can obtain it from the
bar code on the back of the IP phone.

SIP Account Information: This may include SIP credentials such as user name, password and IP


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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address of the SIP server. Ask your system administrator for SIP account information.
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Provisioning Yealink IP Phones

This section provides instructions on how IP phones interoperate with provisioning server for

auto provisioning, and shows you the auto provisioning process and the four major tasks to

provision the phones. It will help users who are not familiar with auto provisioning to

understand this process more easily and quickly.

Interoperating with Provisioning Server

When IP phones are triggered to perform auto provisioning, they will request to download the

boot files and configuration files from the provisioning server. During the auto provisioning, the

IP phone will download and update configuration files to the phone flash.

The following figure shows how the IP phone interoperates with the provisioning server:

IP Phone

Request to Download Boot
Files and Configuration Files

Ay,
[o]
ﬂro Vig .,-On )
/]
" =

Provisioning Server

Download Boot Files, Configuration
Files and Update Configuration Files
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Auto Provisioning Process

Old Mechanism - Without Boot Files

The following flowchart shows how Yealink IP phones perform auto provisioning when using

configuration files only:
Trigger cuto provisioning

hJ

Reguest to download the
corfiguration files from the

provisioning server
¥

— Comrmman.cig exists?

W

h

Cownlood the Commeon.cig
file and vpdate configurations
M in the downloaded
Common.cfg file to phone

system

¥

L MAZ cfg exists?

W

!

Downlood the MAC.cig file
and update configurations in M
the downlooded MAC cfg fila

1o phonea system

|

Continue 1o auto provisioning
(reboaot the phona to make some
configurations effective if
requirad)

|

End aute provisioning

-—
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New Mechanism — With Boot Files

The following figure shows auto provisioning flowcharts for Yealink IP phones when using boot files:

Scenario A - Do Not Support Exclude Mode
Trigger auto provisioning
Request to download the boot

and configuration files from the
prowdsioni g serser

|

Download the MACboot file and

MAC DOt Y the configuration files in the boot ———
enels - file in sequence
I
M
¥
Download the
yOO000000
, .bootfile and the
0000 boot —Y—s " '
exists ? configuration files in the boot file
: insequence
M
Old Mechanism for
auto provisioning

End auto provisioning 4
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Scenario B — Support Exclude Mode

This scenario is only applicable to IP phones (except W52P/W56P IP phones) running firmware version 83 or later.

Trigger avto provisioning

Request to download the boot
and configuration files from the
provisioning server

.

MA_C.boot v Download tlhe MAC.boot
exists 7 file
| Exclude mode
N — !p_arameter: —Enabled (1)»
specific_model.exclu

¥ ded_mode)

y00000000

0000.boot —Y—» Download the — Disabled (0)

y000000000000.boot file

exists 7
1. Download configuration files
| with its own model identity
\ 2. Download configuration files

without any model identity

|

Old Mechanism for
auto provisioning

|

Own model
identity ?

N
¥
Only downloads
configuration files
without any model
identity

Only downloads
——¥— configuration files with
its own model identity

End auto provisioning +

10
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Major Tasks for Auto Provisioning

You need to complete four major tasks to provision Yealink IP phones.

The following figure shows an overview of four major provisioning tasks:

1 2 3 4
Managing Boot CrEmry Oblaining the Performing the
Files and | Provisioning Server | Provisioning Sarver Auto Provisioning
Configuration Files Confi W% Address Process
=4
|» ®
=
Boot Files: Provisioning Serves: Ways to Obtain the Ways to perform the auto
® MAC-Oriented Boot Filz ® FTP Provisioning Server %m""‘ﬂgw
® Common Boot File ® TFTP Address : ® pﬁﬂlﬂl‘l%
ration Files: ® HTTP ® Zero Touch . Re\s:cr:tegly
® Custom CFG File & HTTPS ® Plug and Play (PnP) ® Weekly

® Common CFG File
® MAC-Oriented CFG File
& MAC-ocal CFG File

® DHCP Options
® Phone Flash
® Configuring Wildcard

® Flexible Auto Provision
® Auto Provision Now

® Multi-mede Mixed

Resource Files: of the Provisioning

o longuage Paces Server URL  Avto rovsionng v
: ?g;?cis&mwl Activation Code

®  super_ssarchxml ® Start

& favorite_setting.xml eree

®  dialnow.xml

® dialplansml

For more information on how to manage boot files, refer to Managing Boot Files.

For more information on how to manage configuration files, refer to Managing Configuration

Files.
For more information on how to manage resource files, refer to Managing Resource Files.

For more information on how to configure a provisioning server, refer to Configuring a

Provisioning Server.

For more information on how to obtain the provisioning server address, refer to Obtaining the

Provisioning Server Address.

For more information on how to perform auto provisioning, refer to Triggering the IP Phone to

Perform Auto Provisioning.

If you are not familiar with auto provisioning on Yealink IP phones, you can refer to An Instance

of Auto Provision Configuration.

11
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An Instance of Auto Provision Configuration

This section shows an instance of auto provision configuration.

12

1. Manage boot files.

Specify the desired URL (e.g., tftp://10.2.5.193/network.cfg) of the configuration files in the
boot file (e.g., y000000000000.boot). For more information, refer to Managing Boot Files.

$#!'version:1.0.0.1
##%# The header zbove must appear as-is in the first line

##[SMODEL] include:config <=xxx.cfg>
## [$MODEL, SMODEL] include:config "xxx.cfg"

[T4e5])include: config <tftp://10.2.5.193/network.cfg>
[T485,T46G]include :config <. ./ /=2ip.cfo>
include:config "features.cfg”

overwrite mode = 1
specific model.excluded mode=0

2. Manage configuration files.
Add/Edit the desired configuration parameters in the CFG file (e.g., features.cfg) you want
the IP phone to download. For more information on how to manage configuration files,

refer to Managing Configuration Files.

features.cfg x

||||||||1||:|||||||||2|I:I||||I|||3|D||||I|||4|I:I||||I|||5|D||||I|
#!version:1.0.0.1

features. dnd_rr.r:nde = 0

features.dnd.enable 1
ringtone.url = tftp://10.2.5.193/Customring.wav

3. Configure the TFTP server.
1) Place boot files, configuration files and resource files to TFTP root directory (e.g.,

D:TFTP Directory).

Address oA TFTP Direckory b G

¥| network.cfg

sip.cfg

| features,cfg

- wO00000000000, baok
' Cuskamring. way
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2) Start the TFTP sever. The

IP address of the TFTP server is shown as below:

3(Daemn
Eile View Help

TFIF Server Start Time

| peer | Bytes | Status |

Jul 12, 2016 09:30:13

local 0 Listening for TFTP requests on IP address: EO.E.S '.El}l Port 69

The server URL where the IP phone
downloads boot files and configuration
files from is tftp://10.2.5.193/

3) Select Configure TFTP Server. Click the J button to locate the TFTP root directory

in your local system.

3CDaemon

File View Help

TFIP Server

Start Time

| Peer | Bytes | Status

Jul 12, 2016 09:30:13 local

0 Listening for TFTP requests on IP address: 10.2.5.193, Port 69

3CDaemon Configuration

()

Syslog Configuration |
TRTP Confi gnration

FTF Frofiles
General Configuration

Create directory names in incoming file refv

-

Mlow overwrite of existing files?

Upload/Download

0:ATFT Directoryh |:| |

—
o
—

Fer-packet timeout in seconds

Maximum retries

Interframe transmission

For more information on how to configure a provisioning server, refer to Configuring a

Provisioning Server.

13
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4. Configure the provisioning server address on the IP phone.

Log Out
Engish(Engish) -

Yealink | 2

Account Network DSSKey Features Directory Security

Auto Provision
Preference 2 JOiE
PNP Active ©® on © off
Time & Date Auto Provision
DHCP Active ® on O off The IP phone can interoperate
- with provsioning server using
Call Display Custom Option(128~254) auto provisioning for deploying
the IP ph: .
Upgrade DHCP Option Value SR
= When the IP phone triggers to
I Server URL tftp://10.2.5.193/ o At oG v
User N request to download the
Configuration Setiam configuration files from the
Password cecscene server. Durng the
- Enter the access URL of  pning process, the
n Att t d T 5 o % 3 il download and
=g Opked Tkme(s) the provisioning server in  fsuration fies to the
Voice Common:AES Key. the Server URL field. Y
Ring MAC-Oriented AES Key [ You can dlick here to get
Zero Active fore uaces.
J00es Wat Time(1~100s) 5
Softkey Layout Power On @ on off

For more information on how to obtain the provisioning server address, refer to Obtaining

the Provisioning Server Address.

5. Trigger the IP phone to perform auto provisioning.

Yealink | 23

—
PP Actve ® 0n o
Auto Provesson
DHOP Actve ® On off The P phone G nteropeate
WER DOVSONNG server
Custom Option{128~254) w0 peovsonng for ooobw-am
S the ® phones.
- - When the I’ phone trggers to
Server URL Mo//10.2.5.19% Saden 288 prorianings Rl
User Name '.w:‘ to: e
Configuration s sy
Paseword P provisoning server. Durng the
IR0 PeOVIEONNG Drocess, the
Dial Plan Astormpt Bxored Trme(s) s P ohone wil downlboad and
update configuation fles to the
Voice Common AES Key socesses phone fash.
MAC-Orierted AES Key seseseee @ You can dick here to get
Zero Actve Deabled - S pedes:
yones Wak Tene(1-~1005) s
Softkey Layout Power On ® On o
TROGO Repestedy On @ Off
Interval( Mrtes) 1440
Volce Monitoring
Weeidy On & Off
s Weekly Upgrade Intenal(0~12week) 4
Tnactaty Time Expre(0-~120mn) 0
Teme 00 :00 - 00 : 00
7| sunday
7 Monday
¥ Tuesday
Day of Week v . s
7 Thursday Click the Autoprovision Now to
VI Fe » v .
Sl perform the auto provisioning
Pextie Auto Provecn 0s ® o process immediately.
Flexble Intenvai Days ) /
Faxtie Trma 02 :00 - :
| Coudoomenn e, |
Confem Gncel

For more information on how to trigger the phone to perform auto provisioning, refer to

Triggering the IP Phone to Perform Auto Provisioning.

14
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Managing Boot Files

Yealink IP phones can download CFG files referenced in the boot files. Before provisioning, you

may need to edit and customize your boot files.
Yealink supports the following two types of boot files:

e  MAC-Oriented boot file (e.g., 00156574b150.boot)
e Common boot file (y000000000000.boot)

You can edit the template boot file directly or create a new boot file as required. Open each

boot file with a text editor such as Notepad++.

Editing Common Boot File

The common boot file is effective for all phones. It uses a fixed name “y000000000000.boot” as

the file name.

The following figure shows the contents of the common boot file:

k!versinn:l.ﬂ.ﬂ.l
#% The header above must appear as-i=2 in the first line

include:config <xxx.cfg>
include:config "=zxx.cfg”

overwrite mode = 1

The following table lists guidelines you need to know when editing the boot file:

Item Guidelines

It must be placed in the first line.
#lversion:1.0.0.1
Do not edit and delete.

## The header above

The line beginning with “#" is considered to be a comment.
must appear as-is in the

- You can use “#" to make any comment in the boot file.
first line

1) Each "include” statement can specify a URL where a configuration

file is stored. The configuration file format must be *.cfg.

2) The URLin <> or "" supports the following two forms:
include:config <xxx.cfg> ) ) )
° Relative URL (relative to the boot file):
include:config "xxx.cfg" ) ) )
For example, sip.cfg, HTTP Directory/sip.cfg

° Absolute URL:

For example, http://10.2.5.258/HTTP Directory/sip.cfg

15
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Item

Guidelines

The URL must point to a specific CFG file. The CFG files are
downloaded in the order listed (top to bottom). The parameters in
the new downloaded configuration files will override the duplicate

parameters in files downloaded earlier.

3) The "include” statement can be repeated as many times as

needed.

4) The [$MODEL] can be added to specify settings for specific phone
models. $MODEL represents the phone model name. The valid
phone model names are: T58A, CP960, T54S, T52S, T48S, T48G,
T46S, T46G, T42S, T42G, TA1P, TALS, T40P, T40G, T29G, T27G,
T23P, T23G, T21P E2, T21 E2, T19P E2 and T19 E2. Multiple phone
models are separated by commas. For example, [T46S, T23G]. It is
only applicable to IP phones (except W53P/W60P/CP930W-Base)

running firmware version 83 or later.

overwrite_mode

Enable or disable the overwrite mode. The overwrite mode is applied
to the configuration files specified to download. Note that it only

affects the parameters pre-provisioned via central provisioning.

1-(Enabled) - If the value of a parameter in configuration files is left
blank, or if a non-static parameter in configuration files is deleted or

commented out, the factory default value takes effect.

0-(Disabled) - If the value of a parameter in configuration files is left
blank, deleted or commented out, the pre-configured value is kept.
Note: This parameter can only be used in boot files. If a boot file is

used but the value of the parameter “overwrite_mode” is not

configured, the overwrite mode is enabled by default.

specific_model.excluded_

mode

Enable or disable the exclude mode. The exclude mode applies to the

configuration files specified in the boot file.

0-Disabled (Append Mode), the phone downloads its own
model-specific configuration files, and downloads other

model-unspecified configuration files.

1-Enabled (Exclude Mode), the phone attempts to download its own
model-specific configuration files; if there is no own model-specific
configuration files found on the server, it downloads

model-unspecified configuration files.

Note: Exclude mode can only be used in boot files. If a boot file is used
but the value of the parameter “specific_model.excluded_mode" is not
configured, the exclude mode is disabled by default. Exclude mode
feature is only applicable to IP phones (except
W53P/W60P/CP930W-Base) running firmware version 83 or later.
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Creating MAC-Oriented Boot File

The MAC-Oriented boot file is only effective for the specific phone. It uses the 12-digit MAC
address of the IP phone as the file name. For example, if the MAC address of the IP phone is
00156574B150, the MAC-Oriented boot file has to be named as 00156574b150.boot

(case-sensitive) respectively.

If you want to create a MAC-Oriented boot file for your phone, follow these steps:

To create a MAC-Oriented boot file:

1. Create a boot file for your phone. Ensure the file complies with the guidelines that are listed
in Editing Common Boot File.

2. Copy the contents from the common boot file and specify the configuration files to be

downloaded.

One or more configuration files can be referenced in the boot file. The following takes two

configuration files for example:

00156574b150.boot  x

mllll|llllll:IIIII|IIIEIDIIII|III3ll:lllll|lll4I|:IIIII|III5I|:IIIII|III
$#!version:1.0.0.1
$#%# The header above must appear as-is in the first line

include:config <account.cfg>
include:config "network.cfg™

overwrite mode = 1

3. Save the changes and close the MAC-Oriented boot file.

You can also make a copy of the common boot file, rename it and then edit it.
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Managing Configuration Files

Auto provisioning enables Yealink IP phones to update themselves automatically via
downloading Common CFG, MAC-Oriented CFG, custom CFG and MAC-local CFG files. Before

provisioning, you may need to edit and customize your configuration files.

You can edit the template configuration files directly or create a new CFG file as required. Open

each configuration file with a text editor such as Notepad++.

For more information on description of all configuration parameters in configuration files, refer

to the latest Administrator Guide for your phone on Yealink Technical Support.

Editing Common CFG File

The Common CFG file is effective for all phones of the same model. It uses a fixed name

“y0000000000XX.cfg” as the file name, where "XX" equals to the first two digits of the hardware

version of the IP phone model.

The names of the common CFG file requirements for the phone are:

Product Name Common CFG File
CP960 y000000000073.cfg
SIP-TS8A y000000000058.cfg
SIP-T54S y000000000070.cfg
SIP-T52S y000000000074.cfg
SIP-T48S y000000000065.cfg
SIP-T46S y000000000066.cfg
SIP-T42S y000000000067.cfg
SIP-T41S y000000000068.cfg
SIP-T48G y000000000035.cfg
SIP-T46G y000000000028.cfg
SIP-T42G y000000000029.cfg
SIP-T41P y000000000036.cfg
SIP-T40P y000000000054.cfg
SIP-T40G y000000000076.cfg
SIP-T29G y000000000046.cfg
SIP-T27G y000000000069.cfg
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Product Name Common CFG File
SIP-T23P/G y000000000044.cfg
SIP-T21(P) E2 y000000000052.cfg
SIP-T19(P) E2 y000000000053.cfg
CP860 y000000000037.cfg

CP920 y000000000078.cfg
W53P/W60P/CP930W-Base y000000000077.cfg
W52P/W56P y000000000025.cfg

Common CFG file contains configuration parameters which apply to phones with the same

model, such as language and volume.

The following figure shows a portion of the common CFG file:

#!version:1.0.0.1

##File header "#!version:1.0.0.1" can not be edited or deleted, and must be placed in the first line.$#
##This template file is applicable to IP phones running firmware version 81 or later.##
##For more information on configuration parameters, refer to Description of Configuration Parameters in CFG Files.xlsx.$#

##It enables or disables the PC port.0-Disabled,l-Zuto Negotiation.
##The default value is 1.It takes effect after a reboot.
static.network.pc_port.enable =

##It configures the transmission mode and speed of the Internet (WAN) port.

##0-Auto Negotiate

2 Duplex 10Mbps

Duplex 100Mbps

Duplex 10Mbps

Duplex 100Mbps

##5-Full Duplex 1000Mbps (only applicable to SIP-T48G/T46G/T465/T42G/T29G/T23G/CP860 IP phones)
##The default walue is 0.It takes effect after a reboot.
static.network.internet_port.speed duplex =

##It configures the transmission mode and speed of the PC (LAN) port.
##0-RButo Negotiate

##1-Full Duplex 10Mbps

##2-Full Duplex 100Mbps

The following table lists guidelines you need to know when editing the common CFG file:

Item Guidelines

# The line beginning with “#" is considered to be a comment.

It must be placed in the first line.
#lversion:1.0.0.1
Do not edit and delete.

) The filename complies with the requirements that are listed in the
Filename
above table.

Each line must use the following format and adhere to the following
rules:

Line formats and Configuration Parameter=Valid Value
Rules
e  Separate each configuration parameter and value with an equal

sign.
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Item Guidelines

o Set only one configuration parameter per line.

. Put the configuration parameter and value on the same line, and

do not break the line.

. The [$MODEL] can be added to the front of configuration
parameter to specify the value for specific phone groups.
$MODEL represents the phone model. The valid phone models
are: T58A, CP960, T54S, T52S, T48G, T48S, T46G, T46S, T42G,
T42S, T41P, TA1S, T40P, T40G, T29G, T27G, T23P, T23G, T21P E2,
T21 E2, T19P E2 and T19 E2. Multiple phone models are
separated by commas. For example, [T46S, T23G]. It is only
applicable to IP phones (except W53P/W60P/CP930W-Base)

running firmware version 83 or later.

Note: The phone updates model-specific configurations and those

model-unspecified configurations.

Editing MAC-Oriented CFG File

The MAC-Oriented CFG file is only effective for the specific phone. It uses the 12-digit MAC
address of the IP phone as the file name. For example, if the MAC address of the IP phone is
00156574B150, the MAC-Oriented CFG file has to be named as 00156574b150.cfg

(case-sensitive) respectively.

MAC-Oriented CFG file contains configuration parameters which are expected to be updated

per phone, such as the registration information.

The following figure shows a portion of the MAC-Oriented CFG file:

1#!version:1.0.0.1

##File header "#!version:1.0.0.1" can not be edited or deleted, and must be placed in the first line.##
##This template file is applicable to IP phones running firmware wversion 81 or later.##
##For more information on configuration parameters, refer to Description of Configuration Parameters in CFG Files.xslx##

account.l.enable =
account.l.label =
account.l.display name =
account.l.auth name =
account.l.user name =
account.l.password =
account.l.outbound proxy enable =
account.l1.outbound host =
account.l.outbound port =
account.l.dial tone =

##It configures the transport type for account 1. O-UDP,1-TCP,2-TLS, 3-DNS-NAPTR
##The default value is 0.

account.l.sip server.l.transport_type =

account.l.sip server.2.transport_type =

£33 Failback ##

account.l.naptr_build =
account.1.fallback.redundancy type =
account.1.fallback.timeout =
account.l.sip server.l.address =

The following table lists guidelines you need to know when editing the MAC-Oriented CFG file:
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Item

Guidelines

The line beginning with “#" is considered to be a comment.

#lversion:1.0.0.1

It must be placed in the first line.

Do not edit and delete.

Filename

The filename matches the MAC address of your phone.

Line formats and

Rules

Each line must use the following format and adhere to the following

rules:

Configuration Parameter= Valid Value

e  Separate each configuration parameter and value with an equal

sign.
e  Set only one configuration parameter per line.

. Put the configuration parameter and value on the same line, and

do not break the line.

. The [$MODEL] can be added to the front of configuration
parameter to specify the value for specific phone groups.
$MODEL represents the phone model. The valid phone models
are: T58A, CP960, T54S, T52S, T48G, T48S, T46G, T46S, T42G,
T42S, T41P, TA1S, T40P, T40G, T29G, T27G, T23P, T23G, T21P E2,
T21 E2, T19P E2 and T19 E2. Multiple phone models are
separated by commas. For example, [T46S, T23G]. It is only
applicable to IP phones (except W53P/W60P/CP930W-Base)

running firmware version 83 or later.

Note: The phone updates model-specific configurations and those

model-unspecified configurations.

SIP-T58A/T54S/T48G/T48S/T46G/T46S/T29G IP phones support 16 accounts,
SIP-T52S/T42G/T42S 1P phones support 12 accounts, W53P/W60P DECT IP phones support 8
assigned accounts, CP930W-Base phones support only one assigned account.
SIP-T41P/T41S/T27G IP phones support 6 accounts, W52P/W56P IP DECT phones support 5
accounts; SIP-T40P/T40G/T23P/T23G IP phones support 3 accounts, SIP-T21(P) E2 IP phones
support 2 accounts, CP960/CP920/CP860/SIP-T19(P) E2 IP phones support only one account.
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Creating a New CFG File

If you want to create a new CFG file for your phone, follow these steps:
To create a new CFG file:

1. Create a CFG file for your phone. Ensure the file complies with the guidelines that are listed
in Editing Common CFG File or Editing MAC-Oriented CFG File.

2. Copy configuration parameters from the template configuration files and set the valid

values for them.

settings.cfg x

mllllllll:I'll:lllllllllzll:I
$#!version:1.0.0.1
phone setting.phone lock enable = 1

phone setting.phone locak lock key type = 0
features.dnd mode = 1

static.lang.wui = English

=static.lang.gui = English

30 40 50

3. (Optional.) Specify different parameter values for specific phone groups.

For example:

[T46S] features.dnd_mode = 1

[T48G, T23G] features.dnd_mode = 0

4. Save the changes and close the CFG file.

You can also make a copy of the template configuration file, rename it and then edit it.

Managing MAC-local CFG File

By default, MAC-local CFG file automatically stores non-static settings modified via web user
interface or phone user interface. This file is stored locally on the IP phone, but a copy can also
be uploaded to the provisioning server (or a specified URL configured by
“static.auto_provision.custom.sync.path”). This file enables the phone to keep user’s
personalization settings, even after auto provisioning. As with the MAC-Oriented CFG files,
MAC-local CFG files are only effective for the specific phone. They use the 12-digit MAC address
of the IP phone as the file name. For example, if the MAC address of the IP phone is
00156574B150, MAC-local CFG file has to be named as 00156574b150-local.cfg (case-sensitive).

If your IP phone with the current firmware version cannot generate a <MAC>-local.cfg file, the
IP phone will automatically generate a MAC-local CFG file after it is upgraded to the latest

firmware.
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For more information on how to keep user’s personalization settings, refer to the latest
Administrator Guide for your phone on Yealink Technical Support.

We recommend you do not edit the MAC-local CFG file. If you really want to edit MAC-local
CFG file, you can export and then edit it.

For more information on how to export CFG files, refer to the latest Administrator Guide for
your phone on Yealink Technical Support.

Encrypting Configuration Files

To protect against unauthorized access and tampering of sensitive information (e.g., login
password, registration information), you can encrypt configuration files using Yealink
Configuration Encryption Tool. AES keys must be 16 characters and the supported characters
contain: 0 ~ 9, A ~ Z, a ~ z and the following special characters are also supported: #$ % * +, - .:

=?2@[]"_{}~. For more information on how to encrypt configuration files, refer to Yealink
Configuration Encryption Tool User Guide.
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Managing Resource Files

Before provisioning, you may need to edit and customize your resource files.

You can edit the template resource files directly or create a new resource file as required. Open

each resource file with a text editor such as Notepad++.

Customizing Resource Files

The resource files are effective for all phones of the same model or the specific phone. If the
resource file is to be used for all IP phones of the same model, the access URL of resource file
had better to be specified in the common CFG file. However, if you want to specify the desired
phone to use the resource file, the access URL of resource file should be specified in the
MAC-Oriented CFG file.

Refer to Resource Files to get support resource files:

For more information on how to customize these template resource files and an explanation of
the configuration parameters that related to these features, refer to the latest Administrator

Guide for your phone on Yealink Technical Support.
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Configuring a Provisioning Server

Configuring a Provisioning Server

Yealink IP phones support using FTP, TFTP, HTTP and HTTPS protocols to download boot files
and configuration files. You can use one of these protocols for provisioning. The TFTP protocol
is used by default. The following section provides instructions on how to configure a TFTP
server.

We recommend that you use 3CDaemon or TFTPD32 as a TFTP server. 3CDaemo and TFTPD32

are free applications for Windows. You can download 3CDaemon online:
http://www.oldversion.com/3Com-Daemon.html and TFTPD32 online: http://tftpd32.jounin.net/.

For more information on how to configure FTP and HTTP servers, refer to Configuring an FTP

Server and Configuring an HTTP Server.

Preparing a Root Directory

To prepare a root directory:

1. Create a TFTP root directory on the local system (e.g., DATFTP Directory).

2.  Place the boot files, configuration files and resource files to this root directory.

Address D TFTP Directory b Go
¥ | netwark, cfg
| <=ip.cfg

¥|features.cfg
El wO00000000000, book
' Cuskomring. way

3. (Optional.) Set security permissions for the TFTP directory folder.

You need to define a user or a group name, and set the permissions: read, write or modify.

Security permissions vary by organizations.
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An example of configuration on the Windows platform is shown as below:

General | Sharing| Security | Customize

EKDUD Or user names

For special permissions or for advanced settings,
click Advanced

m Administrators (VANS TD80\Administrators) A
€7 CREATOR OWNER
m Everyone
€ Hil, James (jahill@myservername.com)
€% SYSTEM v
< >
I Add... [ Remove ]
Permissions for Everyone ( Allow \ Deny
Full Control O 0 =
Modify O
Read & Execute O
List Folder Contents O
Read O
Write O J
Crmmminl | Davmninnimmna

Advanced

0K ]l Cancel H Apply

J
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If you have a 3CDaemon application installed on your local system, use it directly. Otherwise,

download and install it.

To configure a TFTP server:

1.

Double click 3CDaemon.exe to start the application.

A configuration page is shown as below:

& 3CDaemon
File View Help

(E=H ECH Fx3)

TFTP Server Start Time [ peer | Bytes [ status

Jul 12, 2016 14:11:08 local 0 Listening for TFTP requests on IP address: 10.2.5.193, Port 69




Configuring a Provisioning Server

2.

your local system:

Select Configure TFTP Server. Click the ...| button to locate the TFTP root directory from

3CDaemon

File View Help

TFTE Server

Start Time

| Peer | Bytes | Status

Jul 12, 2016 09:30:13 local

0 Listening for TFTP requests on IP address: 10.2.5.193, Port 69

3CDaemon Configuration

FTE Frofiles
General Configuration

Create directory names in incoming file refv

Mlow overwrite of existing files?

()

Syslog Configuration I
TFTP Configuration

r

Upload/Download

0:ATFTP Directoryh |:| |

Fer-packet timeout in seconds

Maximum retries

Interframe transmission

—
T
—

3.

Click the Confirm button to finish configuring the TFTP server.

The server URL “tftp://IP/" (Here "IP" means the IP address of the provisioning server, for

example, "tftp://10.2.5.193/") is where the IP phone downloads configuration files from.
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Obtaining the Provisioning Server Address

Obtaining the Provisioning Server Address

Yealink IP phones can obtain the provisioning server address in the following ways:

e  Zero Touch

° Plug and Play (PnP) Server
° DHCP Options

° Phone Flash

e  Configuring Wildcard of the Provisioning Server URL

The priority of obtaining the provisioning server address is as follows: Zero Touch>PnP
Server>DHCP Options (for IPv4: IPv4 Custom option>option 66>option 43; for IPv6: IPv6
Custom option>option 59) >Phone Flash. The following sections detail the process of each way
(take the SIP-T23G IP phone as an example).

IPv6 custom option is only applicable to SIP-T54S, SIP-T52S, SIP-T48G/S, SIP-T46G/S, SIP-T42G/S,
SIP-T41P/S, SIP-T40P/G, SIP-T29G, SIP-T27G, SIP-T23P/G, SIP-T21(P) E2 and SIP-T19(P) E2 IP
phones running firmware version 83 or later.

Zero Touch

Zero Touch allows you to configure the network parameters and provisioning server address via
phone user interface during startup. This feature is helpful when there is a system failure on the
IP phone. To use Zero Touch, make sure this feature is enabled. This feature is not applicable to
W52P/W53P/W56P/W60P/CP930W-Base IP phones.

To configure zero touch via web user interface:

1. Click on Settings->Auto Provision.
2. Select Enabled from the pull-down list of Zero Active.

3. Enter the desired waiting time in the Wait Time(1~100s) field.
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The default value is 5.

Log Out

Yealink | 2

Auto Provision NOTE .
Preference
PNP Active @ on ) off .
_ Auto Provision
Time&Date DHCP Active @ on © off The P phone can interoperate
with provsioning server using
Call Display IPv4 Custom Option 128 auto provisioning for deploying
the IP phones.
1Pv4 DHCP Option Value yealink
Upgrade ‘When the IP phone triggers to
o 1Pv6 Custom Option perform auto provisioning, it wil
Auto Provision request to download the
Server URL configuration files from the
Configuration provisioning server. During the
User Name auto provisioning process, the
_ 1P phone will download and
Dial Plan Password srosssse update configuration files to the
. Attempt Expired Time(s, 5 phone fiash.
Voice P P &
Common AES Key srecenre
Ring You can click here to get
MAC-Oriented AES Key ssssssss more guides.
Tones Zero Active Enabled -
Softkey Layout ‘Wait Time(1~100s) 5
Power On @on ©off
TROG9
Repeatedly on @ off

4. Click Confirm to accept the change.

When Zero Touch is enabled, there will be a configuration wizard during startup:

——Vr o Toush———

Update now? 4=

Press the OK soft key.

The network parameters are configurable via phone user interface:

Press the Next soft key after finishing network settings.

Configure the provisioning server address, authentication user name (optional) and password

(optional) in the Auto Provision screen.

An example of screenshot is shown as below:

——#uto Frowvision

5, 1944 8080, 000000000
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Press the OK soft key.

After the above configuration is completed, the IP phone will connect to the configured

provisioning server and perform auto provisioning during startup.

Plug and Play (PnP) Server

Yealink IP phones support obtaining the provisioning server address from the PnP server. The IP
phone broadcasts the PnP SUBSCRIBE message to obtain the provisioning server address during

startup. To use Plug and Play, make sure this feature is enabled.
To configure PnP via web user interface:

1. Click on Settings->Auto Provision.

2. Mark the On radio box in the PNP Active field.

Log Out
- English(English) -
Yealink s
Status Account Network Dsskey Features Settings Directory Security
Auto Provision TE
Preference . .
BNP Active ©@on Ooff | .
Auto Provision
Time&Date DHCP Active @®on O off The IP phone cn interoperate
with provsioning server using
Call Display IPv4 Custom Option 128 auto provisioning for deploying
the IP phones.
IPv4 DHCP Option Value yealink
Upgrade When the IP phone triggers to
. 1Pv6 Custom Option perform auto provisioning, it wil
Auto Provision request to download the
Server URL configuration files from the
Configuration provisioning server. During the
ﬁg User Name auto provisioning process, the

3. Click Confirm to accept the change.

Any PnP server activated in the network responses with a SIP NOTIFY message, and an

address of the provisioning server is contained in the message body.

T PNP. peap — Wireshark

Eile Bdit Yiew G0 Ceplwoe fualyse Statistics Telephony Josdi [Help
Sedee EAXTE ¢+ TL(EE QA0 P8 E B

Filter

Egpression . Clew Apply

Pratecsl | Info

1 0.000000 REQUEST: SUBSCRIBE 5ip:MACOOLS652a3dla@intern. IFPhone. com

2 St

3 Ré: z

a 00 oK

5 1.807473 REGISTER 51p:i0.2.1,196

6 1.610835 200 0k (L bindings) ~

< on w
% Ethernet IT, Src: xiamenve 11 K 18:F1), Dst: xiamenve_2a:3dila (00:15:65:2a:3d:1a)
% Internet Protocol, Sre: 10.2.0.46 (10.2.5.46), Dst: 10.2.9.106 (10.2.9.106)
% User Datagram Protocal, Src Fort: sip (5080), Dst Fort: sds (5059)
= session 1nitiation Protacol

=[Request-Line: NOTIFY £1p:MACOUL3G323301a010. 2. 9.106:3058 SIF/2.0

Method: MOTIFY
= REQUEST-URT: STpTMACGDI56573301a010. 2.9. 10675050
[Resent packet: False]
= Message eader
® via: SIP/2.0/UDP 10.2.9.46:5060; br anch=20hG4 k976665779

B From: <sipiMACODLS652a3dLaBintern. IPPhone. com>; tag=57906253
® To: <sip:iMACO01565223d1agintern, TPPhone. com>; tag=241054
Call-Ib: 241054610.2.9.106

& [FEear T WOTIFY
sequence Number: 2
Method: NOTIEY

& Contact: <s1p:MACODI5652a3d13810.2. 9. 4615060
content-Type: applicationsurl
Allow: INVITE, INFO, PRACK, ACK, BYE, CAMCEL, OPTIONS, NOTIFY, REGISTER, SUBSCRIBE, REFER, PUBLISH, UPDATE, MESSAGE
Max-Forwards: 70
user-agent: Tiptel 1P 286 /2.43.13.8
subscription-state: terminated; reason=timeout
event: ua-profile
Allow-Events: talk,hald, conference, refer , check-sync
Content-Length: 24

Wessage Bady
http://10.2.8.2:85/http/

O Frae (rma), 789 byien Fackats: 6 Displayed & Hwkad O Frofile: Befadlt

After the IP phone obtains the provisioning server address from the PNP server, it will connect

to the provisioning server and perform auto provisioning during startup.
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Yealink IP phones can obtain the provisioning server address by detecting DHCP options during

startup.

If you are using IPv4 network, the phone will automatically detect the option 66 and option 43
for obtaining the provisioning server address. DHCP option 66 is used to identify the TFTP server.
DHCP option 43 is a vendor-specific option, which is used to transfer the vendor-specific

information.

If you are using IPv6 network, the phone will automatically detect the option 59 for obtaining
the provisioning server address. DHCP option 59 is used to specify a URL for the boot file to be
downloaded by the client.

You can configure the phone to obtain the provisioning server address via a custom DHCP
option. You can select to use IPv4 or IPv6 custom DHCP option according to your network
environment. To obtain the provisioning server address via an IPv4 or IPv6 custom DHCP option,
make sure the DHCP option is properly configured on the phone. The IPv4 or IPv6 custom DHCP

option must be in accordance with the one defined in the DHCP server.
To configure the DHCP option via web user interface:

Click on Settings->Auto Provision.
Mark the On radio box in the DHCP Active field.

If you are using IPv4 network, enter the desired value in the IPv4 Custom Option field.

P W N #

If you are using IPv6 network, enter the desired value in the IPv6 Custom Option field.

-
Log Out

Yealink |z

Account Network Features Settings Directory
Auto Provision NOTE
Preference i i
PNP Active @ on O Off L
Auto Provision
Time&Date DHCP Active @ on O Off The IP phone cn interoperate
with provsioning server using
Call Display Pv4 Custom Option 128 auto provisioning for deploying
the IP phones.
IPv4 DHCP Option Value yealink
Upgrade When the IP phone triggers to
. IPv6 Custom Option perform auto provisioning, it wil
Auto Provision request to download the
Server URL configuration files from the
Configuration provisioning server. During the
User Name auto provisioning process, the
_ 1P phone will download and
Dial Plan Bazwout hihhhid update configuration files to the
. Attempt Expired Time(s! 5 phone flash.
Voice pt Exp (s)
Common AES Key sesssses
Binn You can click here to get

5. Click Confirm to accept the change.

During startup, the phone will broadcast DHCP request with DHCP options for obtaining the
provisioning server address. The provisioning server address will be found in the received DHCP

response message.

After the IP phone obtains the provisioning server address from the DHCP server, it will connect

to the provisioning server and perform auto provisioning during startup.

For more information on the DHCP options, refer to the latest Administrator Guide for your

phone on Yealink Technical Support.
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Obtaining the Provisioning Server Address

The following figure shows the example messages of obtaining the TFTP server address from an
IPv4 custom DHCP option:

[l DHCPserver-thip.pcap [Wireshark 1.6.7 (SVN Rev 41973 from /trunk-1.6)] = [d
File Edt View Go Capture Analyze Statistics Telephony Tools Internals Help

BN DEXEL Aes0T2 (E@E QR #0% % B

Filter: | sip || bootp DExpression... Clear Apply

No. Time Source Destination Protocol Length Info
14 17.967476 0.0.0.0 255.255.255.255 DHCP 590 DHCP Discover - Transaction ID 0x88e96872
15 18.137781 10.2.8.105 10.2.8.106 DHCP 342 DHCP offer - Transaction ID 0x88e96872
16 18.177701 0.0.0.0 255.255.255.255 DHCP 590 DHCP Request - Transaction ID 0x88e96872
17 18.178902 10.2.8.105 10.2.8.106 DHCP 342 DHCP ACK - Transaction ID Ox88e96872

@ Ethernet II, Src: vmware_09:51:fa (00:0c:29:09:51:fa), Dst: Xiamenve_38:28:d8 (00:15:65:38:28:d8)

# Internet Protocol Version 4, src: 10.2.8.105 (10.2.8.105), Dst: 10.2.8.106 (10.2.8.106)

@ User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

= Bootstrap Protocol

Message type: Boot Reply (2)

Hardware type: Ethernet

Hardware address length: 6

Hops: 0

Transaction ID: 0x88e96872

Seconds elapsed: 100

Bootp flags: 0x0000 (Unicast)

Cclient IP address: 0.0.0.0 (0.0.0.0)

vour (client) IP address: 10.2.8.106 (10.2.8.106)

Next server IP address: 10.2.8.105 (10.2.8.105)

Relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: Xiamenye_38:28:d8 (00:15:65:38:28:d8)

client hardware address padding: 00000000000000000000

Server host name: mid0171-for3xon

Boot file name not given

Magic cookie: DHCP

@ option: (t=53,1=1) DHCP Message Type = DHCP ACK

® option: (t=1,1=4) Subnet Mask = 255.255.255.0

@ option: (t=51,1=4) IP Address Lease Time = 6 hours

@ option: (t=59,1=4) Rebinding Time value = 5 hours, 15 minutes

@ option: (t=58,1=4) Renewal Time value = 3 hours

@ option: (t=51,1=4) IP Address Lease Time = 6 hours

= option: (t=128,1=18) pocsIs full security server IP [TODO]
option: (128) pocsis full security server IP [TODO]
Length: 18
value: 746674703a2f2f31302e322e382e3130352f

@ option: (t=54,1=4) DHCP Server Identifier = 10.2.8.105

c:]

Right click the root node of the custom option (e.g., option 128) shown on the above figure, and
select Copy->Bytes->Printable Text Only. Paste the copied text in your favorite text editor to
check the address, for example, tftp://192.168.1.100/.

Phone Flash

Yealink IP phones can obtain the provisioning server address from the IP phone flash. To obtain
the provisioning server address by reading the IP phone flash, make sure the configuration is set

properly.
To configure the IP phone flash via web user interface:

1. Click on Settings->Auto Provision.
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2. Enter the URL, user name and password of the provisioning server in the Server URL, User

Name and Password field respectively (the user name and password are optional).

Log Out
. English{English) -
Yealink |s
Status Account Network Dsskey Features Settings Directory Security
Auto Provision
Preference i .
PNP Active ®on Ooff .
Auto Provision
Time&Date DHCP Active ® on © Off The IP phone can interoperate
with provsioning server using
Call Display IPv4 Custom Option 128 auto provisioning for deploying
the IP phones.
IPv4 DHCP Option Value yealink
Upgrade ‘When the IP phone triggers to
. 1Pv6 Custom Option perform auto provisioning, it will
Auto Provision request to download the
Server URL tftp://10.2.5.193| configuration fiies from the
Configuration provisioning server. During the
< User Name auto provisioning process, the
_ 1P phone will download and
Dial Plan R resesese update configuration files to the
. Attempt Expired Time(s 5 phone flash.
Voice Dt EXp (s)
Common AES Key
Ring You can click here to get
MAC-Oriented AES Key sesssese more guides.
Tones Zero Active Enabled -

3.  Click Confirm to accept the change.

After the above configuration is completed, the IP phone will connect to the configured
provisioning server and perform auto provisioning by one of the following methods: Power On,
Repeatedly, Weekly, Flexible Auto Provision, Auto Provision Now, SIP NOTIFY Message and
Multi-mode Mixed. For more information on these methods, refer to Triggering the IP Phone to

Perform Auto Provisioning.

Configuring Wildcard of the Provisioning Server URL

Normally, many phone models may be deployed in your environment. To deploy many phone
models using a unified provisioning server, it is convenient for the administrator to configure a
unified provisioning server URL for different phone models. On the provisioning server, many
directories need to be configured for different phone models, each with a unique directory

name. Yealink IP phones support the following wildcards in the provisioning server URL:

e  $PN:itis used to identify the directory name of the provisioning server directory where the
corresponding boot files and configuration files are located.

e  $MAC: it is used to identify the MAC address of the IP phone.

The parameter “static.auto_provision.url_wildcard.pn” is used to configure the directory name

where the boot files and configuration files located. For more information on the parameter,

refer to the latest IP Phones Description of Configuration Parameters in CFG Files or

Administrator Guide for your phone on Yealink Technical Support.
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Obtaining the Provisioning Server Address

When the IP phone obtains a provisioning server URL containing the wildcard $PN, it
automatically replaces the character $PN with the value of the parameter
“static.auto_provision.url_wildcard.pn” configured on the IP phone. When the IP phone is
triggered to perform auto provisioning, it will request to download the boot files and

configuration files from the identified directory on the provisioning server.

The value of the parameter “static.auto_provision.url_wildcard.pn” must be configured in
accordance with the directory name of the provisioning server directory where the boot files and
configuration files of the IP phones are located.

The following example assists in explaining the wildcard feature:

You want to deploy SIP-T42G and SIP-T46G IP phones simultaneously in your environment. IP
phones are configured to obtain the provisioning server URL via DHCP option 66. The following
details how to deploy the SIP-T42G and SIP-T46G IP phones using wildcard feature.

Create two directories on the root directory of provisioning server.

Configure the directory names of these two directories to be "T42G" and "T46G".

1

2

3. Place the associated boot files and configuration files to the directory created above.

4. Configure the value of DHCP option 66 on the DHCP server as: tftp://192.168.1.100/$PN.
5

Configure the value of the parameter “static.auto_provision.url_wildcard.pn”.

The default value of the parameter “static.auto_provision.url_wildcard.pn” is “T42G" for the
SIP-T42G IP phones and "T46G" for the SIP-T46G IP phones. If the default value is different
from the directory name, you need to configure the value of this parameter to be the

directory name on the IP phones in advance.

During startup, IP phones obtain the provisioning server URL “tftp://192.168.1.100/$PN" via
DHCP option 66, and then replace the character “$PN" in the URL with “T42G" for the SIP-T42G
IP phones and “T46G" for the SIP-T46G IP phones. When performing auto provisioning, the
SIP-T42G IP phones and the SIP-T46G IP phones first request to download the MAC-Oriented
boot files and configuration files referenced in MAC-Oriented boot files from the provisioning
server address "tftp://192.168.1.100/T42G" and “tftp://192.168.1.100/T46G" respectively. If no
matched MAC-Oriented boot files are found on the server, the SIP-T42G IP phones and the
SIP-T46G IP phones request to download the common boot files and configuration files
referenced in common boot files from the provisioning server address
“tftp://192.168.1.100/T42G" and "tftp://192.168.1.100/T46G" respectively.

If the URL is configured as “tftp://192.168.1.100/$PN/$MAC.boot" on the DHCP server, the
SIP-T42G IP phones and the SIP-T46G IP phones will replace the characters “$PN" with “T42G"
and "T46G" respectively, and replace the characters "$MAC" with their MAC addresses. For
example, the MAC address of one SIP-T42G IP phone is 00156543EC97. When performing auto
provisioning, the IP phone will only request to download the 00156543ec97.boot file and
configuration files referenced in the 00156543ec97.boot file from the provisioning server
address "tftp://192.168.1.100/T42G".

For more information on boot files, refer to Managing Boot Files.
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Triggering the IP Phone to Perform Auto Provisioning

Triggering the IP Phone to Perform Auto

Provisioning

This chapter introduces the following methods to trigger the IP phone to perform auto

provisioning:

Power On

e  Repeatedly

e  Weekly

e  Flexible Auto Provision
e  Auto Provision Now

e  Multi-mode Mixed

e  SIP NOTIFY Message

e  Auto Provisioning via Activation Code

When there is an active call on the IP phone during auto provisioning, the IP phone will detect
the call status every 30 seconds. If the call is released within 2 hours, the auto provisioning will be
performed as usual. Otherwise, the process will be ended due to timeout.

Power On

The IP phone performs the auto provisioning when the IP phone is powered on.
To activate the power on mode via a web user interface:

1. Click on Settings->Auto Provision.
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2. Mark the On radio box in the Power On field.

-
Log Out
:
Yealink | s
Account Network Dsskey Features Settings Directory Security
Auto Provision
TE
Preference i .
PNP Active @on O off __
Auto Provision
Time&Date DHCP Active ® on © Off The IP phone can interoperate
with provsioning server using
Call Display IPv4 Custom Option 128 auto provisioning for deploying
the IP phones.
IPv4 DHCP Option Value yealink
Upgrade ‘When the IP phone triggers to
. IPv6 Custom Option perform auto provisioning, it wil
Auto Provision request to download the
Server URL configuration files from the
Configuration provisioning server. During the
4 User Name auto provisioning process, the
. 1P phone wil download and
Dial Plan Baswon sesesees update configuration files to the
- Attempt Expired Time(s: 5 phone flash.
Voice pt Exp (s)
Common AES Key sesessse
Ring You can click here to get
MAC-Oriented AES Key sssessss more guides.
Tones Zero Active Disabled -
Softkey Layout Wait Time(1~100s) 5
Power On @on O off
TRO69
Repeatedly © on @ off

3.  Click Confirm to accept the change.

Repeatedly

The IP phone performs the auto provisioning at regular intervals. You can configure the interval

for the repeatedly mode. The default interval is 1440 minutes.
To activate the repeatedly mode via web user interface:

1. Click on Settings->Auto Provision.

2. Mark the On radio box in the Repeatedly field.
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3. Enter the desired interval time (in minutes) in the Interval(Minutes) field.

Yealink | 25

Account

Directory

Dial Plan
Voice
Ring

Tones

TRO69

sIP

Preference
Time&Date
Call Display
Upgrade

Auto Provision

Configuration

Softkey Layout

Voice Monitoring

Auto Provision
PNP Active
DHCP Active
IPv4 Custom Option
IPv4 DHCP Option Value
IPv6 Custom Option
Server URL
User Name
Password
Attempt Expired Time(s)
Common AES Key
MAC-Oriented AES Key
Zero Active

Wait Time({1~100s)

@on © off
@on © off
128

yealink

tftp://10.2.5.193/

Enabled

5

Power On @on O off
Repeatedly @ on © off
Interval(Minutes) 1440

Weekly ©on @ off

Auto Provision

The IP phone can interoperate
with provsioning server using
auto provisioning for deploying
the IP phones.

When the IP phone triggers to
perform auto provisioning, it wil
request to download the
configuration files from the
provisioning server. During the
auto provisioning process, the
IP phone will download and
update configuration files to the
phone flash.

You can click here to get
more guides.

4. Click Confirm to accept the change.

Weekly

The IP phone performs auto provisioning at a random time every week/month/quarter. You can

configure what time of the day and which day of the week to trigger the IP phone to perform

auto provisioning. You can also configure a regular week interval to trigger the IP phone to

perform auto provisioning. You can specify the delay time to perform auto provisioning when

the IP phone is inactive at regular week. For example, you can configure the IP phone to check

and update new configuration only when the IP phone has been inactivated for 10 minutes

between 2 to 3 o’clock in the morning every Monday at a 4-week interval.

If you configure two or more days in a week, the auto provisioning only occurs at a random day.

To activate the weekly mode via web user interface:

i A W N R

. Click on Settings->Auto Provision.

Mark the On radio box in the Weekly field.

. Enter the desired time in the Time field.

Enter the desired upgrade interval in the Weekly Upgrade Interval(0~12week) field.

Enter the desired value in the Inactivity Time Expire(0~120min) field.
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6. Check one or more checkboxes in the Day of Week field.

Log Out

English{English)

Yealink |26 —— e —
Account || HMetwork Dsskey | Directory | | [

Security

Auto Provision NOTE
Preference i i
PNP Acti @on O off
Ve " Auto Provision
Time&Date DHCP Active @on O of The IP phone can interoperate
with provsioning server using
call Display 1Pv4 Custom Option 128 auto provisioning for deploying
the IP phones.
IPv4 DHCP Option Value yealink
Upgrade When the IP phone triggers to
IPv6 Custom Option perform auto provisioning, it wil
Auto Provision request to download the
Server URL thip:ff10.2.5.193/ configuration files from the
N provisioning server. During the
Configuration User Name auto provisioning process, the IP
phone will download and update
Dial Plan Password sssnssss configuration files to the phone
flash.
. Attempt Expired Time(s 5
Voice pt Expil (s)
Rin ErarT iy b @ You cn dick here to get
< MAC-Oriented AES Key sessssas more guides.
Tones Zero Active Enabled -
Softkey Layout Wait Time(1~100s) 5
Power On @on ©off
TROG9 i .
Repeatedly @ on O off
Voice Monitorin
9 Interval(Minutes) 1440
SIP Weekly @ on O off
Power Saving Weekly Upgrade Interval(0~12week) 4
Inactivity Time Expire(0r-120min) 10
Time 02 :00 —-03 :00
] Sunday
Monday
DTuasday
Day of Week [T Wednesday
DThursday
] Friday
L sardoy

7. Click Confirm to accept the change.

Flexible Auto Provision
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The IP phone performs auto provisioning at a random time on a random day within a specific
period of time. The random day is calculated on the basis of the phone's MAC address. You can
specify an interval and configure what time of the day to trigger the IP phone to perform auto
provisioning.

For example, you can configure the IP phone to check and update new configuration between 1
and 6 o'clock in the morning at a 30-day interval. The IP phone will perform auto provisioning at

a random time (e.g., 03:47) on a random day (e.g., 18) based on the phone's MAC address.
Note that the update time will be recalculated if auto provisioning occurs (e.g., Auto Provision
Now) during this specific period of time.

To activate the flexible auto provision mode via web user interface:

1. Click on Settings->Auto Provision.
2. Mark the On radio box in the Flexible Auto Provision field.

3. Enter the desired value in the Flexible Interval Days field.
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4. Enter the desired start time and end time in the Flexible Time field.

Yealink | 12:

Account Network

Features

Flexbie Interval Days
Fexble Tme

Auto Provision
Preference
PHP ACtve 9 0on O off
DNEaDNe DHEP Active on ©off
Call Dsplay Pv4 Qustom Option 128
Upgrade P4 DHCP Option Value yealnk
Pv6 Custom Option
Auto Provision
Server URL
Configuration User Name
Dl Plan Password LXTTTTTEY
Voice Attempt Expred Tme(s) s
Common AES Key
MAC-Ormnted AES Key
Tones Zero Actve Deabind
Softkey Layout Wak Time(1~100s) 5
Power On 9 0n O off
TROGS
Repeatedly On @ Off
0l o)
ok Momkorky Intenva{Ninutes) 1440
sip Weekly On @ Off
p Savi Weeldy Upgrade Interval{0~12week) 0
Inactivty Time Bxpre(0~120mn) 0
Tme 00 :00 ~00 :00
7! Sunday
I Nonday
i Tuesday
Day of Week 4 Wednesday
¥ Thursday
Y Feday
Y| Gaturday
Flaxble Auto Provision 9 0on O off

30

02 :00 -06 :00

Auto Provision Now

Auto Provision

The I phone can nteroperate
With peovsioning server usng

auto provsoning for deployng
the I phones.

When the I phone triggers to
perform auto provisioning, & wil
request to downkad the

wpdate configuration files to the
phone flash.

@ You can ik here to get
more guides.

5. Click Confirm to accept the change.

Auto Provision Now

You can use auto provision now mode to manually trigger the IP phone to perform auto

provisioning immediately.

To use the auto provision now mode via web user interface:

1. Click on Settings->Auto Provision.
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2. Click Auto Provision Now.

. Enghsh{Engheh)
Yealink | 123G
Directory Security
Auto Provision
Preference
PP Actve S on O off
Auto Provision
Time&bDate DHCP Actve ®0n © Off The P phone Gn nteroperate
WIth DEOVSIONING Sarver usng
Call Display Pv4 Custom Option 128 auto provisioning for deployng
the P phones.
Pvé DHCP Option Value yeaink
Upgrade When the I phone triggers to
Pv6 Custom Option perform auto provisoning, & wil
Auto Provision request to downkad the
Server URL configuration fles from the
Configuration provisioning server. Durng the
g User Kame uto provisonng process, the
Dial Plan Password sessaes p\.pcnc :o:ﬁ‘(:;onnm ﬂ:\!do the
phone flash.
Voice Attemot Bxpred Tma(s) 5
Common AES Key CLERT)
Ring @ You can cick here to get
MAC-Oriented AES Key seesenee more guides,
Tones Zero Active Deabled
Softkey Layout Wak Time(1~100s) S
Power On ® 0n O Off
TROGS
Repeatedy On @ Off
Voke Monitoring b " 1440
sIp Weeky On © Off
Power Saving Weekdy Upgrade Intervall0~12week) 0
Inactivty Time Expre(0~120min) 0
Tme 00 : 00
! Sunday
¥ Menday
¥ Tuesday
Day of Week 4 Wednesday
Y| Thursday
/| Feday
7! Saturday
Plexble Auto Provision On & off
Flexble Intenal Days 30
Flaxble Time
Confem

The IP phone will perform auto provisioning immediately.

Multi-mode Mixed

You can activate more than one method for auto provisioning. For example, you can activate the
“Power On" and “Repeatedly” modes simultaneously. The IP phone will perform auto

provisioning when it is powered on and at a specified interval.

SIP NOTIFY Message

The IP phone will perform auto provisioning when receiving a SIP NOTIFY message which
contains the header "Event: check-sync”. Whether the IP phone reboots or not depends on the
value of the parameter “sip.notify_reboot_enable”. If the value is set to 1, or the value is set to 0
and the header of the SIP NOTIFY message contains an additional string “reboot=true”, the IP
phone will reboot immediately. For more information on the parameter

“sip.notify_reboot_enable”, refer to the latest IP Phones Description of Configuration Parameters
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in CFG Files or Administrator Guide for your phone on Yealink Technical Support. This method
requires server support.

The following figure shows the message flow:

Server Phone

Notify

h J

Event:check-syne; reboot=ture

200 OK

Auto Provisioning via Activation Code

In addition to the updating modes introduced above, users can trigger IP phones to perform

auto provisioning by dialing an activation code. To use this method, the activation code and the

provisioning server URL need to be pre-configured on the IP phones. This method works only if

there is no registered account on the IP phone. It is usually used for IP phones distributed by

retail sales. It has the advantage that the IP phones do not need to be handled (e.g., registering

account) before sending them to end-users.

Preconfigured with activation codes(*123
and *456) and the prDv151|:m.1ng server URLs

-~
~
~
~
~
~
N
~
\
f
i/
i
i

Provisioning Server

-« Davmload R
000000000000, boot, D0156574b] Ge_boot, /
— — — — sip. cfg, accourtt.cfz and features.cfg — — — — —» 01565T1b16e 01565Tb150 l
files if ‘\
L . [ Dial out *123, and then enter the 'I
‘\ fl user rame and password of userl |
- | |
- Domy s !
~. ¥ togg o I
nsiogomﬂoaﬂﬁ b < Rettagy | !
TN ] : 1
k. ey QC.CZT 00;;ﬁ55f9 | |
nt, C7l.f, b \ |
f:ge “ly ang sip, CU:r, \ iJ
\ - —
—y000000000000. boot ~ 3 b = f"
|—00156574b186e. boot ~ -“u /
T23%_1 —=ip. cfg ,\ ’.z
[ account. cfg \ 01565Th151 015655637 S
userl L— features.cfz Y ;
@ \\ Dial out #456, and then enter the,”
\
—000000000000. boot N user rame and password of user?’
—0015685£9cTd. boot . a
2% 2 | network. cfg S~ - T
.cfg e
@ user? L sip._ cfg
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The following lists the processes for triggering auto provisioning via activation code:

1.
2.

7.
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Create multiple directories (e.g., T23G_1 and T23G_2) on the provisioning server.
Store boot files and configuration files to each directory on the provisioning server.
Configure a user name and password for each directory on the provisioning server.

The user name and password provides a means of conveniently partitioning the boot files
and configuration files for different IP phones. To access the specified directory, you need

to provide the correct user name and password configured for the directory.
Configure unique activation codes and the provisioning server URLs on IP phones.

The activation code can be numeric characters, special characters "#", “*" or a combination

of them within 32 characters.

The following are example configurations in the configuration file for IP phones:
static.autoprovision.l.code = *123

static.autoprovision.l.url = http://192.168.1.30/T23G_1/

static.autoprovision.2.code = *456

static.autoprovision.2.url = http://192.168.1.30/T23G_2/

Send the specified activation code, associated user name and password to each end-user.

The user can set up the IP phone, and then input the activation code (e.g., *123) after the

phone startup.

The LCD screen will prompt the following dialog box:

Mo Service

Favmarmtvmavesvd B RO T0 et mamaiea o)

Provision now?

Press the OK soft key to trigger the IP phone to perform auto provisioning.

The LCD screen will prompt the following input box:

——AutoF Authority

Cancel m Delet

Enter the user name and password in the User Name and Password field respectively.

The entered user name and password must correspond to the directory where the boot
files and configuration files of the IP phone are located. If you enter invalid user name or
password, the LCD screen will prompt the message “Wrong user name or password!”. The
prompt message will disappear in two seconds, and the LCD screen will return to the idle

screen. You need to input the activation code again to trigger auto provisioning.
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The IP phone downloads the specified configuration files in sequence in boot files from the
provisioning server to complete phone configurations. For more information on boot files

and configuration files, refer to Managing Boot Files and Managing Configuration Files.

The entered user name and password will be saved to the IP phone for next auto provisioning.

The LCD screen will not prompt for user name and password if the provisioning server does not
require authentication, or the user name and password are already saved on the IP phone.

The following parameters are used to configure the auto provisioning via activation code
method (X ranges from 1 to 50):

#(Optional.) Configure the code name for triggering auto provisioning.
static.autoprovision.X.name

#Configure the activation code.

static.autoprovision.X.code

#Configure the URL of the provisioning server.

static.autoprovision.X.url

#Configure the username and password for downloading boot files and configuration files. If

configured, the LCD screen will not prompt for user name and password.
static.autoprovision.X.user

static.autoprovision.X.password
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Downloading and Verifying Configurations

Downloading Boot, Configuration and Resource Files

After obtaining the provisioning server address in one of the ways introduced above, the phone
will request to download the boot files and configuration files from the provisioning server when

it is triggered to perform auto provisioning.

The IP phone will try to download the MAC-Oriented boot file firstly and then download the
configuration files referenced in the MAC-Oriented boot file from the provisioning server during
the auto provisioning. If no MAC-Oriented boot file is found, the IP phone will try to download
the common boot file and then download the configuration files referenced in the common
boot file. If no common boot file is found, the IP phone will try to download the Common CFG
file firstly, and then try to download the MAC-Oriented CFG file from the provisioning server -

that is, the old mechanism for auto provisioning.
For more information about auto provisioning, refer to Auto Provisioning Process.

If the access URLs of the resource files have been specified in the configuration files, the phone

will try to download the resource files.

Resolving and Updating Configurations

After downloading, the phone resolves the configuration files and resource files (if specified in
the configuration files), and then updates the configurations and resource files to the phone
flash. Generally, updated configurations will automatically take effect after auto provisioning is
completed. For update of some specific configurations which require a reboot before taking
effect, for example, network configurations, the IP phone will reboot to make the configurations

effective after auto provisioning is completed.

The IP phone calculates the MD5 values of the downloaded files before updating them. If the
MD?5 values of the Common and MAC-Oriented configuration files are the same as those of the
last downloaded configuration files, this means these two configuration files on the provisioning
server are not changed. The IP phone will complete the auto provisioning without repeated
update. This is used to avoid unnecessary restart and the impact of phone use. On the contrary,

the IP phone will update configurations.

The latest values to be applied to the IP phone are the values that take effect.

The phone only reboots when there is at least a specific configuration requiring a reboot after
auto provisioning. If you want to force the IP phone to perform a reboot after auto provisioning,
you can configure “static.auto_provision.reboot_force.enable = 1" in the configuration file.

For more information on the specific configurations which require a reboot during auto
provisioning and the parameter “static.auto_provision.reboot_force.enable”, refer to the latest IP
Phones Description of Configuration Parameters in CFG Files for your phone on Yealink Technical
Support.
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If configuration files have been AES encrypted, the IP phone will use the Common AES key to
decrypt the Common CFG file and the MAC-Oriented AES key to decrypt the <MAC>.cfg file
after downloading the configuration files. For more information on how the IP phone decrypts

configuration files, refer to Vealink Configuration Encryption Tool User Guide.

Using MAC-local CFG File

Uploading and downloading the <MAC> -local.cfg file

You can configure whether the IP phone uploads the <MAC>-local.cfg file to the provisioning
server (or a specified URL configured by “static.auto_provision.custom.sync.path”) once the file
changes for backing up this file, and downloads the <MAC>-local.cfg file from the provisioning
server (or a specified URL configured by “static.auto_provision.custom.sync.path”) during auto
provisioning to override the one stored on the phone. This process is controlled by the value of

the parameter “static.auto_provision.custom.sync”.

Updating configurations in the <MAC>-local.cfg file

You can configure whether the IP phone updates configurations in the <MAC>-local.cfg file
during auto provisioning. This process is controlled by the value of the parameter
“static.auto_provision.custom.protect”. If the IP phone is configured to keep user’s personalized
settings (by setting the value of the parameter “static.auto_provision.custom.protect” to 1), it will
update configurations in the <MAC>-local.cfg file. If the value of the parameter
"overwrite_mode” is set to 1 in the boot file, the value of the parameter

“static.auto_provision.custom.protect” will be forced to set to 1.

The IP phone updates configuration files during auto provisioning in sequence: CFG files
referenced in the boot file>MAC-local CFG file (if no boot file is found, Common CFG
file>MAC-Oriented CFG file>MAC-local CFG file). The configurations in the <MAC>-local.cfg file
take precedence over the ones in other downloaded configuration files. As a result, the
personalized settings of the phone configured via the phone or web user interface can be kept

after auto provisioning.

Note that if the personalized settings are static settings, they cannot be kept after auto
provisioning because the static settings will never be saved in the <MAC>-local.cfg file.

For more information, refer to the latest Administrator Guide for your phone on Yealink Technical
Support.

Verifying Configurations
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After auto provisioning, you can then verify the update via phone user interface or web user

interface of the phone. For more information, refer to Yealink phone-specific user guide.

During auto provisioning, you can monitor the downloading requests and response messages

by a WinPcap tool. The following shows some examples.
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Downloading and Verifying Configurations

Examplel: Yealink SIP-T23G IP phone downloads the boot file and configuration files from the
TFTP server.

Fle Edt View Go Capture Analze Statstics Telephony Tooks Intemals Help
6odm i BOIXE QAesdTFL Elaaapn ea®@®x B
Filter: | tftp Expression... Clear Apply Save
No. Time. Source Destination Length Info
= P = = Sees e oo o s e cpse gy 5
2 51 Read Request, File 00T, Transfer Type: octet, bIksize\000-1432\000
TFTP Rea T, FiTe €. Boot, TransTer Typ. 5
2786 12.416697000  10.2.5.193 10.2.20.73 TFTP 88 Error Code, Code: Access violation, Message: Could not open requested file for reading
2788 12417077000 10.2.5.193 10.2.20.73 TETR 88 Error code, Code: Access violation, Message: Could not open reguested file for reading
3719 17.440553000 __ 10.2.20.73 10.2.5.193 TETP 82 Read Request, File: y00O000000000.boot, Transfer type: octet, blksize\000-1432\000 |
U T7. 240666000 10, 2. 20. T0.Z.5.19 TFTP T2 REad REqUEST, F7T187 yUUUUOUUU0UUT. 665t , TFansTar Typer OCTet, BIRS1Z&\000=T432\000
3749 17.462578000  10.2.5.193 10.2.20.73 TETR 57 option Acknowledgement, blksize\000-14321000
3751 17462889000  10.2.5.193 10.2.20.73 TETR 60 Option Acknowledgement, blksize\000-14321000
3753 17.464898000  10.2.20.73 10.2.5.103 TETR 60 Acknowledgement, Block: 0
3754 17.464989000  10.2.20.73 10.2.5.193 TETR 60 Acknowledgement, Block: 0
3755 17465642000  10.2.5.193 10.2.20.73 TFTP 428 pata Packet, Block: 1 (last)
3760 17.466974000  10.2.5.193 10.2.20.73 TFTP 428 pata Packet, Block: 1 (last)
3766 17.469270000  10.2.20.73 10.2.5.193 TFTP 60 Acknowledgement, Block: 1
3767 17469359000 __ 10.2.20.73 10.2.5.193 TETR 60 Acknowledgement, slock: 1
3775 17.483306000 __ 10.2.20.73 10.2.5.103 TETP 71 Read Request, File: sip.cfg, Transfer type: octet, blksize\000-1432\000 |
€ 17.483401000  10.2.20. 10.2.5.19 TETP T Read Request, File: Sip.cfg, Transter Type: octet, bIRE12e\000-1432.000
3779 17.506728000  10.2.5.193 10.2.20.73 TETR 57 option Acknowledgement, blksize\000-14321000
3781 17. 506988000  10.2.5.193 10.2.20.73 TETR 60 Option Acknowledgement, blksize\000=14321000
3786 17.511914000  10.2.20.73 10.2.5.193 TETR 60 Acknowledgement, Block:
3787 17.512005000  10.2.20.73 10.2.5.193 TFTP 60 Acknowledgement, Block: 0
3788 17.512439000  10.2.5.193 10.2.20.73 TFTP 625 Data Packet, Block: 1
3790 17.513683000  10.2.5.193 10.2.20.73 TFTP 625 Data Packet, Block: 1
3794 17.515113000  10.2.20.73 10.2.5.193 TFTP 60 Acknowledgement, Block: 1
3705 17.515201000  10.2.20.73 10.2.5.103 TETR 60 Acknowledgement, Block: 1
3804 17.538122000 __ 10.2.20.73 10.2.5.103 TETP 76 Read Request, File: features.cfg, Transfer type: octet, blksize\000-1432\000 |
£ 538224000 10.2.20. 10.2.5.19 TETP € Read Request, Filer Features.cfg, Transfer Typa: octet, BIRE12e\000-1432\000
3810 17.569170000  10.2.5.193 10.2.20.73 TETR 88 Error Code, Code: Access violation, Message: Could not open requested file for reading
3811 17.569472000  10.2.5.193 10.2.20.73 TETR 88 Error Code, Code: Access violation, Message: Could not open requested file for reading

Example 2: Yealink SIP-T23G IP phone downloads the boot file and configuration files from the

FTP server.

Ne.  Time Source

["]'3175 28952342000 10.2.20.73
» 102 Response: 125 Using existing dara connection

3190 28. 963510000 10.2.5.193 122 Response: 226 Closing data connection; File transfer successful.

3222 28. 991053000 10.2.5.183 10.2.20.73 108 Response: 220 3Com 3CDasmon FTP server version 2.0
3225 28. 992201000 10.2.20.73 10.2.5.193 76 Request: USER 123

T T T T R T
3237 28. 996878000 10.2.20.73 10.2.5.193 82 Request: USER anonymous
3241 28. 997655000 10.2.5.193 10.2.20.73 99 Response: 331 User name ok, need password

3244 28. 938745000 10.2.20.73 10.2.5.193 73 Request: PASS
3248 29. 000393000 10.2.5.193 10.2.20.73 101 Response: 230-The response '* is not valid.

145 Response: 230-Next time, please use your email address as password.
3258 20. 037118000 10.2.20.73 10.2.5.193 74 Request: TYPE T
3262 29.038460000  10.2.5.183 10.2.20.73 86 Response: 200 Type set to I

3264 25. 039357000 10.2.20.73 10.2.5.193 72 Request: PASV
3268 29. 040715000 10.2.5.193 10.2.20.73 114 Response: 227 Entering passive mode (10,2,5,193,211,172)

3283 20, 055160000 10.2,5.703 10,2.20.7 ETE Z5 Responce; 213 570

Example 3: Yealink SIP-T23G IP phone downloads boot file and configuration files from the
HTTP server.

e Edt Vew Go Cepore Anahze Statstcs Telephony Joos Jntemals Help

e Al BNXR2 Ae*aFL QaQan son 1
Filter: | hitp jfxprﬁlmn._ Clear hpply Save
No.  Time Source Destinatian Protocol Length Info
33 1962425000 10.2.5.193 10.2.20.73 HTTP 1882 POST /servlet?psseitings-autoplg=writednowstrue HTTP/1.1 (application/x-www-form-urlencoded)
141 2.267524000 10.2.20.73 10.2.5.193 HTTP 234 GET /HTTPX20Directory/00156574bl6e. boot HTTP/1.1
149 2, 270563000 10.2.5.183 10.2.20.73 HTTP 66 WTTP/1.1 404 Kot Found (text/htm
182 2. 305531000 10.2.20.73 10.2.5.193 HTTP 235 GET /HTTPR20D1 rectory/y000000000000, boot HTTP/1.1
203 2. 321164000 10.2.5.193 10.2.20.73 HTTP 448 HTTP/1.1 200 oKk (application/octet-stream)
279 2. 359293000 10.2.5.193 10.2.20.73 HTTP 574 GET /§5/define. J5744.81.254. 71 HTTP/1.1
298 2. 374421000 10.2.20.73 10.2.5.193 HTTP 1514 continuation or non-HTTP traffic
304 2. 376198000 10.2.20.73 10.2.5.193 HTTP 1133 continuation or non-HTTP traffic
308 2377011000 10.2.20.73 HTTP 570 GET /js/aes. §5744.81.254.71 HTTR/1.1
316 2. 380821000 10.2.20.73 HTTP 581 GET /js/zeropadding-min, js744.51.254.71 HTTP/1.1
317 2.380973000 10.2.20.73 HTTP $71 GET /js/jsbn. 4.81.254.71 HTTP/1.1
318 2. 381075000 10.2.20.73 HTTP 573 GET /§5/prngd. Js744.81.254.71 HTTP/1.1
319 2. 381175000 10.2.20.73 HTTP $69 GET /js/rng. js?44.61.254.71 WTTP/L.1
320 2. 351203000 1 10.2.20.73 [ 569 GET /13/rsa. 15744.81.250. 71 HITP/1.1
398 2. 408422000 10.2.20.73 10.2.5.193 HTTP. 224 GET /HTTPX2001rectory/sip.cfg HTTP/1.1 [ |
413 2,412543000 10.2.70,7 HTTP 06 HTTP/1,1 404 KOU Found (Text/hem)
464 2.442528000 10.2.5.193 HTTP 329 GET /HTTPX20Directory/Teatures. cfg HTTP/1.1
470 2, 455300000 10.2.20.73 HTTP 645 HTTP/1.1 200 OK (application/octet-stream)

480 2.458812000 106.120.188.46 HTTP 1046 POST /q?h=A368528EBBEBO4F17A1F] 2EBASEFEG60Rr =00008v=5. 2. 5.17503 HTTP/1.1 (application/x-www-f
491 2. 508429000 10.2.20.73 HTTP 492 GET /note/1.English_note.xml HTTP/1.1

507 2. 558874000 106.120.188.46 10.2.5.193 HTTR 296 HTTP/1.1 200 ok (text/plain)

509 2. 643723000 1 5.193 6.110. 147. 36 HTTP 1433 GET /websearch/Teatures/yuns. jsp?pid=sogou-brse-d2ad 52edf FO79CabEw=144D8v=7400451=146830042174
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Troubleshooting

Troubleshooting

This chapter provides general troubleshooting information to help you solve problems you

might encounter when deploying phones.

If you require additional information or assistance with the deployment, contact your system

administrator.

Why does the IP phone fail to download configuration files?

e  Ensure that auto provisioning feature is configured properly.

e  Ensure that the provisioning server and network are reachable.

e  Ensure that authentication credentials configured on the IP phone are correct.
e  Ensure that configuration files exist on the provisioning server.

e  Ensure that MAC-Oriented boot file and common boot file don't exist simultaneously on
the provisioning server. If both exist, the IP phone only downloads MAC-Oriented boot file

and the configuration files referenced in the MAC-Oriented boot file.

Why does the IP phone fail to authenticate the provisioning server during auto

provisioning?

e  Ensure that the certificate for the provisioning server has been uploaded to the phone’s

trusted certificates list. If not, do one of the following:

- Import the certificate for the provisioning server to the phone's trusted certificates list

(at phone's web path Security->Trusted Certificates->Import Trusted Certificates).

- Disable the IP phone to only trust the server certificates in the trusted certificates list
(at phone's web path Security->Trusted Certificates->Only Accept Trusted

Certificates).

Why does the provisioning server return HTTP 404?

e  Ensure that the provisioning server is properly set up.
e  Ensure that the access URL is correct.

e  Ensure that the requested files exist on the provisioning server.

Why does the IP phone display "Network unavailable"?

e  Ensure that the Ethernet cable is plugged into the Internet port on the IP phone and the

Ethernet cable is not loose.
e  Ensure that the switch or hub in your network is operational.

e  Ensure that the configurations of network are properly set in the configuration files.
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Why is the permission denied when uploading files to the root directory of the FTP server?

Ensure that the complete path to the root directory of the FTP server is authorized.

Check security permissions on the root directory of the FTP server, if necessary, change the

permissions.

Why doesn’t the IP phone obtain the IP address from the DHCP server?

Ensure that settings are correct on the DHCP server.

Ensure that the IP phone is configured to obtain the IP address from the DHCP server.

Why doesn’t the IP phone download the ring tone?

Ensure that the file format of the ring tone is *.wav.

Ensure that the size of the ring tone file is not larger than that the IP phone supports.
Ensure that the properties of the ring tone for the IP phone are correct.

Ensure that the network is available and the root directory is right for downloading.

Ensure that the ring tone file exists on the provisioning server.

Why doesn’t the IP phone update configurations?

Ensure that the configuration files are different from the last ones.
Ensure that the IP phone has downloaded the configuration files.
Ensure that the parameters are correctly set in the configuration files.

Ensure that the value of the parameter “static.auto_provision.custom.protect” is set to 0. If it
is set to 1, the provisioning priority is shown as follows: phone/web user interface >central
provisioning >factory defaults. A setting you make using a lower-priority method does not

apply to or override a duplicate setting made using a higher-priority method.

For more information, refer to the latest Administrator Guide for your phone on Yealink

Technical Support.
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Glossary

Glossary

MAC Address: A Media Access Control address (MAC address) is a unique identifier assigned to
network interfaces for communications on the physical network segment.

MD5: The MD5 Message-Digest Algorithm is a widely used as cryptographic hash function that
produces a 128-bit (16-byte) hash value.

DHCP: Dynamic Host Configuration Protocol (DHCP) is a network configuration protocol for
hosts on Internet Protocol (IP) networks. Computers that are connected to IP networks must be
configured before they can communicate with other hosts.

FTP: File Transfer Protocol (FTP) is a standard network protocol used to transfer files from one

host to another host over a TCP-based network, such as the Internet. It is often used to upload
web pages and other documents from a private development machine to a public web-hosting
server.

HTTP: The Hypertext Transfer Protocol (HTTP) is an application protocol for distributed,
collaborative, hypermedia information systems. HTTP is the foundation of data communication
for the World Wide Web.

HTTPS: Hypertext Transfer Protocol Secure (HTTPS) is a combination of Hypertext Transfer
Protocol (HTTP) with SSL/TLS protocol. It provides encrypted communication and secure

identification of a network web server.

TFTP: Trivial File Transfer Protocol (TFTP) is a simple protocol to transfer files. It has been
implemented on top of the User Datagram Protocol (UDP) using port number 69.

AES: Advanced Encryption Standard (AES) is a specification for the encryption of electronic data.

URL: A uniform resource locator or universal resource locator (URL) is a specific character string
that constitutes a reference to an Internet resource.

XML: Extensible Markup Language (XML) is a markup language that defines a set of rules for
encoding documents in a format that is both human-readable and machine-readable.
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Appendix

Appendix

Configuring an FTP Server

Wftpd and FileZilla are free FTP application software for Windows. This section mainly provides

instructions on how to configure an FTP server using wftpd for Windows. You can download

wftpd online: http://www.wftpd.com/products/products.html or FileZilla online:

https://filezilla-project.org.

We recommend that you use vsftpd as an FTP server for Linux platform if required.

Preparing a Root Directory

To prepare a root directory:

1.
2.

Create an FTP root directory on the local system (e.g., D:\FTP Directory).

Place the boot files and configuration files to this root directory.

Set the security permissions for the FTP directory folder.

You need to define a user or group name, and set the permissions: read, write, and modify.

Security permissions vary by organizations.

An example of configuration on the Windows platform is shown as below:

General | Sharing| Security | Customize |

QIOUD Of user names:

click Advanced.

m Administrators (VANSTD80\Administrators) o
€7 CREATOR OWNER
m Everyone
€2 Hil. James (jshil@myservername.com]
€7 SYSTEM v
< >
(g (omore ]
Permissions for Everyone Allow Deny
Full Control O 0 =
Modify O
Read & Execute Fl
List Folder Contents O
Read O
Wite O 3
Crmmial Darmminnimma
For special permissions or for advanced settings, Aduancad

[ ok ][ cancel |[ Apply

]
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Configuring an FTP Server

To configure a wftpd server:

1. Download the compressed file of the wftpd application to your local directory and extract
it.

2. Double click the Wftpd.exe.

The dialogue box of how to register is shown as below:

How to Register

In an effort to reduce the number of emails | get that azk me
"How do | register?’, I'd just like to note that you can find this
information by opening the "Help" menw, and selecting the
option "Reqgistering'’.

Sothat you don't think this is a nag, I've given you the option to
dizable this dialog below, but please only do that if you feel pou
can remember how to register.

[ Okay, | understand that - don't show me this dialog again.

3. Check the check box and click OK in the pop-up box.

The log file of the wftpd application is shown as below:

BB E\deskiop\1.FTP - WFTPD [E=S EoR (=

File Edit View Logging Messages Security Help

[#-001] 2015/3/20 17:39:16 Yelcome to WFTPD - we are listening to all unused IP addresses.

[#-001] 2015/3/20 17:39:16 The first address assigned to your system is 127.0.0.1

[#-001] 201543/20 17:39:16 But you might be reached at a number of other addresses.

[#-001] 201543/20 17:39:16 Check with your network administrators for the address that is reachable from the Intern:
[#-001] 201543/20 17:39:16 WFTPD is listening on port 21, standard ftp

[#-001] 2015{3}20 17:39:16 Program will be killed by WM_ENDSESSION message

[# -001] 2015{3/20 17:39:16 Unregistered version - for instructions on registering,

[#-001] 201543/20 17:39:16 select the "Registering'' option from the "Help" menu.

< n 3

For Help, press F1 1socket |0 users NUM

4. Click Security->Users/rights.

BB £7\desktop\LFTP - WFTPD E=N(Ech ===
File Edit View Logging Messages Help
[#-001] 201543/20 17:39:16 Welcome General... ig to all unused IP addresses.

[#-001] 201543720 17:39:16 The first a aystem is 127.0.0.1

[#-001] 2015/3/20 17:39:16 But you m er of other addresses.

[#-001] 2015{3}20 17:39:16 Check witl Host/net... ors for the address that is reachable from the Interm
[# -001] 2015{/3/20 17:39:16 WFTPD is WSTENMg on port 21, standard ftp

[# -001] 201543720 17:39:16 Program will be killed by ¥/M_ENDSESSION message

[#-001] 2015/3/20 17:39:16 Unregistered wversion - for instructions on registering,

[#-001] 201543/20 17:39:16 select the "Registering' option from the "Help" menu.

Users/rights...

“ 1 b

Add, delete, or change users, passwords and home directories 1socket |0 users NUM
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Click New User.

User / Rights Security Dialog

User Name:

User default

| Mew User... | |

EEE S -

Done

[~ Restrict to home directory and below

Home |

Help

[ Eronse.. |
Rights >

Enter a user name (e.g., testl) in the User Name field and then click OK.

User / Rights Security Dialog

=

Uszer Hame: | default

v|

User defa) New User

Mew L
Uzer Manne:

Home

test]

Ok

Cancel

Help

Help

Rights »»

e
bt

Enter the password of the user (e.g., testl) created above in the New Password and Verify

Password field respectively, and then click OK.

User / Rights Security Dialog

User Mame: |

-

User test1| Change Password

Neve U Mew Password: |

Haome

G |
Werify Password: |7 ﬁ

[one
EX8
ok |

:

Help |

Help

Rightz >»

Click Browse to locate the FTP root directory in your local system.

User [ Rights Security Dialog

()

Uzer Mame: |test'|
User test]
MNew User... | Delete |

j Done

Change Pass... |

[ Restrict to home directory and below

Harne

Help

|E:\DESKTDP\EDNFIGUHATIDNFILE |Browse... |

Click Rights>> and assign the desired permission for the user (e.g., testl) created above.
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10. Check the check boxes of Read, Create Files/Dirs, List Directories and Overwrite/Delete

to make sure the FTP user has the read and write permission.

User / Rights Security Dialog @
User Name: |test1 j Daone
User test
MHew User... | Delete | Change Pass... |

™ Restict to home directory and below

Home |E:\DESKTEIF'\CCINFIEUF!ATIDN FILE Browse...

Rights for user testl

Directary: | j Browse... | Remaove |

Rights for directary

I+ Fead ¥ Create Files/Dirz

¥ List Directaries v Owennrite/Delete

11. Click Done to save the settings and finish the configurations.

The server URL “ftp://username:password@IP/" (Here "IP" means the IP address of the
provisioning server, “username” and “password"” are the authentication for FTP download. For
example, “ftp://test1:123456@10.3.6.234/") is where the IP phone downloads boot files and

configuration files from.

Before configuring a wftpd server, ensure that no other FTP servers exist in your local system.

Configuring an HTTP Server

This section provides instructions on how to configure an HTTP server using HFS tool. You can

download the HFS software online: http://www.snapfiles.com/get/hfs.html.

Preparing a Root Directory

To prepare a root directory:

1. Create an HTTP root directory on the local system (e.g., D:A\HTTP Directory).
2. Place the boot files and configuration files to this root directory.

3. Set the security permissions for the HTTP directory folder.
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You need to define a user or group name and set the permissions: read, write, and modify.

Security permissions vary by organizations.

An example of configuration on the Windows platform is shown as below:

General | Sharing| Security | Customize

Qroup Of user names:

m Administrators (VANS TD80VAdministrators) o
€% CREATOR OWNER
m Everyone
€ Hil, James (jahill@my servername.com)
€7 SYSTEM v
<
[ Add... l [ Remove ]
Permissions for Everyone ( Allow \ Deny
Full Control O 0 &=
Modify O
Read & Execute O
List Folder Contents O
Read O
Write O
Crmmmisl I Dmvrminmimmn ~

For special permissions or for advanced settings, [:]
click Advanced. Advanced

[ ok ][ cance ||

Apply |

Configuring an HTTP Server

HFS tool is an executable application, so you don’'t need to install it.

To configure an HTTP server:

1.

Download the application file to your local directory, double click the hfs.exe.
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The main configuration page is shown as below:

{2 HFS ~ HTTP File Server 2.2 Build 155, = | B |
& Meru ‘ ﬂ Port: 8080 ‘ sﬁYnu are in Expert mode
(& Openinbrowser  hitp:#/10.2.11.101:8080/
“irtual File S pstem Log
; n 1T:23:24 Check update: no new werzion
WP ] Fiename i) Status Speed  Time left %
Connections: 0 Out: 0.0 KB/s In: 0.0 KBfs Total Out: 0 B Total In: 0 B VFS: 0 items

2. Click Menu in the main page and select the IP address of the PC from IP address.

{4 HFS ~ HTTP File Server 2.2f Build 155 = | B |
Bl Meru || Poi 8030 | 8 You are in Expert mode

+ Self Test
Edit HTML template...
Other options +
Upload +
Start/Exit >
Virtual File System +
Limits ¢
3
»
»
L3

Log

17:23:24 Check update: no new wersion

Flash taskbutton
Fingerprints
Tray icons

Acceptlconnectinns an L4 10921681471
Dynamic DNS updater 3 ERIGRITR
URL encoding 4
Updates 3

W/ Donate! Custom...

Don't include port in URL

 Load file system...  Ctrl+O Find external address

| Save file system... Cirl+8

Constantly search for better address
M Clear file system

Save options +

Help +
Web links L4
Uninstall HFS

i pbout.

Filename j,i Status Speed  Time left -4

k9 Switch OFF F4 [
Q
Exit

Connections: 0 Out: 0.0 KB/s In: 0.0 KB/s Total Out: 0 B Total In: 0 B VFS: 0 items !I
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3.

The default HTTP port is 8080. You can also reset the HTTP port (make sure there is no port

conflict).

#8 HFS ~ HTTP File Server 2.2 Build 155 =B %

& Menu | ﬁ Port: 8080 | ﬂ.".YDu are in Expert mode

@ Open in browser  http://10.2.11.101:8080/

_Wirtual File Sustem Log
o Port &J 7:23:24 Check update: no new wersion
Spedify a port to accept connection,
or leave empty to decide automatically.
083
|
w1 IP 1 Filename i) Status Speed  Time left 4

Connections: 0 Qut: 0.0 KB/s In: 0.0 KB/s Total Out: 0 B Total In: 0 B VFS: 0 items

Right click the . icon on the left of the main page, select Add folder from disk to add

the HTTP Server root directory.

#2 HFS ~ HTTP File Server 2.2 Build 155 =n =R

& Menu | @ Port: 8088 | ﬂzYou are in Expert mode

& Openin browser  hitp:£/10.2.11.101:8038/

Wirtual File System Log

ck update: no new werszion

Netd empty folder Ins
@ MNew link

Advanced 4

Copy URL address  Ctrl+C
& Browse it F9

Comment...

Bind root to real-folder

) Set user/pass.

8 Restrict access 4
Customized realr..

v Browsable

v Archivable

223 Why is upload disabled?

Hide tree
Auto-hide empty folders
Hide file extention in listing

ame i Status Speed  Time left %

Connections: 0 Out: 0.0 KBfs In:0.0 KBfs Total Out: 0 B Total In: 0 B WFS: 551 iterns - not sawvec
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4. Locate the root directory from your local system.

# HFS - HTTP File Serveg 2.3 beta Build 275 ===

& Menu | W Port: 80 T @2 You are in Easy mode |

{& Open in browser | http://10.2.11.101:8088/ ProvisicningDir/ I “) Already in clipboard
Virtual File System Log

e Provisioning Dir

8 IP address O File Status Speed  Time.. Progress

Out: 0.0KB/s  In: 0.0 KB/s

5. Check the server URL (e.g., http://10.2.11.101:8088/ProvisioningDir) by clicking “Open in

browser”.

6. (Optional.) Right click the root directory name (e.g., ProvisioningDir), and then select Set

user/pass....

7. (Optional.) Enter the desired user name and password for the root directory in the

corresponding fields and then click OK.

Insert the requested user/pass @

Uszername 123

d BT

Paszwior

Re-type password |

Ok l ’ Rezet

Yealink IP phones also support the Hypertext Transfer Protocol with SSL/TLS (HTTPS) protocol for
auto provisioning. HTTPS protocol provides the encrypted communication and secure
identification. For more information on installing and configuring an Apache HTTPS Server, refer to
the network resource.



http://en.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://en.wikipedia.org/wiki/Transport_Layer_Security
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