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RIS EERIBRES BN BT
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RLHEH TCP 10 MR
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RERS EEUNET, FTSRE
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BLE Telnet ZEREATHISAYEE
RLEHER | - RIS

B MR R EEEMER
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2. NERARSEH T HEGEERENE.
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3. ERSIERHXEHMANED.
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B MR R EECE SR ORI EE :

RERE->RTIEH.

MBS TR EIRERE.
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MBRRI TR,
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5. RLRRMREFERE.
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HRABENBEFEREAEER HETEEREIERAFRRETNREFENER
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FZRENERRER. HTFREERE  BIUFRIMENEERER. KinHNEERE
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i & W N #

RERE->RL.
MAPXBI M IERREERR.

LRI X ARG LRI EE R,
TEFRERES i N FTROE TR R EERD.
ERIAZEE X SRR B EER R,

BHR

Yealink v

[2=
EEEES
EEEES

B EER v
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WAZEH

6. mLIRIREFHRE.
BidEER SN SRR

i & W N RE

BT

- > BRIRE (FOAETS @ 0000 ) ->EERBIE.
ELREB XA\ EERAISEIE.
EMEBXERABRRENFEIERER.

EIRIAZB X EF AR ENERRE,
RRFIRRFECE.

RT3 [E)2EBUTNREIRTE T IR & iR AR EAYTI TN, LRIRSTIHER] HTTP #1 HTTPS
BRI TISRE , BUAGERR HTTPS th¥. HTTP #0 HTTPS RIZ{T1E TCP/IP Wil LAY
RZFBEMY. HTTPS HMYBEXIRFERKEF] Web IRS3 SR [ENEBH TINERFE. R
BJLUERERFIEIA4E i M A E R BRI YR .

R TTHIAR BRI E S AN BT ¢

s 5388 EES
S AR R HTTP 1SGH .
- Efse

HTTP (A £RumRAY R TR SR . _
&t B, RIS
38 HTTP HMYSERaAERT,

HTTPIRO | &4 : (&0 1 5 65535 ZjaHER ISR E

—ANEEE, BT R OIS
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84 58 (=08
. BiAA 80,
= FakEE HTTPS 15X
)\*‘flﬁ:zmﬁﬁiﬂfiﬁ MY ——
HTTPS Pl Bl T _

&t : BiASA. W
185 HTTPS WMUERBRYIRO.

HTTPS 0] &=E : B 17 65535 ZEER WS
—NEEH, FRIEEYIR ORI S
FH. BRiAJ9 443,

iBid M R ERCTAE RO

1. [EMEEE- > SHRMLE.
2. EAEEROMEIERERNNIROS,

Yealinkvce #=
e | mhEE
| NAT/E | rp =3 vl
el =
HTTPS ;] v
HTTPSED] 443 |
802.1x
802.1x #&5¢ =iz ™
%s 1
MD5E$5 [eeeeees
AT T s e
REES sl e
VPN
= T v
LVINER L 1wm. s
3. RTRXFRFERE.

B E R EEMTEEHYRD
1. EERP->BRRE (BUAERS @ 0000 ) ->BRMERE.
2. MMITIBRSIRBY MhEICEEEAAIN.
3. RRFRRGFERE.
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EHEZE

TEEHEMY (TLS ) 2—MERNEBEINY , BTREEEENREMENEERRER
T ett. KinsiFEl TLS ST ERIEIRERMEE. TLS X ERERMMY
8 . TLS BFNAN TLS iICRIMY. TLS IBFN AT IRSS BRFANE Finfi TEUE R
ZAMERIANIE , R INEEEFIINER. TLS iICRIMUCRSERRRIEREER | FiHR
EUERISSERMEANRER . TLS WMNERAERIFRINE B AT TR IRAYANIR | SERXIFRINE

BARIESERNNEMERER MAC BIARIEEIERITEMY.

VC110 SN FBMELIRSZFF TLS 1.0, FHBELM ( Cipher Suite ) 0%, INEM MACE
ENEE, RiIESHFLUATERA

DHE-RSA-AES256-SHA
DHE-DSS-AES256-SHA
AES256-SHA
EDH-RSA-DES-CBC3-SHA
EDH-DSS-DES-CBC3-SHA
DES-CBC3-SHA
DHE-RSA-AES128-SHA
DHE-DSS-AES128-SHA
AES128-SHA

IDEA-CBC-SHA
DHE-DSS-RC4-SHA
RC4-SHA

RC4-MD5
EXP1024-DHE-DSS-DES-CBC-SHA
EXP1024-DES-CBC-SHA
EDH-RSA-DES-CBC-SHA
EDH-DSS-DES-CBC-SHA
DES-CBC-SHA
EXP1024-DHE-DSS-RC4-SHA
EXP1024-RC4-SHA
EXP1024-RC4-MD5
EXP-EDH-RSA-DES-CBC-SHA
EXP-EDH-DSS-DES-CBC-SHA
EXP-DES-CBC-SHA
EXP-RC4-MD5

229



Yealink VC110 £ HBEMAIREE RIS

230

TENRA T RinfNikSS 2a < AR IIZRIBEEER THRINES

Fle Edt Yiew Go Capture Analyze Statistics Telephory Tooks Help

BWaee bEXEL A ¢%aT 208 QQal @0B % B

Fier: [ ~  Expression.. Clear Apply
o, |Time |Seurce | Destination |protocel_[infa
1 0.000000 152.168.3.86 192.168.0.230 S5Lv3 cClient Hallo
2 0.021345 152.168.0.230 152.168.3.86 SSLV3 server Hello, cCertificate, server key Exchange, server Hello Done
3 0.954947 152.168.3.86 192.168.0.230 sswv3 client Key Exchange, change Cipher spec, Encrypted Handshake message
4 0.970099 192.168.0.230 192.168.3.86 s5Lw3  change Cipher Spec, Encrypted Handshake Message
51.012295 192.168.3.86 192.168.0.230 SsLv3 Application Data, Application pata
6 1.013562 152.168.0.230 152.168.3.86 ssLv3 application pata
7 1.013667 1582.168.0.230 1582.168.3.86 S5LV3 Application pata

1

Frame 13: 652 bytes on wire (5216 bits), 652 bytes captured (5216 hbits)

Ethernet II, src: Wmware_72:c9:2e (00:0c:28:72:c0:2e), Dst: xiamenve_11:12:h7 (00:15:65:11:12:b7)

Internet Protocol, Src: 192.168.0.230 (192.168.0.230), Dst: 192.168.3.86 (192.168.3.86)

Transmission Control Protocol, Src Port: https (443), Dst Port: nmsserver (22440, Seq: 1482, Ack: 437, Len: 586
Secure socket Layer

F—%  BigKiX "Client Hello” JBEIEX SSLiEE | ZBRETRIRIFUINESR
AP AR ELE AR S5 28 .

SETH RSN “Server Hello” EHE , 156#% SSL IR , 7 “Server Key Exchange”
HEFAREEAEES. LL "Server Hello Done” jHERTRTTAINE.

B=E | Bim&AiX “Client Key Exchange” 1E3XK#0 “Change Cipher Spec” [BEKIXS
TAEH ( ARSESENAHENE ),

B : fRS3E8K1X "Change Cipher Spec” BR , IZBAENAEEBIENEIE
1T,

BEFIIETH  RinfIiRSS & FE RN TRIIEE EH TEE. R 7T ZimhIEIRER
BILAfEFR TLS #b fRIBETLARSRELLumAY SIP KSR TLS (EmtiY. =5 TLS hEmkIhfE |
SIP MKSH9HBEHINE,

iEH
Lignl LUEA TLS BFimaE TLS RSim. TLS TELATIEBFRMNIT TLS 2F -

o SHEEM CAIEP : BRIHBERSIRSZITEL TLS ERAT , LimoIiRIEZEEN
CAMEBFIRWIERSSSIARIEANES  MEZRFBB/EEHE. Kimd NE 36
MNEBNEEE CAUER. (RILUARIR HEEMARY CAES (RZ 101 ). Kin
S CAIEBZEEYE : PEM, CER , CRT #1 DER, EETHEHNE 36 NERWENS
£ CAUES , 1BSHEE 271 TMAYMIR B : BJ{EE CAUES,

o LEIREP : BEMEBEFIRERKSRIRE TLS TR, ZinRERImIEREER
IR TINIE, ZiRAERMED | E—RNZIRIEBIBRNEZRIES, {Refbi b
E—EEXNERER. HEEEBEEEZ R HENEmED (L RE
HRERBA MR ). LUREBAIZEEIWIR © PEM 5 CER,

RUHTHEHRIEBIAR CA ERFILERN CAFRHNEEEENRSSE, RALUEERR

INIERRSS 2SR E RN CAMEPEE : BHAEH. BENEBSHSIFER, (RBaTLUE

ERIRRE A EME PR TR RIRIE R, 8 AR AR LimR s AR EER

SRS REANERRIBAE. 1ZRZEINENHIEE RFC 2818,



Z2IRE

TLS THEERECESENM BN T ¢

s L BEAN
187E SIP {2t
{RATLAS B Zoom/Pexip/BlueJeans/Mind/B
ENFEE SIP WSEEEmNL,
IFHINNE :
o UDP—IEZ UDP MY , 79 SIP iHRIR AR
EIZTT
o TCP—iET TCP 1Y , 9 SIP HRIRMHATE
155@0 . I N e i%__é%‘égg
gmnt |, ;.;ﬁ—ﬁﬂ TLS il , 79 SIP S EiRfitR S TR
&iE:
o {ZBk/StarLeaf ZFEARTIFEE.,
e  Zoom/Pexip/BlueJeans/Mind/BENF&
HIERIAES TCP,
o SIPIKSHIEIAES UDP,
o UNRBEATLS , (FRFEENRIR EERSEM
CAIEH,
EE&imERRIERBTIAIERIRSE.
&if : FASA.
RQAEE | mRisREm | KRiRE CA FRS s EINE
HEE | BRENERSBELRGER. IEANEET MR
KinAEEZRSEE.
BRURESSHIRENEM.
EERiREARIERSSSFIETRI CommonName
( AF&FR ) #0 SubjectAltName ( EHAIE )
RREmRA &iF : BOAEA. MR
BERUIRESSHRIREN D,
BrELIRAMEARSS2NERATFERR CA IEPHE
B,
CAIER |, ERAER—HERNEN CAIESRIE | MIRE
RS EREE,
o BRENIEB—Zin{EALER CAIEHkRE
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232

28

1588

BEEHN

IEARSS SRR ST,
o SHEP—Xin(EARENBENXRI CAILE
PRIIEIRS RN,
&iT : BUARISREEOAILES.
FRIRESSHE MBS,

INEZ(SE
IEPH

H&im EE CAESR,
&FiE  IEBBLMTN* pem, > der,*.crt Bi*.cer,
=REZALA L& 10 4 CAER,

TSR

IREFIEH

IEEn AR E S PR AR IRIE TS

iuﬂ

o FNEB—ZimAiE LENRIRIIEBEH
fb 2 P imt TIE.

o HEMEB—RnKERENKRmIERS
Hith&= Fimit TIGIE,

T : BUARISREAROAIES,

BRI ESSEELIRERE.

ZD]

InEkARSS2S
EBX

HE&IHIESR,
&HiF  UEPE A . pem B .cer, RZTLA
& 1 NMRIRIEP,

SR

BT M AR EEE Zoom/Pexip/BlueJeans/Mind/BEENFEE{EF TLS :

1. REWS->IRSWRSFS.
2. N=FEEXRBITHIEIEE Zoom/Pexip/BlueJeans/Mind/BEXFR.




Z2INRE

3. 7ef&WMA I TREIEEE TLS,

Yealinkvaw &=

=iy o 2 Ly
MRS RS TS SNBSS
H.323
- WSS i
SIPIES
SIP PEIE EWSHE Bm [
R ZTE% zoom [+
RS zoomerc.com
=EiRn
TSR TLS |~ |
AT 3600
SRTP =3 ]
DTMRE! RFC2833  [v]
DTMFEZ; (96~127) 101
ke 30
BFCP 1= I £1
FECC(SIP) E:t

4. RERTRFERE.
BT R EECE SIP WS{ER TLS :

1. REWS->SIP WS,
2. TEAEWMBNTHAEFERE TLS,

Yealinkvae &%

WA HIBSTE SR W

i3 e = =R v

SIS
-

SIP PESE

e HhE
=
RS [10.2.1.48 | wnsoe1 |
S %A v
{RIBARS L \ | wo(sos0 |
| et Tis « |

3. RLRRRFERE.
B R E L CAIES :

1. AhREL->ZEETED.
2. =l
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3. WA ENIERENATES.
IEPE ARSI pem, * der, *.crt Bg*.cer,

Yea"nk vcilg  BR

EX \ #s waE mae 0 s
EEEEE b 1
BEEES \ 5

3

4

5

6

7

8

9

10

G

ORESEEEs =@ v|

EFREmiA B v|

CAES |£30ES v

SABISIES
| ISR [C:\fakepathica.crt | .| | b5
4. mEEfE.
RITURERTR ERZEAL ', IEPIIRENEBHNERER  HE8E. MAkE
AR,

BT Pt F Ef E L IR ISERRSS 2RI AR

1. AERE->EEEES.
2. NRAHSIEER NMEPGEENAE.
3. MARA@A TAAEPIEEENAYE.
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4. M CAER FHAEFIERELIRAEIRSS SRR (ERY CAMEREEY,

Yealink vc..o
El FE #EE il i TP
3
4
5
6
7
8
9
10
[
ORFERITIR B
APERA 2 [=]
CAEF LEER [~]
SASEEND
SR SE. b

5. mLiRRGFREFEE.
MIUFREEHINEE "RECXE  FERRTEN. REAVIER?".

6. RLIRRESL,

B MR EEEIRIES :

1. RER2->RSSEIED.

2. REN...

3. MAHEITENIEERESAER.
TEPBIE I pem B> cer,

Yealink vcio  &m

S pEE e o W5
B i
PRSI
BEILH BAER [~
SABE BT
| uli ol R g e C:\fakepath\server.pem Sils. . =]
4. = EfE.

MUREER ERREMD V. IERIREREPHERER 5658, MAE
MBS,
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B R EA B IREARIERGEBRE

1. [RERL->RSHIESD.
2. ERHIEP NETIEFEENAYE.

Yealinkvc:o #%

=2 feE s g S
RIRHHES 10.2.1.89 YL Mar 17 11:07:20 2021 GMT 1}
RS EES i
BELH BiLER Il
SARESEED
blIEai: e g | b

3. RERRFREFEE.
MR EEHNEE "RECRE  FERRTEXN. REVER?".
4. RERIZESRIR.

T2 LRHEMIDY (SRTP )

LLLAHMERNY ( SRTP ) FSRINE SIP @IESAY RTP i, 1BIEHY RTP #0 RTCP i
G RFC3711 B AES ELEFHTING, 1NZE RTP AR HEURRM R | B
To AR, RERKA A MERSEIENESE. E(FEMA SRTP INEEE , BiENA Y
JREIRSFFS SRTP IhAE. 1E@IEWSFFE SRTP IAEfE | RinSiminintiaE2(#E RN
INZEE, hEISIEBE RFC4568 FRfE,

AFCIFIURT | RiRiSETEESHN RTP IIZEER INVITE HE KA EEERITIRE

Uif,

TEZE SDP ShfET RTP IIEHEIERY INVITE JHER -

m=audio 11780 RTP/SAVP 0 8 18 9 101

a=crypto:1 AES_CM_128 HMAC_SHA1_80
inline:NzFINTUwZDk20GVIOTc3YzNkYTkwZWVkMTM1YWFj

a=crypto:2 AES_CM_128 HMAC_SHA1_32
inline:NzkyM2FjNzQ2ZDgxYjgOMzQwMGVmMGUxMzdmNWFm

a=crypto:3 F8_128_HMAC_SHA1_80 inline:NDIiMWIzZGE1ZTAwZjA5ZGFhNjQ5YmEANTMzYzA0Q
a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:9 G722/8000

a=fmtp:101 0-15

a=rtpmap:101 telephone-event/8000

a=ptime:20

a=sendrecv

TR EIIET RTP INEEIERY INVITE HE S  WNSRMERE |, [M5/Y 200 OK



Z2IRE

HEHETH R RTP IIEEIE,

THEZ7E SDP ##75 RTP INZEARY 200 OK iBEZRMI :

m=audio 11780 RTP/SAVP 0 101

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=crypto:1 AES_CM_128 HMAC_SHA1_80 inline:NGY40GViMDYzZjQzYTNiOTNkOWRiYzRIMjMO0Yzcz
a=sendrecv

a=ptime:20

a=fmtp:101 0-15

SRTP TIEERIECESENBUT ¢

sH i8R &R
1B5E SRTP INREZEL,

1RBILAS> B9 Zoom/Pexip/Blueleans/Mind/B
ENFED, SIP IS, SIP IP BiRIERE SRTP 2
?II__O

FFHIZEELR ¢

SRTP o E[E-—SIPEIEEEA SRTP IhEE. P DU

o ES—SXI75HNE SIP BIEREEER
SRTP IhgE,

o &SI EIEIRFIGER SRTP I8E.

&iF : BAZA.

{ZBk/StarLeaf T EAIFEE.

SRTP BIEAVEIAUN BT

i it SEl 1S £
Sl SRTP 1&iF SRTP 1&iF EN e AVALE S
hiE SRTP j@i& SRTP @& RTP &iF
A PN IZEAVAErS RTP j@iE RTP i@iE
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w47 SRTP @R , EESnETeERae=C) B

WISRAEF SRTP , JLARERHS(EMAECE S TLS , {5 SRTP IIZNZLMt, BETHRE
ZETFT TLSHER | 1BEIRE 229 MY EaEZ <.

EZRITTRE I Zoom/Pexip/BlueJeans/Mind/BEX E&EIE SRTP LIk :
1. SEWRS->RSNIRSES.

2. \NZEAHXBITHIEILIE Zoom/Pexip/BlueJeans/Mind/BEENES.

3. M SRTP MEFHEEEIRENIRE,

Yealink vcio &%

A= EES T E TR RS TES
H.323
— ZMEIRTE ZEM
e — ST B [=]
) ZPEHE Zoom [=]
FREE zoomere.com
=R
REE TCP [=]
S fiet 3600
SRTP 2@ [~] |
DTMFzeR! RFC2833 [=]
DTMFHE 2R DTMF-Relay
DTMFE, (96~127) 101
SEENR 30
BFCP BA [
FECC(SIP) =T [=]

4. SHRTIREERE.
BT REP SIP IKSHEE SRTP TIEE :

1. ATS->SIP KS,



Z2INRE

2. M SRTP THIEFIEIFEIREAILE,

Yealink vci

MRS e

H.323

SIPMKS

SIP PR

o) S

BREEE
TEIERRSS 2
HEIERRE St
I
AT

| SRTP

it

=i v

[10.2.1.98 =T
| | wo(sos0 |
UDP v

0 v

3. HEHRTEFRE.
BiIMI R E P SIP IP BERECE SRTP INEE :

1. mEEWS->SIPIP Bik.

2. M SRTP THIEFIEIZFEIREAISLE,

Yealink vci.0

MAL RS FE

H.323

SIPIES

SIP PEEE

AT

SIP IPESHE L] v
EHIF TCP v
SRTP gl v |
DTMR2E
DTMFERE; (96~127) [101 |
NATH=; E33 v
RPort
BFCP
FECC(SIP) BEH v

3. RERIRTEME.

H.235 IN%

H.323 1 4% AES iSF2(E R Diffie-Hellman BX4BAsHaE £, H.235 (ARIZHLEHIAIE.
HURINZFI=EL M ThEE, BITEGA(RIE H.323 BiEHESEE. RS ENAK

piit: NEoe= N
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VC110 SRR I F H.235 %, EfEF H.235 INEEIE , BESLRERE
H.235 N ThaE. FEEBIEXNIIFE H.235 INEINEEE |, RinSiminEintEEERN
BEE.

H.235 THEERIECESENBUT ¢

ol 1588 EEH

f8XE H.235 BHE3UTI0ZE. R LAY
Bl StarLeaf =F&EE H.323 MY
ECE H.235 FAE3ITINzE.

SIFRIRELE -

o EF—H323 BIEPEZE

H.235 FAE3ITINZETHEE.
H.235 B5E3IRINER TSR E
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497 root 2276 S¥  Svealinly'binSggswea ipp

495 root 2276 S¥  Svealinly'binSggswea ipp

499 root B8T6 S¥W Syealink/bin/ggswea_ipp

500 raoot BETE S¥ Syealinl/bin/ggswea_ipp

501 root S5TE SW  JSyealink/bin/zzswvea ipp

S0T root 16424 S¥ Jfyealink/bin/Screen. exe

508 root 10344 5%  JSyvealink/bin/sipSerwver. exx

509 root 10344 SW  fyealink/binfsipServer. exx

515 root 168424 2%  Sfyealinly/bin/Sereen. exe

51T root 16424 3% fyealink/bin/Screen. exe

519 roaot 10344 3%  Srealink/bin/sipServer. exx

521 root 16424 S¥  Jfyealink/bin/Scresn. exs

S22 root 16424 S¥ Jfyealink/bin/Screen. exe
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1228 root 4624 S¥  Svealinlybin/mini_httpd -p 80 -d fyealink/html —e cgi

1223 root 2812 SWH sh -c od ftmp;ifeconfig »* Messages:;ps > Messages; tar

1230 root 2512 EWH p=
Feb 29 06:01:09 mini_httpd[388]: mini_httpd c(1510):child process 1227 exit!
Feb 29 06:01:12 mini_httpd[1232]: mini_httpd c(1997):path: fcgi-bin/Confi gManhpp. com, query: Id=ET
Feb 29 06:01:12 mini_httpd[388]: mini_httpd. c(1510):child process 1232 exit!
Feb 29 06:01:12 mini_httpd[1233]: mini_httpd c(1997):path:fegi-bin/ConfigManhpp. com, query: Id=2T
Feb 29 06.01:12 mini_httpd[388]: mini_httpd. c(1510):child process 1233 exit!
Feb 29 06.01:12 mini_httpd[1234]: mini_httpd c (1997):path: fegi-bin/ConfigMandpp. com, query  Td=2T
Feb 29 06:01:12 mini_httpd[388]: mini_httpd c(1510):child process 1234 exit!
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B

iz AKX

X X3
-11:00 Samoa
-10:00 United States-Hawaii-Aleutian
-10:00 United States-Alaska-Aleutian
-09:30 French Polynesia
-09:00 United States-Alaska Time
-08:00 Canada(Vancouver, Whitehorse)
-08:00 Mexico(Tijuana, Mexicali)
-08:00 United States-Pacific Time
-07:00 Canada(Edmonton, Calgary)
-07:00 Mexico(Mazatlan, Chihuahua)
-07:00 United States-Mountain Time
-07:00 United States-MST no DST
-06:00 Canada-Manitoba(Winnipeg)
-06:00 Chile(Easter Islands)
-06:00 Mexico(Mexico City, Acapulco)
-06:00 United States-Central Time
-05:00 Bahamas(Nassau)
-05:00 Canada(Montreal, Ottawa, Quebec)
-05:00 Cuba(Havana)
-05:00 United States-Eastern Time
-04:30 Venezuela(Caracas)
—04:00 Canada(Halifax, Saint John)
—-04:00 Chile(Santiago)
-04:00 Paraguay(Asuncion)
—-04:00 United Kingdom-Bermuda(Bermuda)
-04:00 United Kingdom(Falkland Islands)
-04:00 Trinidad&Tobago
-03:30 Canada-New Foundland(St.Johns)
-03:00 Denmark-Greenland(Nuuk)
-03:00 Argentina(Buenos Aires)
-03:00 Brazil(no DST)
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X X2
-03:00 Brazil(DST)
-02:30 Newfoundland and Labrador
—-02:00 Brazil(no DST)
-01:00 Portugal(Azores)
0 GMT
0 Greenland
0 Denmark-Faroe Islands(Torshavn)
0 Ireland(Dublin)
0 Portugal(Lisboa, Porto, Funchal)
0 Spain-Canary Islands(Las Palmas)
0 United Kingdom(London)
0 Morocco
+01:00 Albania(Tirane)
+01:00 Austria(Vienna)
+01:00 Belgium(Brussels)
+01:00 Caicos
+01:00 Chad
+01:00 Spain(Madrid)
+01:00 Croatia(Zagreb)
+01:00 Czech Republic(Prague)
+01:00 Denmark(Kopenhagen)
+01:00 France(Paris)
+01:00 Germany(Berlin)
+01:00 Hungary(Budapest)
+01:00 Italy(Rome)
+01:00 Luxembourg(Luxembourg)
+01:00 Macedonia(Skopje)
+01:00 Netherlands(Amsterdam)
+01:00 Namibia(Windhoek)
+01:00 Poland (Warsaw)
+02:00 Estonia(Tallinn)
+02:00 Finland(Helsinki)
+02:00 Gaza Strip(Gaza)
+02:00 Greece(Athens)
+02:00 Israel(Tel Aviv)
+02:00 Jordan(Amman)
+02:00 Latvia(Riga)
+02:00 Lebanon(Beirut)
+02:00 Moldova(Kishinev)
+02:00 Russia(Kaliningrad)
+02:00 Romania(Bucharest)
+02:00 Syria(Damascus)
+02:00 Turkey(Ankara)
+02:00 Ukraine(Kyiv, Odessa)
+03:00 East Africa Time
+03:00 Iraq(Baghdad)
+03:00 Russia(Moscow)
+03:30 Iran(Teheran)
+04:00 Armenia(Yerevan)
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X HX=
+04:00 Azerbaijan(Baku)
+04:00 Georgia(Thilisi)
+04:00 Kazakhstan(Aktau)
+04:00 Russia(Samara)
+04:30 Afghanistan(Kabul)
+05:00 Kazakhstan(Aqgtobe)
+05:00 Kyrgyzstan(Bishkek)
+05:00 Pakistan(Islamabad)
+05:00 Russia(Chelyabinsk)
+05:30 India(Calcutta)
+05:45 Nepal(Katmandu)
+06:00 Kazakhstan(Astana, Almaty)
+06:00 Russia(Novosibirsk, Omsk)
+06:30 Myanmar(Naypyitaw)
+07:00 Russia(Krasnoyarsk)
+07:00 Thailand(Bangkok)
+08:00 China(Beijing)
+08:00 Singapore(Singapore)
+08:00 Australia(Perth)
+08:00 Russia(Irkutsk, Ulan-Ude)
+08:45 Eucla
+09:00 Korea(Seoul)
+09:00 Japan(Tokyo)
+09:00 Russia(Yakutsk, Chita)
+09:30 Australia(Adelaide)
+09:30 Australia(Darwin)
+10:00 Australia(Sydney, Melbourne, Canberra)
+10:00 Australia(Brisbane)
+10:00 Australia(Hobart)
+10:00 Russia(Vladivostok)
+10:30 Australia(Lord Howe Islands)
+11:00 New Caledonia(Noumea)
+11:00 Russia(Srednekolymsk Time)
+11:30 Norfolk Island
+12:00 New Zealand(Wellington, Auckland)
+12:00 Russia(Kamchatka Time)
+12:45 New Zealand(Chatham Islands)
+13:00 Tonga(Nukualofa)
+13:30 Chatham Islands
+14:00 Kiribati

fi#R B : BI{S{E CAED

ZKimt)” WE 36 NEBRYREE CALES :

e  Symantec Class 3 Secure Server CA

e  Class 1 Public Primary Certification Authority
e  Deutsche Telekom AG Root CA 2
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e  VeriSign Class 1 Public Primary Certification Authority - G5
e  VeriSign Class 3 Public Primary Certification Authority - G4
e  VeriSign Class 3 Public Primary Certification Authority - G3
e  VeriSign Class 1 Public Primary Certification Authority - G3
e  GeoTrust Primary Certification Authority - G2

e  Yealink.com

e  Yealinkvc.com

e  Class 3 Public Primary Certification Authority - G2

e  Equifax Secure Global eBusiness CA-1

e DigiCert High Assurance EV Root CA

e  VeriSign Universal Root Certification Authority

e  Equifax Secure Certificate Authority

e  Thawte Primary Root CA

e  Thawte Personal Freemail CA

e  Class 3 Public Primary Certification Authority

e  GeoTrust Global CA

e Quickconnect.starleaf.com

e  GeoTrust Primary Certification Authority

e  GeoTrust Universal CA 2

e  GeoTrust Global CA 2

e thawte Primary Root CA - G3

e thawte Primary Root CA - G2

e  Class 1 Public Primary Certification Authority - G2

e  Thawte Premium Server CA

e  VeriSign Class 4 Public Primary Certification Authority - G3
e  StarLeaf CA

e  VeriSign Class 2 Public Primary Certification Authority - G3
e  Thawte Server CA

e  Equifax Secure eBusiness CA-1

e  GeoTrustInc.

e  Class 2 Public Primary Certification Authority - G2

e  Class 4 Public Primary Certification Authority - G2

e  VeriSign Class 3 Public Primary Certification Authority - G5
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