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3 Conf2 Conference 5003 2217 5001
- Jane Conference 5005 2214 2568
5 Lane Local 2217 2218
6 Lily Conference 5002 2211 6078
7 Lucy Local 2006
8 Michale Local 5003 2212 4967
9 Robot Conference 5001 2210 3640
10 Tom Conference 5004 2213 1782
BH

5. (FIIEWD) A 58— AT HARAE Nn AR .
IR, CSV SCAFINE —ATARBUE R AT A
6. (i) 2 EMERIEA B RN -
R 23k, 2 JRAT IR HR R RS B B o
7. 1RSI LB TR s B SN ZIME B S ARIE
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WARE R, AFAZINEL, MRIEFERLR, ZIIEEHERNERAAN
k4%, ALk SE number1/2/3, ZFIME B B AR AN S5,

CHE—TEIRENTE  VRRRERRREA
KRR v B4R - number! v number2 number3 v
1 display_name group numberl number2 mumber3
2 Confl Conference 5005 5002
3 Conf2 Conference 5003 2217 5001
4 Jane Conference 5005 2214 2568
5 Lane Local 2217 2218
6 Lily Conference 5002 2211 6078
7 Lucy Local 2006
8 Michale Local 5003 2212 4967
9 Robot Conference 5001 2210 3640
10 Tom Conference 5004 2213 1782
#% A
8. sl

FHRR I FABRRANL.
1 X TR T 3 Y A LB 2R N B XML (B CSV) ST

L pBRR A AHUE R .
2. RERA/RHERRA, EFFH XML XA SR H CSV 3XfF.
3. s fRAE, KLORAFRIA M TSN L.

LDAP

LDAP (Light Directory Access Protocol, B HF Ui M) £—Aa4T74E IP M
2% (RS Z BN, 3R Bt — R BIS i AP 7 A 30 H A5 BIRSS DI RE . 1R F] ARG B 20 5
SCFF LDAPv2 BX LDAPv3 ) LDAP AR 55 &% HEATHEHE . 283 S FF LAR LDAP 5545

e Microsoft Active Directory

° Sun ONE Directory Server

. Open LDAP Directory Server

e Microsoft Active Directory Application Mode (ADAM)

LDAP 5 K (A1 i /2 I 7 R A LDAP IR 5548 X 4R IBE RN, 17 A 75 B 7E A Hh 4 4 FL 6 4
LDAP JIg 45 &3 [a] (16 22 N A5 B2 Rz, AP mT LAREAY LDAP BX RN, (HAREARIN. Jw
A MR LDAP B RN o BB 63 ] DAYE Ko RS LDAP 2R (T JE 461, B R Bk
AN R B AE BRI AT HE R R NS
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FE4 ¥ E3AT LDAP B R K17 K-

o  ERSHHMEEMAZLRNNE (HiREEEKR ALK CEH LDAP).

o FERLILAFM, M “FFE” HUEN LDAP R M, MAEHRINE,

L AOR IR ZRIE K45 LDAP IR 5545, LDAP JIR 55 a5 MR8 i N\ (48 22 P4 2 ARG B A el D 2% 11

XA R R NEATIR, IR K DL A 25 Rk [ 25 25 0

LDAP J& 1t

RS 2 EAT LDAP 2RI 22 F B K) LDAP J& k-

w5 B VB
gn givenName 4,
cn commonName FH 44 AN 79 44 2 1Y) LDAP J& 4
sn surname WK
dn distinguishedName AN H BIME— AR IR
dc dc 0 A
- company N FE BV R FR
- telephoneNumber I FHLE
mobile mobilephoneNumber Bamihs
ipPhone IPphoneNumber KL IS
LDAP [IBCEZH 4RI T -
S8 P BREHX
J& B4 FH LDAP.
LDAP FF3% W4 T F T
& BN
Fic B £ 3 [7] LDAP i 55 4% K 48 2 %
LDAP Z#R it € R NEAS SURS S0 ]
ZH: (| (cn=%) (sn=%))
i B %3 1) LDAP JIR 25 8% R 48 2 R
FR) S gk
LDAP S5t 8 X il
24
(| (telephoneNumber=%) (mobile=%))
LDAP fR%-38Hhdk | & LDAP IRZS2%01 1P Huhk i 44 . 4 5T S 1
Pt & LDAP fIR. 25 28 i35 11
WwH5 X T S TH]
Bk B 389,
s g o
LDAP S 4 I B %5 5% LDAP w45 #% 58 UE H ' 44 T
B BT LDAP REFARHIH P 4,
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S YA BEHTR

HH LDAP IR 45 28 & B G 3Rk . 4 5 LDAP
AR5 2% FOVRRE 44 VGIE, R AT LA T
H LDAP FH 4.

Mt & 5% LDAP AR 55 2% [ 36 E %60
&1E: Bk LDAP RES2e &Y,
LDAP %15 LDAP IR 45285 ¥ DU $R 4t . 4 & LDAP WX 0T 5 1
AR5 2% FOVRRE 44 VGIE, R AT LA AR
B LDAP #44,

FC B LDAP e 5% 2344 R AR B A2 o
LDAP A 4. M 5T S

cn—manager, dc=yeal ink, dc=cn

Jic . LDAP i 5% a5 ik 1] 45 2R 21 I 2R

Max. Hits (1732000) T Ty X T F 1

At & LDAP AR 45 #% iR Al ) BE &R N 44
IR

LDAP Z#RJE 1k &1k 2R NAFRENER 26 WX T ST
[
2. cn sn
it & LDAP AR 4523 B Al ) BE &R N 4
R

LDAP S5 )& 1 £¥E: ZANBARNSIE M0 2 X T ST
bt .

244]. telephoneNumber mobile

€ B 2 b TR IR N R IRLL

P
LDAP B/R 4 #FE: ZADERRNBPEE S0 RDE]
It
M. %cn
F5 7€ LDAP fiRk 55 %156 F A Wb LR AS
LS Kk WU LDAP IR 525 R b ¥4 B
WA —HL.
JE P B AE ] 28 3mSR L 5 5 55 LDAP
LDAP JLPER e, kR AN AT ULAL W T S

#FVE: BOALE

Ji 828 FH 225 5% LDAP iR 45 2% 1R [F]
LDAP #%& Pivs
e S e PSR I
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S i

& BUAZEH

BEHTR

AL TR 25T LDAP B S R B RoR Tk, W RAS % RFC 2254 SCRY:

http://www. ietf. org/rfc/rfc2254,

E I W T S T B & LDAP:

1. SHBERAN-OLDAP,
2. FEAFSL A X 35 H SN AH R A
3. TEFHN N PAE g A N A

Yealink v
| AMERE \ LDAPF X &R =]
dien | LDAPRHFITIE (I(en=%%)(sn=%))
LDAP b N :
o= ‘ LDAPEWHE (I(telephoneNumber=22)(1
LDAPHRS 4kt openldap.iot.yealink.com w0 389
LDAPA P cn=manager,dc=yealink,d:
LDAPER CXTTTYYY)
LDAPELRY de=yealink,dc=cn
Max. Hits(1~32000) 50
LDAPEHREM cn sn
LDAPEBEH telephonelumber mobile
LDAPETRE %cn
iy M3 [=]
LDAPIUESRH, BR [+]
LDAPTHRE &R =]

4. FARRAFAE.

ETEIDR

VC110 2 AL & i B 22 REAS A7 100 MIETEIC R (AHIETFC R 2B IHILR). 8
LA A ETIR . REORE, SRSHEMCERBIIR. RKATUAES . MERE
TG SR B I 51 T AR R N o AT AT LIS o Do DT 5 0 8 42 s B 2 1P A
eI L E b i e N (S PEd AN A Cb N T B efer 1| ES i R T S N TR 3 2t A A2 L AR
) T T B SR . £ m RO E B TR C R I RE, I RAEAIE TR IC R I RE, &
I ARAFE T IC R . 1 AR SE 2 0 T T ic Bl TG R D RE, IS 111 TR R i
THILR
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B MR HEEEIERILR:

L AHBRRABEIEER.
W4 I T S s T AT I8 R %

Yealink vc..

AHB AR | | WhsiEiEiaR v | | pEEEaR v
BELR & [7] =) 90001 20:28:24 2014/07/23
LDAP [] 4 sooot 10:57:49 2014/07/23
BE [7] 4D Yealink vC40... 10:23:07 2014/07/23

2. MiLEFTEBELS, RBEEAFEEIGICRSER.
I Y TS T PR L T T R
1. SHBRRANOBIHIESR.
WA AT SR T Al i i St .
2. K RAR RS BRI B S .
3. MBI VR AE a5 o BRIy f 2578 B b
PRAT PLIGE 5 A AT TE 5 W Y B A AT Y

Yealink e &%

FHBRFE | mhsdimeR v | | prEREER v |
BIFEFE ] =) sooot 20:28:24 2014/07/23 e
LDAP ] %) so001 10:57:49 2014/07/23 o
= RIERHE: 00:20:34
RE ] X goo02 00:00:00 1900/01/11
[ X 90002 00:00:00 1900/01/11
[T %) so02 09:20:37 2014/07/23

WIS TP “OETE P 7, JF B Sk R E A .
68 3 PO 57 A B 1 T R
L mEBRRABEFILR.
A S T s BT A S R
2. AEEMIERIE LR
3. mdTBBREIEILR, EFMIBREFIR.

Yealink c..0

| EHBRF |

BIFILFR b [7] 4 aooot

LDAP <) so001

&R ) Yealink VC40. .. 10:23:07 2014/07/23
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4.

o0 T 5 T 56 2 X A

TR EHANEIZICT ?

AR AR .

PRAT LA BRSE 1E % T PHE e B BRI BR 25 i) A Jl 1L 5%

ZHER ALECSR

FZHEER NILACH R o vF 4 om e 4R 5 FIIARYE F PN 745, R A g R i &R
W%, JEMUUECSE R R E R B b, D - SROd AR Y o 2 SCHF I ILRC A1) 3%
A MEAEETE. AR A, ZBECR A LDAP, AL ESIR, RFEL
Je FZ5 % .

IR ELILAS LDAP 3156, Jo HZ AR AT, B ORZ o CUBCE LDAP. [ i 58 2 5C T i ic &
LDAP, &2 [R5 167 T LDAP,

1 P IR S T A B 2 s B R A LS -
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FEEHBRRNILECFIR X, MWEER FIZRME L340 N (K 512 IF i i .
HARINBIR 7S 1E I8 P RAET .

HEDRR 2 ININE 2 5 R BB R PIRHE S
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Yealink vci1
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BEILE
f235:) EH
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HE
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5. mIhRIRRA7ERAT -

7 A

VC110 —HBLI B A% BB T o KT BLE—PHLO SR BT 1 1 2 1A BB —
QR T I (R BR Y . ISR R R
RERERAE AL R | b o HLER I 6 R %, R |
kA R L .

MEEFH S B E (W) I VC110 —EHL R, ZEREHERINE R RR:

o NN, EERIRBE SRR A AN — BoR i 45 R AU (o2

AR .
At At
EEBRRE F_EBRRE
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LEEFEERRE WF) B VC110 —AHL BN, FFEFRER, ZRNKRAE
A~ REA

o EWN, EERBEEFERAMIM, 5 BN iRE kBRI AR

At PC 7R

FERARE BB E
BEEWE ERRED VC110 —EHL E G B, EBiFPREAESGRA:

o SRR HEAT B EK MUAUE TF HASHZ 5 5OH JR AR, RN A 5 R iL i
MU, 58— s et 4 B S s AS HULAL A -

L Uit Al
FEREE EoBRNKE
MEEHEESELT VC110 —FHL E G K, FHFEER, BENKRAE

AR RN

o NIRRT HEAT B RK MUAUE T HASHEZ i JE SR, BRI KRR A,
AN B R AE SR B R LT BB T RN AR RN N A

ES:

PC 7~

PR DL i
EEELEREF, BES RS2 EERPNE:

1. (EEERT, RSN

2. EFERIE (BB, Ik oK #.

3. HOBE RS T ARER SR RN, HE OK B
SREA 2 RKIERN . SRR R g% 1 5 LR ) Mis.
HHfRE RS 2 MERANSE, BRNAERIERIEERES 1 b

LIEE AR Bon % 2 BEIRIIN A
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ZEThE

ARG B A ThRE, BE U N
o M

Y

o MITIYII

o fREZLAE

o AN (SRTP)

o H. 235 n%

o AMPIHL

it
p=i

F PR

BOAEOL T, AT LB YT 1) SR B R M BR M B B AN T A S . ms B R
LMY 2% B A 19X B0 P T 0 206 PR 67 B B3 B4 A AT DA ) KT RO s T e P AR, F
FoE I g . BER A RS 1) 28 m s B (BRI, U N 05, Bk
JH P Bt S S e (N R B TR P R P R DAASE P PP SRR 28 24 i ) 14 0 7%
M CBRINIT PSR 408 “user™), BH. WEXIRKIEATIRE.

R P BRI B S8 AT

SH Vi REHR
fa e P 287,
A | o VRIS 05
BT R PR, %S BURE L0
& AN
Jo FH A I A
£ BRIAZEH.
mpms | s S TR
EZSHER TR, EH R
FERERIN T
Bt B S ) SR A R R
BRI S [ T ST R
F P VR LRI FE ASCIT 245 32-126 I} T AT
(0x20-0x7E) . YR TT LIS FH 2 25
HigENT.
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T TR 5 e R PR

. AERE-ORE.

2. MHEPERTFRAELERF.

3. MEAPER FHAELEREEH.

4. FEF PEERG X S N U ) S s A R P S BERT RN) T A A 1R

Yealink vcilo  BR

=2 EriEst B v
b B Ei v
RESEIES

mrem

5. mdRITIRAFHRIE

B R

L BRUN R FH 0 FH P 28 B 8 3 O, 3 o A B 7 S S R 24 iy Y s 1A 4% O I iR
B E SN DL E . BRARE B S “0000”. A A & B GIRCR 1
P RSB B OV . BT R, EUURR PRE OE EE RRY  E EE L
557 FF ASCTT F4F 32-126 (0x20-0xT7E ).

EHEMEE SR HIT

BH BB BB R
Fa 5 R (T
VAL SN EYE: BUCNEE R, B E ¥ T 1
PR, PP U A
N NS TRk s D B
HETE
#Z¥E: BUAJY “00007 . B
148 T B R B
. IXE??‘J?E’J = EJM- ﬁi N o~
%%w%ﬂuﬁaﬂm%ﬁ@mﬁ -
NE,
VAN T 1 B I T R R ,
‘ B NG v B TS P B g
HINEE BVE: BN RS LS R
\ . G il
2 M0 B R (R — 5

I RS S U R R

L. piRE->%EE.
2. MHPRETHALEHEEER.
3. TEHTEERD DX I N L 2w A B 5
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4. FEFTEERE X KB D
5. ERRIAEERD DX BT B B B D

Yealinkvce ==

A

=EaE -

(Sanes s
-

6. SRR AT,

ST B A T A T

. EFERBEOTERE (BRINEG: 0000)

2. FF TR X A A\ R B A 2
3. FEBTEHRD X I N T R B G
4. FERRATEE X IR U A\ B e B 0 B D
5. {EARFFHRIRAFICE
T R 2R A
W BT 17 54 Th

“EEBK.

REVRE 1 U7 1) £ 3 W DS T K77 50 83 SO A3 T HTTP M1 HTTPS H0 %

7 18] R 5L F 10, BRIAAS FH HTTPS Ppisl. HTTP 1 HTTPS J&I84TLE TCP/IP Phrisl e b (K87
JEWMS . HTTPS BIMSREXT P i >R T TH A Web AR 45 23R [0 LTI 3R A7 0 5 i 2% .
SE P U ) 28 it P4 T 5 TR P B R s 1

W5 ) R L B S B R0 T

AT LA

2 ViBH REHR
Jet B2 R P A6 HTTP Bl s
i) 25 3 4] DX DT 9T o TE
HTTP
&4 BINEH. IR T S T
U E S S S & R A
Fe5E HTTP B Ad A i s o
BYE: M 1 3] 65535 2 [AfFE—
HTTP %% M ANEEEL, RERTE 2 B R IR T S T
. BRilN 80,
FRUL B E S S & E N A .
HTTPS Jit B EE P 48 A HTTPS B T A
Ui ) £ 3 P ) 0 LT W T ST
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S

BB

BEHTR

ZYE: BOAE .

B AU o T B i R B

HTTPS ¥ 1

. BN 443,

T 5 HTTPS P A FH f ot 1 o
&E: HN 1 3 65535 2 [AfFE—
ANEHL, W PRFE 72 R WX 3 F T

B R B B T B i LR R

183 PO T 5 T X TR B BOR
L s I E >R BRI,

2. J A P B P ORI A L ) 3 15

Yealinkcio

BR
avam | R
| NAT/BIE | e = <]
mas # HTTPEEO [s0 |
[ T - B v
HTTPSED] [443 |
802.1x
802.1x #&50 =R ™
%S ]
MD5E55 [seeeeeee
AES R S
REES s
VPN
2= =R v
VONES L 1us. s

3. MR IRAFEE.

WA TS T O TEAE “BCE AR, R R AR

4. NIRRT E JE L.
B B A S B T A BRI
. EFFERORERE BRIAEG: 0000) >HEMNKZHE.

2. MRS RE T fHEEF ZAE I Bl o

3. HRFHRRIFICE.
BORREFREIN CHEER ARG EAN, RELAER?”,
4. EFERRIAEE Ko

FEBILEIEF? 7,




el

fRHERE

DA ZE L (TLS) e F AR5 Z 00, T 4R Al (5 i R 35 A8 3SR
FEH 22 Atk . Ao SCRpil IS TLS SEal e 4 AR AL Al iE S o TLS Wl s PN
. TLS #&F-PhBOR TLS ek P TLS 48 F- P SV IR 55 45 A0 % - i /5 EAT 2085 A8 4k
ZHTAHEAAE, PR s SEA NS 2590 . TLS e St il e s br i B f 4, JE e
K 1 58 B R R 2 M o TLS PisUfs R X AR oIn 25 Sy AT S B I A e, 58 FH SRR o
SR LRAIE B P  H F S B MAC 5035 CRAIEES A 117 50 2 4 o

VC110 2 W A2 o S 47 TLS 1. 0. %3 EAF (Cipher Suite) RN . NIUEF MAC &
EH G . L sCHF LA T A -

DHE-RSA-AES256—SHA

e  DHE-DSS-AES256-SHA

e  AES256-SHA

e  EDH-RSA-DES—CBC3-SHA

e  EDH-DSS-DES-CBC3-SHA

e  DES-CBC3-SHA

e  DHE-RSA-AES128-SHA

e  DHE-DSS-AES128-SHA

e  AES128-SHA

e  IDEA-CBC-SHA

e  DHE-DSS-RC4-SHA

e  RC4-SHA

e  RC4-MD5

e  EXP1024-DHE-DSS-DES-CBC—SHA
e  EXP1024-DES-CBC-SHA

e  EDH-RSA-DES—CBC-SHA

e  EDH-DSS-DES-CBC-SHA

e  DES-CBC-SHA

e  [EXP1024-DHE-DSS-RC4-SHA
e  [EXP1024-RC4-SHA

e  [XP1024-RC4-MD5

e  EXP-EDH-RSA-DES-CBC-SHA
e  EXP-EDH-DSS-DES-CBC-SHA
e  EXP-DES-CBC-SHA

e  [EXP-RC4-MD5
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I B T 25 AR R 55 2 ] S ST T )36 £ B I S R S

Fle Edt View Go Capture Analyze Statistics Telsphomy ook Hslp

BUEeE SEXELlac+aTe(ER @aaan EE®%| B

Filtr: | v Expression... Clear Apply
o, | Time |soures | bestination |Frotocol [nfa
1 0.000000 152.168.3.86 192.168.0.230 ss5Lv3  Client Hello
2 0.021345 162.168.0.230 192.168.3.86 SSLVE server Hello, Certificate, server key Exchange, server Hello Done
3 0.954947 192.168.3.86 192.168.0.230 S5Lv3  Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
4 0.970099 192.168.0.230 192.168.3.86 sS5Lv3  Change Cipher Spec, Encrypted Handshake Message
51.012295 152.168.3.86 192.168.0.230 sswv3 application pata, application pata
6 1.013562 152.168.0.230 192.168.3. 84 S5LV3 Application pata
7 1.013667 152.168.0.230 192.168.3.86 S55Lv3 Application Data

i

Frame 13: 652 bytes on wire (5216 bits), 652 byTes captured (5216 hits)

Ethernet II, Src: Wmware_72:c9:2e (00:0c:29:72:c9:2e), Dst: Xiamenve_11:12:h7 (00:15:65:11:12:b7)

Internet Protocol, src: 192.168.0.230 (192.168.0.230), Dst: 102.168.3.86 (192.168.3.86)

® Transmission Control Protocol, Sre Port: https (443), Dst Port: nmsserver (22440, sSeq: 1482, ack: 437, Len: 586
Secure Socket Layer

B—b: AuiRiE “Client Hello” JHBIER SSL Bz, 1% B 4ot SR I 5
VEAN A B ) BE ARG R 55 75 -

BB RSN “Server Hello” W&, 34 SSL &I, £ “Server Key Exchange”
HEFRIEHAPHE . Ll “Server Hello Done” V¥ RN 78 LI -

B=b. &imkik “Client Key Exchange” i&3RAl “Change Cipher Spec” 7§ B kKi%k
UEH (HRSGEHERAHME.

B IRS28Kk1% “Change Cipher Spec” VB, NZ G KIER A M BIBIE ViR ik
i,

P& T RE T8 R, 2 AR 55 25 88 FH 10 7o RO TP I 85 B0 AT 0885 o B 17 o R B0 A% 4
A LA TLS &b, Rt o] DA 2 263 (1) STP K54 I TLS A& il =4 TLS W )5 »
SIP T fAH AN

EH
] DAER TLS & P i B TLS M4 . TLS 75 2 LA N E R HAT TLS #EF-:

o RASAERI CAIET: MR GRS AEE T TLS R, 20 A iR 8 2215 11/ CA
UEFHRIGUE R 25 4 KIEHUET, e xRS B E. ZXimH] NE 30 NMF
FIAIEAT CA TEF . ARAT L2t EAEILA CAETS (2 10 ). &KifisCFF
(/) CA iEF525%447 . PEM, CER, CRT HIDER. AHZE TN & 30 N FH A S4F CA
WP, ESFSE 218 TUAIR 3¢ B: AI{E4T CA UE15.

o AYHIEH: 4H %EF%%*%%%LiHﬁL%H,A%ﬁ%%mﬁ%%gF
Ui AT IE o« 235 P9 B PN UE T P — () 2 i UE 5 A8 A B 8 o liE . URATEA L
f—AN 5 U AIE T o B A& AT 8 55 2 BT AR I 2&miE 5 G W E
E A REBMIR) o &uiiE 2B L AN PEM 8% CER.

2ty SCRFARGEER NI CA TEFS AN A% 1) CA IEFS A TEELE L IR 55 85% - IR AT LS E b ik
ﬁ%%ﬁﬁ%ﬁ%%mmﬁ*@-%%ﬁ% H & G s 4 HHETS . ARE ] LU E

i A& 20 HA R P S AT VIE A 28 35 o 38 ) 4% DA IE T B Ao 28 o 5 A DAE JE 43 e 55
%k%%ﬁ%m B4 o 22 A AIENLEIEE RFC 2818.

TLS THEEHIBL B SN HIn T

S L] BB 7
feT R TR 2 STP K5 (A P il - R AR




el

S

YA

BEHTR

SCRFETPRNAT -

e UDP—i@id UDP Wi, v SIP
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e  TCP—iid TCP ¥, N SIP
MEPSE S R X T
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MEPSE S S (2 T

e DNS-NAPTR—# A4 M STP iR
o8 1, kAT DNS
NAPTR A1 SRV #if], K&k
R 55 3 BRI 1

Ak ZunBRINME A UDP B

RECHE SIP K 54 FH TLS 81 TCP ¥

W FRERTEM I STP AR %5 % X FF

TLS B TCP. GRAEH TLS, R

BN A STP AR5 #%1) CA iIE

.

4 5T 5 1k

RAFRGHELES

i L2 15 HEEa@E I U IER
i &

£y BAEH.

WRIEPE G, iR CAET
SRR E IE R BV IEIR 55 2%
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VEELERA S
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R i]
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¥ 5 22 15 50 UE IR 55 2 UE T3 10
CommonName (A4 Hr)
SubjectAltName (FHLHIZ ).
£k BRIAZEH .

Ft R E S S EN R

Rl
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8 58 i UIE IR 55 8%AIE 15 B A
[ CA IE AL,

o BUAER LA ER
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H.323 ERHATS ==}
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496 root 2876 S¥ Svealinly'bin/ggswea ipp

497 root 2276 S¥  Svealinly'binSggswea ipp

495 root B3T6 ¥  Syealinl/bin/ggswea_ipp

499 root BETE S¥ Syealinl/bin/ggswea_ipp

500 raoot BETE S¥ Syealinl/bin/ggswea_ipp

501 root BETE SW  Syealink/bin/ggsvea ipp

S0T root 16424 S¥ Jfyealink/bin/Screen. exe

2058 root 10344 SW  fyealink/bin/sipServer. exx

509 root 10344 SW  fyealink/binfsipServer. exx

515 root 168424 2% Sfyealinly/bin/Sereen. exe

51T root 16424 5% Syealink/bin/Secreen exe

519 roaot 10344 3%  Srealink/bin/sipServer. exx

521 root 16424 S¥ Jfyealink/bin/Screen. exe

S22 root 16424 S¥ Jfyealink/bin/Screen. exe

223 root 16424 S¥ Sfyealinl/bin/Screen. exe

524 root 10344 SW  fyealink/binfsipServer. exx

525 root < [IRR 45]

576 root 10344 3%  Srealink/bin/sipServer. exx

52T root 16424 5% Syealinlk/bin/Screen exe

528 root 16424 S¥ Jfyealink/bin/Screen. exe

529 root 16424 S¥ Jfyealink/bin/Screen. exe

1147 root 1788 SWH =leep 1000

1227 root 10120 ZWH ConfigManhpp. com

1228 root 4624 S¥  Svealinlybin/mini_httpd -p 80 -d fyealink/html —e cgi

1223 root 2812 SWH sh -c cd ftmp;ifconfig »> Messages;ps »> Messages;tar

1230 root 2512 EWH p=
Feb 20 06:01:00 mini_httpd[383]: mini_httpd. c(1510):child process 1227 exit!
Feb 29 06:01:12 mini_httpd[1232]: mini_httpd c(1997):path:fcgi-bin/Confi gManhpp. com, query: Id=2T
Feb 29 06:01:12 mini_httpd[388]: mini_httpd. c(1510):child process 1232 exit!
Feb 29 06.01:12 mini_httpd[1233]: mini_httpd c (1997):path: fegi-bin/ConfigMandpp. com, query  Td=2T
Feb 29 06.01:12 mini_httpd[388]: mini_httpd. c(1510):child process 1233 exit!
Feb 23 06:01:12 mini_httpd[1234]: mini_httpd c (199T):path: fegi-bin/Confi gManhpp. com, query: Td=2T
Feb 29 06:01:12 mini_httpd[388]: mini_httpd c(1510):child process 1234 exit!
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—11:00 Samoa
—10:00 United States-Hawaii-Aleutian
—-10:00 United States—Alaska—Aleutian
-09:30 French Polynesia
—-09:00 United States—Alaska Time
-08:00 Canada (Vancouver, Whitehorse)
-08:00 Mexico (Tijuana, Mexicali)
—-08:00 United States—Pacific Time
—07:00 Canada (Edmonton, Calgary)
—07:00 Mexico(Mazatlan, Chihuahua)
—07:00 United States—Mountain Time
—07:00 United States—MST no DST
—06:00 Canada-Manitoba (Winnipeg)
-06:00 Chile(Easter Islands)
—06:00 Mexico(Mexico City, Acapulco)
—06:00 United States—Central Time
—05:00 Bahamas (Nassau)
—05:00 Canada (Montreal, Ottawa, Quebec)
—05:00 Cuba (Havana)
-05:00 United States—Eastern Time
-04:30 Venezuela (Caracas)
—04:00 Canada (Halifax, Saint John)
—04:00 Chile(Santiago)
—04:00 Paraguay (Asuncion)
—04:00 United Kingdom-Bermuda (Bermuda)
—04:00 United Kingdom(Falkland Islands)
-04:00 Trinidad&Tobago
-03:30 Canada—-New Foundland (St. Johns)
-03:00 Denmark-Greenland (Nuuk)
-03:00 Argentina (Buenos Aires)
—-03:00 Brazil (no DST)
-03:00 Brazil (DST)
—02:30 Newfoundland and Labrador
-02:00 Brazil (no DST)
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—01:00 Portugal (Azores)
0 GMT
0 Greenland
0 Denmark-Faroe Islands (Torshavn)
0 Ireland (Dublin)
0 Portugal (Lisboa, Porto, Funchal)
0 Spain—Canary Islands(Las Palmas)
0 United Kingdom(London)
0 Morocco
+01:00 Albania(Tirane)
+01:00 Austria(Vienna)
+01:00 Belgium(Brussels)
+01:00 Caicos
+01:00 Chad
+01:00 Spain (Madrid)
+01:00 Croatia(Zagreb)
+01:00 Czech Republic (Prague)
+01:00 Denmark (Kopenhagen)
+01:00 France (Paris)
+01:00 Germany (Berlin)
+01:00 Hungary (Budapest)
+01:00 Ttaly (Rome)
+01:00 Luxembourg (Luxembourg)
+01:00 Macedonia (Skopje)
+01:00 Netherlands (Amsterdam)
+01:00 Namibia (Windhoek)
+01:00 Poland (Warsaw)
+02:00 Estonia(Tallinn)
+02:00 Finland (Helsinki)
+02:00 Gaza Strip(Gaza)
+02:00 Greece (Athens)
+02:00 Israel (Tel Aviv)
+02:00 Jordan (Amman)
+02:00 Latvia(Riga)
+02:00 Lebanon (Beirut)
+02:00 Moldova (Kishinev)
+02:00 Russia(Kaliningrad)
+02:00 Romania (Bucharest)
+02:00 Syria (Damascus)
+02:00 Turkey (Ankara)
+02:00 Ukraine (Kyiv, Odessa)
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+03:00 East Africa Time
+03:00 Traq (Baghdad)
+03:00 Russia (Moscow)
+03:30 Iran(Teheran)
+04:00 Armenia(Yerevan)
+04:00 Azerbai jan (Baku)
+04:00 Georgia(Thilisi)
+04:00 Kazakhstan (Aktau)
+04:00 Russia(Samara)
+04:30 Afghanistan (Kabul)
+05:00 Kazakhstan (Agtobe)
+05:00 Kyrgyzstan (Bishkek)
+05:00 Pakistan (Islamabad)
+05:00 Russia(Chelyabinsk)
+05:30 India(Calcutta)
+05:45 Nepal (Katmandu)
+06:00 Kazakhstan (Astana, Almaty)
+06:00 Russia(Novosibirsk, Omsk)
+06:30 Myanmar (Naypyitaw)
+07:00 Russia (Krasnoyarsk)
+07:00 Thailand (Bangkok)
+08:00 China (Beijing)
+08:00 Singapore (Singapore)
+08:00 Australia (Perth)
+08:00 Russia(Irkutsk, Ulan-Ude)
+08:45 Eucla
+09:00 Korea (Seoul)
+09:00 Japan (Tokyo)
+09:00 Russia(Yakutsk, Chita)
+09:30 Australia(Adelaide)
+09:30 Australia(Darwin)
+10:00 Australia(Sydney, Melbourne, Canberra)
+10:00 Australia (Brisbane)
+10:00 Australia (Hobart)
+10:00 Russia(Vladivostok)
+10:30 Australia(Lord Howe Islands)
+11:00 New Caledonia (Noumea)
+11:00 Russia(Srednekolymsk Time)
+11:30 Norfolk Island
+12:00 New Zealand (Wellington, Auckland)
+12:00 Russia (Kamchatka Time)
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+12:45 New Zealand (Chatham Islands)
+13:00 Tonga (Nukualofa)
+13:30 Chatham Islands
+14:00 Kiribati

i3 B: H{E4E CAE$

L) N E 30 AN KA EAE CA L
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DigiCert High Assurance EV Root CA

Deutsche Telekom AG Root CA-2

Equifax Secure Certificate Authority

Equifax Secure eBusiness CA-1

Equifax Secure Global eBusiness CA-1

GeoTrust Global CA

GeoTrust Global CA2

GeoTrust Primary CA

GeoTrust Primary CA G2 ECC

GeoTrust Universal CA

GeoTrust Universal CA2

Thawte Personal Freemail CA

Thawte Premium Server CA

Thawte Primary Root CA — G1 (EV)

Thawte Primary Root CA — G2 (ECC)

Thawte Primary Root CA — G3 (SHA256)

Thawte Server CA

VeriSign Class 1

VeriSign
VeriSign
VeriSign
VeriSign
VeriSign
VeriSign
VeriSign

VeriSign

Class
Class
Class
Class
Class
Class
Class

Class

1

1

Public Primary Certification
Public Primary Certification
Public Primary Certification
Public Primary Certification
Public Primary Certification
Public Primary Certification
Public Primary Certification
Public Primary Certification

Public Primary Certification

Authority
Authority
Authority
Authority
Authority
Authority
Authority
Authority

Authority

G2
G3
G2
G3

G2
G3
G4
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