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#l'version:1.0.0.1
#% The header above must appear as-is in the first line

##[SMODEL]include:config <xxx.cfg>
## [SMODEL, SMODEL] include:config "xxx.cfg"

[T465])include:config <tftp://10.2.5.193/network.cfg>
[T485,T46G]include :config <. ./ /=2ip.cfo>
include:config "features.cfg"
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specific model.excluded mode=0

BIE CFG ReEX Mt

FEETHN CFG EEEXM (130, features.cfg) HFRM/REFFFENEEES K. BXNAE

# CFG EEEXf, 152 B CFG ECEX .

features.cfg x

10 20 a0 40 50

$#lversion:1.0.0.1

features.dnd mode = 0

feature=.dnd.enable = 1

ringtone.url = tftp://10.2.5.193/Custonring.wav
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EcE TFTP ARZ3E8.

1) ¥ boot 3|Xff, CFG EEEXHMBRXMHHEE TFTP RER (fI30: DATFTP
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Start Time
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downloads boot files and configuration
files from is tftp://10.2.5.193/

3) & Configure TFTP Server, = Jﬁ?ﬂiiﬂ%éffqﬂﬁ@] TFTP RE R,

3CDaemon
View Help
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BXEZRESR—HERSHNER,
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Upload/Download

[0:\TFTF Directoryh |:| |
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EH boot FIE3CH

EI2 boot 3ISXH4

ZEX P IENFAILLTE boot 5ISXHH5IAMY CFG EEEX M. EAEZR, (RAIREFRERIE

FBEENX boot 3I1SH,
A LT IRMSEEA boot 518X H:

e ETF MAC B9 boot 5/FX#H (fIi0, 00156574b150.boot)
e @A boot XX (y000000000000.boot)

IREJAERRERIR M, Al LRIBFEZ 2R boot 319X, AXAYRIESFITHESD

boot 5|3, 0 Notepad++,

‘RigEA boot 5|S3X{4k

@A boot 3ISXHMFAIEIENHNAE. EEMEERM “y000000000000.boot” 1EAXHZ.

TEETRTIEA boot 5ISXHHNAA:

I#!versinn:l.ﬂ.ﬂ.l
#% The header above must appear as-i=s in the first line

include:config <xxx.cfg>
include:config "z=xx.cfg"

overwrite mode = 1

TRIIHTYE boot 31 XHIFE T AERNEN:

T i

#lversion:1.0.0.1 TCATREE—To
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T EYREFRIER.

#HL AR DR R

WL “#7 FERBYTHAT N R

fREILAER “#7 1£ boot 5|SXHHAIMERER.

include:config <xxx.cfg>

include:config "xxx.cfg"

1) &Minclude"BORLUEERE CFG BLBEXHAIURL, FEEXH
BRABIA*.cfgo
2)  <>B""HAJURLZ L TMAE:
e 1BX URL (#BX3F boot 51SXH):
Ebdn, sip.cfg, HTTP Directory/sip.cfg
o  £%f URL:
Eban, http://10.2.5.258/HTTP Directory/sip.cfg

ZURLAFHEMIFERICFGX o CFGXHHZFIHMIRE T & (ML

BT o P EBERE X RSB E S TR AREER

3)  include"BARI LIRIBEEEE SR,

4)  FJLUAA[S MODELRIEEFEIEN A SrIIKE, S MODEL fA&RIE
MBS 2. BRENENESRKIFA: VP59, T58, CPI60, T5TW,
T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U,
T42U, T42S, T42G, TA1P, T41S, T40P, T40G, T29G, T27G, T23P,

T23G, T21P_E2, T19P_E2 #1 CP920, Z-MEWME S LLE SR .
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tegn, [T46S,T23G]. (NERTEBITEMFIRZA 83 HESHRARIIE

# (W53P / W60P / CP930W-Base F&5H)

WiBA: ENIBSZAR T21P_E2 &AF T21P E2 1 T21 E2 3EH,.

overwrite_mode =1

BRSEREER.

1-(BR)MRCFGEEEXHFEHMNER T, WEIFFHSHMIPFI T

T, W BAMEER.

0-(RA)MNRCFGEEEXHHBSHMERT, MERICERE, NEREM

FeERE.

BiBA: LB REEHE boot 3|FXfFHER. WREA T bootXf, B

KELEBESE “over write_mode” , MEINEHABEER,

specific_model.exclude

d_mode

BRNERAME. HIMEER T boot FISXHHIEER CFG

BB o

0-2A (MIR=) , EVRTHECHBELSEEXHS, HTHA

fbRIEEE SHECEX Fo

1-BR HERER) , ENRHTHECHBERSHEEXM; R

RS EHRAFIBCNBERSHEENXM, NE THREEEREN

FeEX .

BB HSMETURBETE boot 3|FXfFHERA. MRMER T boot>(fF,

BRECESE “specific_model.excluded_mode” , MERIAZAHESH

&3 HIMEXTIRE(GER FIBITEFIRA83E =R ARIIEN] (W53P
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/ W60P / CP930W-BasebgFh) o

tIEEEF MAC B boot SIS

EF MAC B9 boot 3ISXHVERTHEEN. EEMIENR 12 11 MAC HUHEANXHR,
Bgn, iENIAY MAC #hiit’y 00156574B150, METF MAC B boot 3|SX &N

00156574b150.boot (KD K/NE),

WMREFIEVLIEET MAC B boot 31X, BIRBUTHEBIRE:
SIEEF MAC B boot BIF3CH:

1. AEVIEIZET MAC B9 boot 51§X . MERXHNEHRHIEERA boot 51SXHFIHAY
N,
2. MiBA boot 3|FXHHEFINEHIEEE THNEEXF.

AJLIES I SXHFRSIB—T RS MEREX . TEURNMECEX ARG

00156574b150.boot

mllll|lll1IDIIII|III2II:IIIII|III3II:IIIII|III4II:IIIII|III5II:IIIII|III
#!lvergion:1.0.0.1
$#%# The header above must appear as-iz in the first line

include:config <account.cfg>
include:config "network.cfg"

overwrite mode = 1

3. REEN, ABRXAETF MAC B boot 318Xt

fRE] LAGIZ@BA boot X EIZN, ERARRET.
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EI2 CFG BEEXH

B BaEE, CEEN A LUEE THIEBA CFG X4, &F MAC B9 CFG X, BEX CFG X
# MAC-local CFG XHRBEMEMECE. EHE A, MAEFEREMBENX CFG BEX

o

fRA] LU EERIEERX S, WA LURIEFRZCIEM CFG EX M. ANARwERITASMNE

EXMH, 530 Notepad++,

BEXREEXHFAREEESHNERNESER, BERACKEAZ ERNIEN EERIEHE,.

‘miEEA CFG BCENF

WA CFG EEEXHXFTAIENISEN. EfEMEERM “y0000000000XX.cfg” FEAXMHFR, H

XX FTENE S AR AR AR i,

ENASER CFG EEEXMHERIZITA!

el R 1 iEH CFG W {¥
CDAEN vANNNNNNNNNT2
\/DEQ vANNNNNNNNNQT ~fr~
CID TEQA vANNNNNNNNNEQ ~f
CID TE7\A/ vANNNNNNNNNQT e
CID TEAW vANNNNNNNNNQE ~f
CID TE2WI/TE?Q vANNNNNNNNNQE ~f
CID TAQII vNANNNNNNNANTNQ ~f~
CID TAALL vANNNNNNNNTINQ Ff
CID TA2I1 VNNNNNNNNNTNT ~f

26
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L CFG MBS

Famd T, B 11 JEHE CEG v
CID TN LANNANNNANT IR ~fe
cID Ta0¢C LANNNNNNNANEE o
cID Tacc LOANNNNANNNNEE ~fo
SID Tanc LANNANNNNANET rfo
cID Ta1¢ LOANNNNANANNED Ao
cID TAoC LANNNNNNNNNDE ~fn
CID TAEC vNANNNNNNNNNIDQ ~f
cID TA LANNNNNNNNNIQA rfe
CID TA1D uNNNNNNNNNNE ~f
cID TAND LANNNNNNNNNEA ~fe
CID TANC uNNNNNNNNNNTE ~f
SIP-T29G v000000000046 cfo
SIP-T27G v000000000069 cfg
SIP-T23P/G v000000000044 cfg
SIP-T21(PY E2 v000000000052 cfe
SIP-T19(P) F?2 v000000000053 cfg
CP860 v000000000037 cfe
CP920 v000000000078 cfg
W53P/W60P/CPI930W-Base v000000000077 cfe
W52P/W56P v000000000025 cfe

BA CFC EEXHEaTERTHRESIENHNEESY, fIIEENEE,

TERRTHEA CFGC EEXHNRA:

27
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28

#!version:1.0.0.1

##File header "#!version:1.0.0.1" can not be edited or deleted, and must be placed in the first line.##
##This template file iz applicable to IP phones running firmware version 81 or later.##

##It enables or disables the PC port.0-Disabled,l-RZuto Negotiation.
##The default walue is 1.It takes effect after a reboot.
static.network.pc_port.enable =

##It configures the transmission mode and speed of the Internet (WAN) port.

##0-Auto Negotiate

$#1-Full Duplex 10Mbps

$#2-Full Duplex 100Mbps

##3-Half Duplex 10Mbps

##4-Half Duplex 100Mbps

##5-Full Duplex 1000Mbps (only applicable to SIP-T48G/T46G/T465/T42G/T29G/T23G/CP860 IP phones)
##The default walue is 0.It takes effect after a reboot.
static.network.internet_port.speed duplex =

##It configures the transmission mode and speed of the PC (LAN) port.
##0-Auto Negotiate

##1-Full Duplex 10Mbps

##2-Full Duplex 100Mbps

$#For more information on configuration pazameters, refer te Description of Configuration Parameters in CFG Files.xlsx.$#

TRINN T RIEEA CFC EEEXMHINHEE T HEEN:

b=
e
4m

# LU “#7 FERBYTTRA N AR

EAIIEE—1To
#lversion:1.0.0.1
REREMIBR.

Filename XHEZFELRPHIHNER,

STNRERNTRERHEFL TN
FES M B

. BESREIEENSHAEHT.
LSS STBE—1 M7 B2,

. BEENSMAERER—T, FERIRT.

o BILTE M7 B¥Z RIS MODEL], LURHZ B3N AT ERIE

HH. $ MODEL AFRIENESZM. BMBNIENE SN VP59,




L CFG MBS

T58, CP960, T57TW, T54W, T53W, T53, T48U, T48S, T48G, T46U,

T46S, T46G, T43U, T42U, T42S, T42G, T41P, T41S, T40P, T40G,

T29G, T27G, T23P, T23G, T21P_E2, T19P_E2 #1 CP920, % MNi&

MBS LLUESIRF. tbin, [T46S,T23Gl, &R TFEITE MR

7 83 HEEARARIIEN (W53P / W60P / CP930W-Base BRIM o

BEA: EVVR B E EN R SHEENBLERIEEIENE SHEE,

JENESZFR T21P_E2 EFAF T21P E2 #1 T21 E2 i,

mIEELT MAC BY CFG EEBEXF

BT MAC B9 CFG EREEXMHERTHREIEN. EREMAIEN 12 I MAC #titfFAXHFE. A
i, ENBY MAC #ifiE}g 00156574B150, METF MAC B CFG XH#Man& A

00156574b150.cfg (K9 A/NE),
EF MAC B9 CFG ELEXHEESRIFNEEMNIEEESH (TIUERER).

TEETRTETF MAC B CFG EEEXHIREA:

29
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1%!version:1.0.0.1

#4File header "#!version:1.0.0.1" can not be edited or deleted, and must
#4#This template file is applicable to IP phones running firmware wersion
##For more information on configuration parameters, refer to Description

be placed in the first line.##
81 or later.#%
of Configuration Parameters in CFG Files.x3lx##

##It configures the transport type for account 1.
#3#The default value is 0.
account.l.sip server.l.transport type =

account.l.sip server.2.transport type =

EEd Accountl Basic Settings ##
account.l.enable =
account.l.label =
account.l.display name =
account.l.auth name =
account.l.user name =
account.l.password =
account.l.outbound proxy ensble =
account.1.outbound host =
account.l1.outbound port =
account.l.dial tone =

0-0UDP, 1-TCP, 2-TLS, 3-DNS-NAPIR

Failback

account.l.naptr build =
account.l.fallback.redundancy type =
account.l.fallback.timeout =
account.l.sip server.l.address =

30




EH CFG Mo E M

TRIETHREET MAC B CFG ECEXHIIHRE THREADEN

p=!

ES

LU “#7 FRRBITTIRA N E R

#lversion:1.0.0.1

EUTRIES—1To

RELRIENMFRo
Filename XHZ5IENA MAC #hiitItAg,

BITBAER L TRINFET LT

IEZH-EE

o AESHESIMEENSHMED .

o BIUEE—MT B

o  RBEEMSHNERER—1T, FEPEZT.

o TILUE MT BEZHIARIN[S MODEL], LU ZB $ M A T 15 EHIE
SHEEAIN HH, $ MODEL RFRIFNELSZ. BRANENES I VP59,

T58, CP960, T5TW, T54W, T53W, T53, T48U, T48S, T48G, T46U,

T46S, T46G, T43U, T42U, T42S, T42G, T41P, T41S, T40P, T40G,

T29G, T27G, T23P, T23G, T21P_E2, T19P_E2 #1 CP920, %M i&

NESLUESRF. thin, [T46S,T23Gl. NIERTFIEITE MR

Zx 83 HESAAHIIENL (W53P / W60P / CP930W-Base BRIM o

BEA: EVVE EAEEEN A SHEEMBLERIEEIENE SHEE,

ENE SRR T21P_E2 EATF T21P E2 A T21 E2 i&HL.

31
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VP59 / SIP-T58A / TS7W / T54W / T48U / T48G / T48S / T46U / T46G / T46S / T29G iEHL3Z #F
16 M5, SIP-T53W /T53/T43U / T42G / T42S ML H: 12 4MIKS, W53P / W60P DECT i
WL HE 8 ANk S, CP930W-Base 1MUY R — MK 5. SIP-T42U / T41P / T41S / T27G iEHLSZ
FF 6 MKS, W52P / W56P &ML HE 5 MikS ;s SIP-T40P / T40G / T23P / T23G &ML HF 3
M-S, SIP-T21(P) E2 EHHLZHF 2 MIKS, CP960 / CP920 / CP860 / SIP-T19(P) E2 iH ALY 3L
— MK

SIE—1 Y CFG X%

NRBFIENCIEIE CFG X+, BHIRBLUT I RIRE:
BIE—MEY CFG 34

1. RENEIE— CFG X, MARXMANEHRRIEREA CFC EEXHHEREET MAC

89 CFG BCEXMFIHATEN,

2. MRREEXHHENERESEHANRKERRE.

settings.cfg x

mllll|lll1II:IIIII|III2II:IIIII|III3II:IIIII|III4II:IIIII|IIIEII:IIIII|III
#!lversion:1.0.0.1

phone setting.phone lock enable = 1

phone setting.phone locak lock key type = 0
features.dnd mode = 1

static.lang.wui = English

static.lang.gui = English

3. (%) ABERIENAEERRNSHIE,

25451

[T46S] features.dnd_mode=1

[T48G, T23G] features.dnd_mode =0

32



L CFG MBS

4. REELFXH CFG Xfto

R LIEIRIRIR X fFRIZS, EmRARRET,

EI8 MAC-local CFG Ee&ES¥

BINERT, MAC-local CFG X fFBahfrfFEd MR ESEN T BB IRSEE. 23X
KHTFAETEIEN L, BREATLIKREIAR LERIBERSE (3
“static.auto_provision.custom.sync.path” EBEMIETE URL), @I L, ENBEMEERDD
BEGLAIUREAFPHMENIZE. SEF MAC B9 CFG X+ —#, MAC-local CFG EEE
HAOHFEIENE K. TEMIENA 12 i1 MAC HHHERSHR, F130, BV MAC itk
00156574B150, M MAC-local CFG BLE X #r#47isn & /9 00156574b150-local.cfg (K43 A/
5o

MR BA YEIEHhRABIEN T & E M <MAC>-local.cfg XX, MENARISFHESEEEE

X MAC-local CFG 314,

BEXNMAREAFHMUIRENESER, BERICEEASS LRMIIENEERER.

AT ARA ZE G4 MAC-local CFG BCE M. NSRRI 924 MAC-local CFG FLE AT,
YR BT H SR R HEAT G -
ARG CFG S E 2B, 1S BFMCERBOR SO Lol IiE NS 21 348 M .

nZE BEX

AT BIEREFNEGHRMELHRES (Fla0, BRED, EMER), (RETLUERZEKEEM

BITANBEEXHHITING. AES BERNKIN 16 1/32 MFFR, HEXIFNFRHEE: 0~9,A~
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Zya~z MIUAPRHRFRF#S% " +,-:=2@[] " _{}~ BXUNAMBEEXHNELER, &

Bi7 Yealink Configuration Encryption Tool User Guide.

34
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BRI

BIRF IR

EEEZH, RAIREFERIBNEENTRX o

RA] LU EERREERFRXA, MR UREFECIEMNZRX . AXARFESITASIER

X4, 130 Notepad++,

BRENXF R

R AR SHAEENSREIENE Y. MRFRFEXFATR—ESHREIEN, N
RIFEEA CFG EEEXMHIEERRXHRYIIR URL, NRBIEEFMFIIENERRIRXH,

MNEERT MAC B CFG EEEXMHisERIRX AR URL.
BBRRE R IRBHF R IR M

BRI B E XX ERIR TR A NE S5 R URSXEEEXNEESHBNRA, BH2HIZ

BRA S EERTMEN N & EERIER.
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{215 TP &Nl Autop HEIEETER

EeES—aREARSS 23

ZBRIENZHFER FTP, TFTP, HTTP M HTTPS MY & boot 3|83 HH] CFG BLE&EX .
{RAJLAER LA T i 2 —#1TECE AOAER N EA TFTP thille AN B DR B X WNMAECE TFTP

ARS528AYIER,

ARG 3CDaemon 3¢ TFTPD32 F{E TFTP AR%Z2%. 3Cdaemo # TFTPD32 2
Windows BYRBERNBZERF. R LITEL TE 3CDaemon:

http://www.oldversion.com/3Com-Daemon.htm!| 1 TFTPD32http://tftpd32.jounin.net/,

BXAERE FTP A HTTP RBJ|IVEZER, IFSWELE FTP ARSSHEMECE HTTP AR5,

HEE—ITRER

HEE—TMRER:

1. TEAMRZKLEOIE TFTP RER (ffl7d, D:\TFTP Directory).

2. ¥ boot 31§XH, CFG EEEXMHMARXHBREZIRE R,

Address DA TFTP Directory b Go
i] nebwork, cfg
ﬂ sip.cfg

E] Features,cfg
w100000000000. book
@Custnmring.wav

3. (ENf) RE TFTP BRXHERMR2R,

MBBEXAFSASR, HIRENR: R, SEAHENR. Z2RAARMR.
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{21 TP 1EH1 Autop HZNHEIERM

Windows F& WAL E REIU0FEr:

Group or user names:

General | Sharing| Security | Customize

click Advanced

m Administrators (VANS TD80\Administrators) A
€7 CREATOR OWNER
ﬁ! Everyone
€ Hil, James (jahill@myservername.com)
€3 SYSTEM v
< >
I Add ] [ Remove ]
Permissions for Everyone ( Allow \ Deny
Full Control O 0 =
Modify O
Read & Execute O
List Folder Contents O
Read O
Write O 3
Crmmminl | Davmninnimmna

For special permissions or for advanced settings, Advanced

0K ]l Cancel ]l Apply ]

AoE TFTP BR352%

MRIRAZH AR ERET 3Cdaemon MARER, BEEFEHAE, BN, THHZE,

BoE TFTP BR3ES:

1. X 3Cdaemon.exe LB FEER.

FCENE N FEFR:

& 3CDaemon
File View Help

(E=8 5CH =

TFTP Serwer Start Time

[ Peer [ Bytes | status

Jul 12, 2016 14:11:08 local

0 Listening for TFTP requests on IP address: 10.2.5.193, Port 69
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2. i%&#E Configure TFTP Server, s Jﬁ?ﬂ!ﬁﬂ%éffqﬂﬁ@] TFTP RER:

m 3CDaemon

Eile View Help

TFTF Server

Start Time

| Peer | Bytes | Status

Jul 12, 2016 09:30:13 local

0 Listening for TFTP requests on IP address: 10.2.5.193, Port 69

3CDaemon Configuration

FTF Frofiles
General Configuration

Create directory names in incoming file refv

Mlow overwrite of existing files?

Ex3

Syslog Configuration I
TFIP Configuration

r

Upload/Downlead

0 ATFTP Directorsyh |:| |

Fer-packet timeout in seconds

Maximum retries

Interframe tranzmission

—
T
—

3.

B Confirm IZHALITEAECE TFTP ARSS2S.

ARS588 URL “tftp://IP/” (LAY “IP” R-EREARSSEZAY IP Hudk, U400 “tftp://10.2.5.193/7)

BIEVIM A T HECE X E,

40
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IRENERE Al 55 28 3t ik

{ZEREN AT LU LT 75 TUIREREC B AR 55 283t -

o —IREM

e PnP(PlugandPlay) AR$5%8

e  DHCP Option

o IENAE

FCEEEMRSSE: URL RUBECHT

IRENEPBARSS BRI STRINT . —BEHFH>PnP ARZ588>DHCP options (X4F IPv4: IPv4 B

TE X option>option 66>option 43; T IPv6: Ipv6 BE X option>option 59) >IFNiNTE, L

TENFEANB T BSMFERNZRE (UL SIP-T23G IP &N AE) .

IPv6 H & X option & FH 14T 83 M LA R ERR A SIP-T57W, SIP-T54W, SIP-T53W,
SIP-T53, SIP-T48U, SIP-T48G/S, SIP-T46U, SIP-T46G/S, SIP-T43U, SIP-T42U, SIP-T42G/S,
SIP-T41P/S, SIP-T40P/G, SIP-T29G, SIP-T27G, SIP-T23P/G, SIP-T21(P) E2 I SIP-T19(P) E2 ifi#l.

—iRER

42

—REMAFRERIEFESENN R BEENESUMEERSSH ML, HiENLERSH

PEART, LEIhEETR B A BEMA—REHN, 15HRE ALLINEE tLIHRERERT W52P / W53P / W56P

/ W60P / CP930W-Base 1&E#o

BEMEREECE—RER:



BRI IR 55 4 bk

1. R&igE->BmHEN.

2. FAR—REMBR.

3. 1EEfEEdiE (1~100 #)Xi, WAERZAEFRFIE,

43
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BIAER 50

Yealink | rsu

IPvASEVIED

IPv4 DHCPIER(E yealink

IPV6EE W 5T

FRSSREURL ttp:/110.2.5.193/
O
BrRE
Thiae
=B ©
e
RENECE W {HBRT R (F)) 20

e
AESZ=SE s ©

B H R
EEMACEIAESEH e P

E=chmiag
EENRSATVEES

SARSATMEESR Pl

®© ©®© ®© © © 0 © © ©

—EEH=A

O
SHEETIA (1~100§L) 5
@

1EF® (134h) 1440

® ®© ©(®© ©

4. RERX.

BR—#EHE, BidEFRER— M EERS.

7 WE Wi,

AEdIEN R EREMES K

THRMNERER, BTF—FRHE,

44



SRR R 55 A bk

EAMENFEEERS S, IMERARR (FIE) M= (7).
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{235 TP ML Autop HZhHBEIEH

FRREBERAINT:

BIER

& BE Wi

TR ERECERR, EREREIEENSBRSSHAERIIIETRITENHE.

PnP (Plug and Play) BRS32%

ZBGEN SRR AT A VRN E AR SS 28ttt - BN TE /B ThHRIE) #8 PnP SUBSCRIBE JHE L

RIGHERS WML, BER PnP ThRE, BHRREALLINEE.
B MK EECE PnP:

1. REHRE->BHEN.

2. /B PNP #iE,
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BRI IR 55 4 bk

Yealink | tsu

B8

IPv4ERE IR
IPv4 DHCPIEIRIE yealink
IPVEEE XL

REEURL

ElHAma)

Ars

=5

TREELE AHERRTTR (#) 20

AESEHH

-]

© © O © 0 © 0O © 0|°

3. RERX.

-

TEMEFBEEREM PnP RSB E5EREE SIP NOTIFY SEE#HITIAN , HHEFERS =M

B SEEBIEXT,

Eile Eit Yie G plosy Tosls lalp

Swaew 2FiEE Qaacal a@®g 8@

Filter v Egression .. Clew Apply

¥o . T Sawrce [ Protecsl | Info
1 0000000 10.2.9.106 224.0.1.75 SIF REqUEST: SUBSCRIBE 51p:MACCOL5652a3dla@intern. IFPhane. com
2 0.663070 10 45 10, 05 Status: 202 Ac ubscription

10.2.9.,
10.2.9.106
0835 10.2.1.199

Bl

us: 200 Ok
Request: REGISTER 51p:10.2.1.199
Status: 200 ok (1 bindings)

e
Ethernet II, Sr

@ X amenye_11:18:71 (00:15:65:11 3, Dst: xiamenve 2a:3d:la (00:15:65
® Internet Protocol, Src: 10.2.8.46 (10.2.9.46), Dst: 10.2.8.106 (10.2.9.106)
® User Datagram Protocal, Src Port: sip (5080), Dst Port: sds (5059)
= session Initiation protocol
=[Request-Line: WOTIFY s1pIMACOULS637a3d1a610.2,9. 10615059 SIF/2.0
MeThad: NOTIFY
% REGUeEsT-URT: STpIMACOUI3632a3d14B10.2.9.10675050
[Resent Packer: False]
= Message weader
® wia: SIP/2.0/U0P 10.2.9.46:5060; branche=28hGAbKG76665779
® From: <s1piMACOULS652a3cla8intern. IPPhone. Com>; Tage57006253
¥ To: <51piMACO0L565223dLaBint ern, TPPhone. coms; tag=241054
241054810.2.5.106

@ Comtact: e5TpMACODLSB52a3d1aml10. 2, 9,461 50605
Content-Type: application/url
Allow: INVITE, INFO, PRACK, ACK, BYE, CANCEL, OPTIONS,
ards: 70
user-agert: Tiptel IP 286 /2.43.13.8
subscription-state: terminated;reasonsrimeout
Event: ua-profile
Allow-Events: talk,hold, conferenc
Content-Length: 24

Wessage Body
http://10.2.9.2:99/http/

NOTIFY, REGISTER, SUBSCRIBE, REFER, PUBLISH, UPDATE, MESSAGE

(refer, check-sync

(O Trane (sl 728 byien Fuckets. 6 Biaplued: € Nurkad: 0

Profile: Dafault

BN PNP RS SBAENSIZARS MG, SR ERIBERS[HERIIEFRITERNE

=
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DHCP Option

48

ZEREN AT AR B shd 2 Aa@id il DHCP ETRIRENERE AR 55233k,

NREFERRZE IPv4 WL, ENIE BN option 66 A1 option 43, LUIREXEREARSS 83 itit,

DHCP option 66 BT 45} TFTP BR%$52S%. DHCP option 43 2% E FTHNEAIAT, BT & HF

EFHNENER.

MBIRERRZE IPv6 WL, EVIE BT option 59, LUFKEXERERRSS 2SI, DHCP option

59 BT ARFIHIEEE THM boot 51X URL.

RE]ARCEIEN LUBT BE X DHCP option FREXEREARSS SRtthilt, (RE] LURIEMRIFRIERZR

F3 IPv4 5% IPv6 B X DHCP option, Ei@id IPv4 3 Ipv6 EHEX DHCP option JREXEPEAR

SZasthit, BWEREIEV EEWEE T DHCP WM, IPv4 o IPv6 BE X DHCP option %05

DHCP BRS3238 R E XY option —H,

it WLE R EECE DHCP Option:

=

REIRE->BEER.

2. FF/5 DHCP #i&,

3. WRIRERMRIZE IPv4 LR, 7 IPv4 BRESGED X 5 N BN A E,
4. WNRIREFMRIZE IPV6 LR, 7 IPv6 BRESGEDX 5 N BN IE,



BRI IR 55 4 bk

Yealink | tsu

0 =
BalEH
F R
PNPECE a Qo
DHCPEZ (57 @) 7]
O gk
IPVAESE Y3 o
5 e
e 1Pv4 DHCPISIEE yealink (2]
BE
@ IPVES VTR (-]
BEFESEURL )
BHAsE]
R [ 2]
BT
RSN A (B) 20 (2]
AES=H - @

5. RERX.

fEBshEAiEl, IENE #EHHE DHCP option B DHCP 1K, LURENEIERRSS Setilt, HEMRS

SRHIUPEAEUWNEIRY DHCP MRH S ARHE.

BN DHCP ARSS2IRENEPZMRSSSsthit/s, ©RFERIIMBRSHBHIBIIEZPHITERD

BE,

BX DHCP Option BIZEZI5E, 1EE N AT _LRATBIZY] EIETIEHo

TEERTM Ipvd BEX DHCP EBIREX TFTP AR5 ESMULAIRAIES

49
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{236 1P 1ML Autop HZhHEIER

[ DHCPserver-tfip.pcap [Wireshark 1.6.7 (SVN Rev 41973 from /trunk-1.6)] = E
File Edt View Go Capture Analyze Statistics Telephony Tools Internals Help

B EEXEE A¢s»e T2 (EE QaQal #®DM % B

frEElEE lbocin Esxpression.,. Clear T APRIY

No. Time Source Destination Protocol Length Info
14 17.967476 0.0.0.0 255.255.255.255 DHCP 590 DHCP Discover - Transaction ID 0x88e96872
15 18.137781 10.2.8.105 10.2.8.106 DHCP 342 pHCP offer - Transaction ID 0x88e96872
16 18.177701 0.0.0.0 255.255.255.255 DHCP 590 DHCP Request - Transaction ID Ox88e96872
17 18.178902 10.2.8.105 10.2.8.106 DHCP 342 DHCP ACK - Transaction ID Ox88e96872

# Ethernet II, src: vmware_09:51:fa (00:0c:29:09:51:fa), Dst: Xiamenvye_38:28:d8 (00:15:65:38:28:d8)
@ Internet Protocol Version 4, src: 10.2.8.105 (10.2.8.105), Dst: 10.2.8.106 (10.2.8.106)
@ User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

= Bootstrap Protocol

Message type: Boot Reply (2)

Hardware type: Ethernet

Hardware address length: 6

Hops: 0

Transaction ID: 0x88e96872

seconds elapsed: 100

Bootp flags: 0x0000 (Unicast)

Client IP address: 0.0.0.0 (0.0.0.0)

Your (client) IP address: 10.2.8.106 (10.2.8.106)

Next server IP address: 10.2.8.105 (10.2.8.105)

Relay agent IP address: 0.0.0.0 (0.0.0.0)

client MAC address: Xiamenye_38:28:d8 (00:15:65:38:28:d8)

client hardware address padding: 00000000000000000000

Server host name: mid0171-for3xon

oot file name not given

Magic cookie: DHCP

2]

@ option: ( 1=1) DHCP Message Type = DHCP ACK

@ option: =4) subnet Mask = 255.255.255.0

@ option: 1,1=4) IP Address Lease Time = 6 hours

@ option: 9,1=4) Rebinding Time value = 5 hours, 15 minutes
@ option: (t=58,1=4) Renewal Time value = 3 hours

option: (t=51,1=4) IP Address Lease Time = 6 hours

option: (t=128,1=18) DOCSIS full security server IP [TODO]
option: (128) pocsIs full security server IP [TODO]
Length: 18
value: 746674703a2f2f31302e322e382e3130352f

option: (t=54,1=4) DHCP Server Identifier = 10.2.8.105

ez}

0

@

AT EEFRMBEEN option (40, ¥ 128) MIRTI =, FAE%ER Copy->Bytes->Printable

Text Onlyo ¥ E BB AAEMEEIRERAI X ARAE SR P LU E L, 540 tftp://192.168.1.100/o

IEHIATE

{ZBEN BT AMIENIATF RIRENE B AR S 28tk BB IRBUENATFRIRENER BARSS 28ttt

BHREWKE TEE,
BERER EEEIENAE:

1. RERE->BmEH.

2. 7EBR$32% URL, AR BRMEBXIES 7MW ANEERS M URL, AR ZMED (AR EME

PRI kR
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e
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E R A
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SRENELESTHHERIEE] (F)) 20 0
AESESE e © o
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IEEMACRIAESEE e o @
TS
EHEVRSALEEE o
SARSATEES S 2]
—aEweE (2]
o

T EREERE, EVISERIEENSZERSHEHEIUTHEZ—RITEDEE: LEE,

EEFH, BA, BEXMEYERH, LLENEH, SIPNOTIFY JBEE MUKk MHAES. BRXLE

FHENESZER, B3R A IP EHITEDEHZS,

Ao B EPEMRSS 2% URL ROIBHECTT

BE, MEFERIREIBESLEN. BERA—BBRSHBAELZXEN, EERILUGE
WHREENESEESR —BEMRSEE URL, EHERSHE L, FENTERENESEETS

B, ST EREMEE—NERE. (ZEENENERSSSE URL i AT BECA

e SPN: AFARIRMENA boot 31SXHH CFG REXHAEMNHERSBERNE RS

51



{21 TP 1EH1 Autop HZNHEIERM

e SMAC: RATFIRFIENIAY MAC thit,

S#] “static.auto_provision.url_wildcard.pn” BFHEE boot 3|SXHH CFG BLE&EXMHFITE

HEREM. BXUSHNESER, BERICHEASS ENNIENHNEERER.

LIEHIRENE SBECRT SPN HIEFEBARSS 28 URL BY, EXBERFFRT SPN B 9iEN LEREN

S “static.auto_provision.url_wildcard.pn” B8, ftZIENHITEIEERN, ©EIERMER

ERSFBOXNEZERTH boot 5|FXHM CFG EEEXH

4 “static.auto_provision.url_wildcard.pn” F{E A ZURIEENLE boot 515 CFA CFG BLE X
AH BITAE R0 35 IR 25 2% H S B S 2 TR A

MU RAIE B FIRARBAC R ThAR |

IREEARINIFIE PRI ERE SIP-T42G 1 SIP-T46G &, BN EEE@:d DHCP option 66

REEEIRS2: URL, LU IRANAUNAIE B BE R INEEEE SIP-T42G #0 SIP-T46G iE#1.

1. 7ERERSSHENRER LEERTER.

2. RXAMERNERIMEEN “T42G” F “T46G7

3. RREXEY boot 5|§XHH CFG EEBEXHHREER LEHAIEMNBERY,

4, £ DHCP fR%523L% DHCP option 66 BI{EEZE A tftp://192.168.1.100/$PN,

5. EEESE “static.auto_provision.url_wildcard.pn” B9{E,

3T SIP-T42G iEHL, 83K “static.auto_provision.url_wildcard.pn” BIERIAER “T42G”,

XJF SIP-T46G &M, HERINME A “T46G", MREINESBERBIARE, WHEEMLR

I SEHHEERE NIEN LR B RE M.

fEEnnEAE), EHLEE DHCP option 66 SREXERZEARSS28 URL “tftp://192.168.1.100/SPN”, #A
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5% SIP-T42G iEMAY URL HRRYFRF “S PN” B A “T42G”, SIP-T46G IEH AR “T46G”,

EHITETHERERY, SIP-T42G EHLA SIP-T46G ENESTiE K MEREARSS 28tk

“tftp://192.168.1.100/T42G” # “tftp: //192.168.1.100/T46G” THETF MAC B boot 5|F

XHEMSIBI CFG EEEX . fIRTEMRSSHE LHAZILENET MAC B9 boot 515X, N

SIP-T42G EHLAN SIP-T46G ENIIERMERBARSS 28 ML “tftp://192.168.1.100/T42G” N

“tftp://192.168.1.100/T46G” T & @M boot 51SXHM5IHAR CFG BEENXH.

WISR7E DHCP BRS328 Li§3% URL BRE N “tftp://192.168.1.100/SPN/SMAC.boot”, Ml SIP-T42G

IENLA SIP-T46G BNV ERFRT “SPN” D3R “T42G” F “T46G7, HEMFRT “SMAC”

A1 B MAC #iht, Fld0, —& SIP-T42G iEHLAY MAC #tblit)g 00156543EC97, TEHRIT

BEaEEE, FEVRMGERMEBARS I ML “tftp://192.168.1.100/T42G” T

00156543ec97.boot XHFNTE 00156543ec97.boot XHH5|FBHI CFG BLEX .

AX boot 5|FXHNEZER, HSH EIE boot 518X
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15 2 /NI ARERR, T BB R R AT o I, AR DTN T2 1k

ial:V=1

HIEN AN HIT B EERE,
BEMSEECE LRER:

1. REHRE->BmER.
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2. FREBE.

Yealink | rsu

IPVAEE R ?
1Pv4 DHCPEEIR(E yealink (2]
1 ke
IPVESRE TR o
@
RESEURL ttp 1110.2.5.193/ (2]
O oiEEE
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& e
= e o e
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3. RERX.

EEFH
AT SE. (A EEEE AR, BADRN 1440 58,
BIFRREREEEAN:

1. RERE->BHEH.

2. FARESRH.
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3. TEiElfR (%) X NERZEYEfEE,

Yealink | rsu
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-

ENESTEH/SA/8FERNNT—REEE, RAUEE—XPHAREIMN—FHH

M—RERALIEVHITEEEE. (REF UEE—EENEERRMAZIETRITENEE, IR

FILUETE HIENEEE —ANE T B s EMENERRNE. M, REILRIENEENES

4FMER—MNFER 25 3 rziE, REBEFENAES 10 oHERITRENENHELE,.

MRR—FEERKRIARLU L, WEZHBENEEINB—KHTT,

BEMSF EEREZEARN:
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migE->BEE#H.

HFEZER.

TEEHIERR (0~12 &) KiEm BN EHEFRE,

TERBEREIHAIE (0~120min) X NAERZAYES,

TE B i) Xt N AR N BYBY 18],



f i 1P EHLIAT E Bl

Yealink | wsu

o A/
0 = S (1-1008) 5 (2]
1 %= e )
@ Fs =22 (7]
© mREER IIFE (53%5) 1440 (2]
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HY, RE]LUEERIRHEE —RP AR EIMAZIENHITEEE,
B0, fReE] UECEIENSIE 30 RER L 1 2E 6 Rz BN ENEMHELE EVRFRIEER MAC

ok, 7ERENLEER (5190 18) AIREHLAYIE) (FI40 03:47) HITETIEE,

AR, NRELBENBRALKESNEE (a0, LEVEH), NEHRENFRERITE.
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B FTIS EECE B E XREHEH

1. RERE->BHEN.

2. FEEEXEENERH.

3. EEEXEENERBHERE KM\ ENE,
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4. TEEIRBFEICIEI AT 46EY B I 45 R A (Bl

Yealink | wsu
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1. RERE->BHEH.
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2. mEMENEH.

Yealink | wsu
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D TeEmE - A ) 1440 (7]
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BN LENHIT BB

ZMIEVES

{RAJLUBGER LE—F BEhER BRI T B0, (RRJLARRECE “EBEs” M "E8AM" &1l

IENE LB R s EIRIs E R E)E]fEHIT B 5 ER B,

SIP NOTIFY HE

HIKFIEEKIE “Event: check-sync” B SIP NOTIFY JHER, ENBERITESHE, BV

BEBERTBE “sip.notify_reboot_enable” M{E, MRZEIREN 1, WEZEIREN 0 FF
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B SIPNOTIFY BRI B EMMFRTE “reboot=true”, MIFENFIZAER, BXRIESHK

“sip.notify_reboot_enable” NELER, BESRZ B AZ R LW WIENNEIERIER, L+

ARFERSFEZFF.
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Server

Phone

Notify

) J

Event:check-syne; reboot=ture

200 OK

B AR B ahElE

BT LENANERENS, BRERLOE

%, BEMIEN LSREREEMIBERSSE URL

B, BERTEEHENE. X

2 (fla, SEMKS) o

HHOFARE, ERENTESR

BRI T BB R AR AIEV AT

X7 HER

Pl s T BEETD (= 123
F+ 456) U\Eﬁiﬁg‘_ﬂﬁﬂm

~
~
~
~
~
~
~
\

SK—HEREE
y000000000000. boot. 00156574b16e. boot.
— — — — sip.cfg, account. cfg and features.cfg — — 1— e 00156674b16e 0015657b150a
files

[

- : Frbie123, 2RJEHI Auser IRIF FE
—~— |
- 1
S~ Y009 Fﬂr}‘iw :

"’e"‘mrk_ 10000 bogy,

1
\

u(mu:“; 0 65 m,_ \
7
6 g7, % Do,

—y000000000000. boot
—00156574bl6e. boot
T23C_1 —sip.cfg
—account. cfg
@ userl —features. cfg
—y000000000000. boot
—0015655f9c7d. boot
%:cj]i—mtmk. cfg
cfg

@ user2

L —sip.cfg
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KEAPZE, TEHITL



f i 1P EHLIAT E Bl

LUTFIH 7@ BUEha it R BahafERd Iz

1.

EEERSH LIRS IER (B30 T23G_1 M T23G_2) o

¥ boot 3|1SXHH CFG ECEXFFMEEIBRSSE LS TNERF.

HEERS S LNENEREERFABMNEN.

BR2MEBERME T — MA@ AEIENR boot 5|SXHHM CFG BEXH#HITHK

5%, BNEEEER, (RRERENZEREENIERAR AMED.

EIEN LECEME—BRUERI AR EARSS 28 URL,

BB URRFFR, BAFRF “#7 , 7 {2 PNFHANESE,

UTEENNEEX P RFIERE:

static.autoprovision.l.code = *123

static.autoprovision.l.url = http://192.168.1.30/T23G_1/

static.autoprovision.2.code = *456

static.autoprovision.2.url = http://192.168.1.30/T23G_2/

RHEERBUE, XEKMARENBBRELSIRERF.

BAAELUREEN, AREENSMERNEUEN (B1307123) .

LCD SRERHRR A XEE:

& TTR% L 19:09 5B11H E8—

B EHE
SBNEH ?
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66

7. HRHEDEMAEVHRTBEE,

8. TEARBMBBXESFMANREFABIENE,

BWANRBAFRMEZRBASIENR boot 31X CFG ECEXMFITERIE RS, 40

RBATHHIBFRZHE, LCD RERKRT “HiRNAFRRHERE! 7 B8, THEEE

ERDHEER, EVSREFSTRE. (REEBMNRER LA BEEE,

ENMBEPZIRS SBIZIMF M boot FISXHFRTHIEERN CFG EEXM, UTMiENEE,

BX boot 3|FXHHM CFG EEEXMHMESZER, BEHERE boot 515X,

B NFH P A AV TR CRAF BIE AL, DLBEAT R — B bR .

U SRR R S5 AN T B S BE, B F R AR RS D2 RAEAE TSN L, T LCD S AR
UNREXIE S TR

UTEHATFEIHERSNEESNHE XSEEN 15150)

# (FIik) ECERMR BEERERIRUEIRRT.

static.autoprovision.X.name

#ECE S,

static.autoprovision.X.code

#ECE P BRI AL,

static.autoprovision.X.url

#ECEA T & boot 5| CFG EEEXHRARRMEN. MREEE, N LCD AEFARE

RN AR FER.

static.autoprovision.X.user
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static.autoprovision.X.password

i#id PIN BBzhERE

EN EBEMNE, BARTLGESMA PIN Bt L HITENERE. EVURIRIE PIN 53 TFHAMBNEY

PIN CFG X4

UTFHIE 7@ PIN i3tk BaEiBmgiE:

1. EAMARFTEEEA CFG XM PIN CFG Xt
B4
WA CFG 3Xff:y000000000108.cfg

PIN CFG 3f4: A31.cfg, A32.cfg, 1 A33.cfg.

A3l.cfg A32.cfg A33.cfg y000000000108.
ctg

2. @A CFG X0 PIN CFG XHITEIERS 28 Lo

3. EBA CFG XHHALUTREESHISEENE,
static.custom_mac_cfg.url = http://<BR5328 IP #uit>/Spin.cfg
51
static.custom_mac_cfg.url = http://10.2.11.101/$pin.cfg

4. 79 DHCP option 8¢ PnP fRS3 285 E BFE AR5 88 URL (40, http://10.2.11.101/)

67



{21 1P 1EHL Autop HBhIEETEM

68



filR 1P EHLIAT B BhERE

5. ENLEEENGE, ARRNENS PING (30 A31) .

B APINGG

EVIMEBZE RS 88 TR ERECEX M (BN A3l.cfg) LASTAUENERE,
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TEMISIEARS

T# Boot 3IFX¥, CFG BB XHFMZEIREHF

T ERE—F SRS EB RS SIS, IEVREMRARIT BB EIIERMEBBIRSE TH

Boot 3ISX4# CFG EEEX o

ENRBRRHATHET MAC BY boot 5|FXHARTEENEREREITE boot 5I1SXMHH5IA

B CFG BBEXMH., NRHAEETF MACH boot 51SXH, MENFE=IATEER boot 5l

SXt, AETHER boot 3ISXMAHIIBNEEN . WMRLAEER boot 515X M, N

ENREAZHA THREA CFC BEEXM, AEBRHAMBBRSETHET MACH CFG BE

X, XEBEmEER BT,

BXEHHENESZER, B2 BoEEdiz.

MREREXMHPIEE 7 HRXERE URL, MENRZE THETRX S,

fEtRAEFECE
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THE, EVRBMEEXGNREG MREREXHPEE), AEREEMNZ R4 ER

FENIAE. BEBERT, EMNEEREASNNBETHEESEN. NTREFEERTHE

MHBERE (BIMMLERE) EH, ENBETEMNNETHEERUCREEN.

ENSEER TEXEZEITHER MDS B, RBEARIFET MAC BWECEX /I MD5 E5 ER

THBEEX AR MDS B8R, NEKREMBERSSH LOXFENMCEXHFIEN EVFT

Bop#E, MEFTEEEH. XATEETUENERNIENERNRE, Bk, EVREERLC



AR B

=19

JSEFH T 1B B B (A 2 R B

AR Z A R E T B 2 1 95 B G R s, 1L SR8 8l W R EELE [ 88 a sniiE
HUAT E B e 5, AT LAYEfC B S “static.auto_provision.reboot_force.enable = 17,
AR A SRS L FE T T EE A s e L E UL R S5

“static.auto_provision.reboot_force.enable” ({15 215 ., 15 S FACHR AR S F7_LXF N g AL &
REEL B

MREEXMHELZD AES NE, WIENISE TREEXH/EEMER AES ZHRRETEA CFG X
f, FHERETF MAC B AES ZFARE<MAC>.cfg X, BRIAIMBBEEXHNELZER, 18

&7 Yealink Configuration Encryption Tool User Guides

8 MAC-local CFG EeBENXf¥

LEEMTEH <MAC>-local.cfg X¥

fRA] U EIEN R T — BEE B BME<MAC>-local.cfg X EEZIZRERSES (A

“static.auto_provision.custom.sync.path” EBEMIEE URL) , H1EBIPEHBMBERS
23 (3A “static.auto_provision.custom.sync.path” EEERIFEE URL) TFEH<MAC>-local.cfg
X, UBEFEEENPING, WERESH “static.auto_provision.custom.sync” HIfE

= hllo

BE# <MAC>-local.cfg XFHhpECE

{RE] LA B BR B HR IR & IEN R B TE<MAC>-local.cfg XU R EMEE, IEHSH

“static.auto_provision.custom.protect” BYEIER], WMRGFEVNEENRERAFBMENIZE
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(1B 3§58 “static.auto_provision.custom.protect” H{EIZE RN 1) , EFEFH<MAC>-local.cfg
XHHFHERE. SR boot 3|1SXHFBE “overwrite_mode” BIEIREN 1, NIENHEEIFM
FRS52E T HM <MAC>-local.cfg XHHHEE,; MRE “overwrite_mode” WEIREN 0,

MENREEFIEN L776ERY <MAC>-local.cfg XHHBIECE,

ENE B shEPEHRERINF EFMECE XA : boot 5| XHH5IAM CFG BBEXH >MAC-local
CFG X (W1R boot 51SXHEE, NEA CFG BEEXH > EF MAC B9 CFG RBEXH >
MAC-local CFG X#), <MAC>-local.cfg XHRREE ML FEM THNEE X HFHNEE.

#R, EEHHEZGE, JURBEDENHNIFERERIENANMELIRE,

TER, WM E RS EE, WA EEARREY, BARSREANSRAAE
<MAC>-local.cfg 3,

HEEE, WSO SR LR EHUE B R R

LAl i1

72

BopHERE, RALUEBSIENAEXNIRERIEER. BXEZER, BB CHET I

JB 75 o

EBmEELRE, REILUEE WinPcap TR S FEIERMIBESES . FTHER 7 —ER6l

Tf5 1: Yealink SIP-T23G i&EHLM TFTP fRSES28 T& boot SIRXHF CFG ELEX .
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AR B

Fle Edt View Go Captwre Analyze Statitics Telephony Tooks Internals Help
CeAmsE BDORES BlaQap #@0%% B
Fiter: | thtp [~] Expression... Clear Apply Save
No.  Time Source Destnation Protocol Length Info
< S— o.xc p— Desinetonny prots o —
| 2777 12. 389499000 10.2.20.73 10.2.5.193 TFTP 81 Read Request, File: 00156574bl6e.boot, Transfer typ octet, blksize\000=1432%000 |
2778 127 10.2.20. 1027510 TETP BT Read Request, File: 001565/4bl6e.boot, Transter type: octet, bIKsize|000=14327000
2786 12.416697000 10.2.5.193 10.2.20.73 TFTP 88 Error Code, Code: Access violation, Message: Could not open requested file for reading
2788 12417077000 10.2.5.103 10.2.20.73 TETP 88 Error Code. Code: Access violation, Message: Could not open reguested file for reading
| 3719 17.440553000 10.2.20.73 10.2.5.193 TETP 82 Read Request, File: y000000000000.boot, Transfer type: octet, blksize\000=1432%000 |
T I7-AA0E6G000 0.7 20- 075 TS TP 57 Reaq Request, FTTe Yo BT T ansTEr TypeT OCTeT . BT TZe 000=Ta3 23000
3749 17.462578000 10.2.5.193 10.2.20.73 TFTP 57 option Acknowledgement, blksize\000=1432%000
3751 17.462889000 10.2.5.193 10.2.20.73 TFTP 60 option Acknowledgement, blksize\00 432,000
3753 17.464898000 10.2.20.73 10.2.5.193 TFTP 60 Acknowledgement, Block: 0
3754 17.464989000  10.2.20.73 10.2.5.183 TETe 60 Acknowledgenent, slock: 0
3755 17.465642000 10.2.5.193 10.2.20.73 TFTP 428 pata Packet, Block: 1 (last)
3760 17.466974000 10.2.5.193 10.2.20.73 TFTP 428 pata Packet, Block: 1 (last)
3766 17.469270000 10.2.20.73 10.2.5.193 TFTP 60 Acknowledgement, Block: 1
3767 17.469359000 10.2.20.73 10.2.5.193 TETP 60 Acknowledgement, Block: 1
3775 17.483306000 10.2.20.73 10.2.5.193 TETP 71 Read Request, File: sip.cfg, Transfer type: octet, blksize'\000=1432\000
© 17.483401000 10.7.70. 102519 TETP T Read Request, File: sip.crg, Transter Cyp octet, DIks1ze 00 T 000
3779 17. 506728000 10.2.5.193 10.2.20.73 TFTP 57 option Acknowledgement, blksize\00 432,000
3781 17. 506988000 10.2.5.193 10.2.20.73 TFTP 60 option Acknowledgement, blksize\000=1432\000
3786 17. 511914000 10.2.20.73 10.2.5.193 TFTP 60 Acknowledgement, Block: 0O
3787 17.512005000  10.2.20.73 10.2.5.163 TETe 60 Acknowledgenent, slock: 0
3788 17. 512439000 10.2.5.193 10.2.20.73 TFTP 625 Data Packet, Block: 1
3790 17. 513682000 10.2.5.193 10.2.20.73 TFTP 625 Data Packet, Block: 1
3794 17.515113000 10.2.20.73 10.2.5.193 TFTP 60 Acknowledgement, Block: 1
3795 17. 515201000 10.2.20.73 10.2.5.193 JETP 60 Acknowledgement, Block: 1
I 3804 17. 538122000 10.2.20.73 10.2.5.193 TETP 76 Read Request, File: features.cfg, Transfer type: octet, blksize\00( 432000
805 17. 538224000 10.7.70. 102519 TETP 6 Read Request, File: features.cfg, Transter type: octet, DIKs1Ze\000=14 000
3810 17. 569170000 10.2.5.193 10.2.20.73 TFTP 88 Error Code, Code: Access violation, Message: Could not open requested file for reading
3811 17. 569472000 10.2.5.193 10.2.20.73 TETP 88 Error Code, Code: Access violation, Message: Could not open requested file for reading

5 2: Yealink SIP-T23G &M FTP fRZ388 T & boot 3|SXHH CFG EEENX .

Filter: | ftp = | Expression... Clear 4pply Save

e, Time Source Destination Protocal Length Infe
| | 3175 28.952342000  10.2.20.73 10.2.5.193 91 Request: RETR y000000000000. boor
Response: 125 Using existing data connection
Response: 226 Closing data connection; File transfer successful.

3222 28. 991053000 10.2.5.183 10.2.20.73 Response: 220 3Com 3CDaemon FTP server version 2.0
3225 28. 992201000 10.2.20.73 10.2.5.193 Request: USER 123

Response: 331 User name need password

3231 28. 994857000 10.2.20.7 10.2.5.193 FTP 78 Request: PASS admin

3235 28. 995764000 10.2.5.103 10.2.20.73 ETP 91 Response: 530 Login access denied

3237 28. 996678000 10.2.20.73 10.2.5.193 FTP 82 ReQUEST: USER anonymous

3241 28.997855000  10.2.5.193 10.2.20.73 99 Response: 331 User name ok, need password

3244 28. 998745000 10.2.20.73 10.2.5.193
3248 29. 000393000 10.2.5.193 10.2.20.73 101 Response: 230-The response °° is not valid.

3253 29. 035465000 10.2.5.103 10.2.20.73 145 Response: 230-Next time, please use your email address as password.
3258 29. 037118000 10.2.20.73 10.2.5.193 ETP 74 Request: TYPE I
3262 29. 038460000 10.2.5.193 10.2.20.73 86 Response: 200 Type Set ta I

3264 29. 039357000 10.2.20.73 10.2.5.193 72 Request: PASV
3268 29. 040715000 10.2.5.193 10.2.20.73 114 Response: 227 Entering passive mode (10,2,5,193,211,172)

5 3: Yealink SIP-T23G 1ENIM HTTP A28 &, boot 5|SXHF CFG EEEX .

Fle Edt Vew Go Capture Andlze Statstics Telphony Took Intemals Help

e Al BENRE LesaTFlL B aegqDpD @w =

Filken: [hitp ﬂf!prﬁsnnn, Cloar™ Rpphy~ Save

No.  Time Source Destination Protocol Length Info
33 1.062425000 10.2.5.183 10.2.20.73 wrTE 1882 POST /servler?p-sertings-autopsg-uritednow=true MITE/1.1 (application/x-ww-form-urlencaded)
T41 2. 267524000 10.2.20.73 10.2.5.193 TP 234 GET /HTTPA20Diractory/00L56574bl6e. boot HTTR/L.1

149 2. 270563000 10.2.5.183 10.2.20.73 HTTP 66 HTTP/1.1 404 Not Found (text/html)
182 2. 305531000 10.2.20.73 10.2.5.193 HTTP 235 GET /HTTPH%20D1 rector /000000000000, boot HTTP/1.1

HTTP/1.1 200 OK (application/octet-stream)
GET /s/define. js744.81.254.71 HTTP/1.1

10.2.20.73
10.2.20.73

203 2. 321164000
279 2. 359293000

298 2, 374421000 10.2.20.73 10.2.5.193 HTTP 1514 CONLINUATION OF NON-HTTP Traffic
304 2. 376198000 10.2.20.73 10.2.5.193 HTTP 1133 continuation or non-KTTP traffic

308 2.377011000 10.2.5.193 10.2.20.73 HTTP 570 GET /js/aes. §5744.81.254.71 HTTR/1.1

316 2. 380821000 10.2.5.193 HTTP 581 GET /js/zeropadding-min, js744.51.254.71 HTTP/1.1
317 2. 380973000 10.2.5.183 HTTP S71 GET /js/jsbn. js?44.81.258.71 HTTP/L.1

318 2.381075000 10.2.5.193 HTTR 573 GET /§5/prngd. §5744.81.254.71 HTTP/1.1

319 2. 381175000 10.2.5.193 HTTP $69 GET /js/rng. js?44.61.254.71 WTTP/L.1

320 2. 381293000 10.2.5.183 HTTP 569 GET /is5/rsa.i5744.81.254.71 HTTP/1.1
398 2.208422000  10.2.20.7 10.2.5.193 T 224 GET /MTTP20D1rectory/s1p. ctg HTTP/L.1 ]

413 2,412543000 _66 HITP/1.1 404 Not Found (rext/hem)
464 2. 242525000 10.2.20.73 10.2.5.193 HTTP 329 GET /HTTPX20Directory/Teatures. cfg ATTP/1.1

470 2.455300000 10 1 645 HTTP/1.1 200 OK (application/octet-strean)
480 2.458812000 10.2.5.193 106.120.188.46 HTTP 1046 POST /q7he=a: 741 .2.5.17503 HTTP/1.1  (application/x-www-f
491 2. 508429000 10.2.5.193 10.2.20.73 HTTP 492 GET /note/1.English_note.xml HTTP/1.1

507 2. 558874000 106.120.1
509 2.643723000 10.2.5.19

88.46 10.2.5.193 296 HTTP/1.1 200 OK (text/plain)
3 3

6.110. 147. 36 HTTP 1433 GET /websearch/features /yun6. jsp?pid=s0gou-brse-d2a4 52edff079cabin=14406v=740045T=14 6830942174
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BEES

PR HEER

FERMENBEEHIRFER, UAEBRERERZIEN I BB EI 8918,

MRIFFEHMEENERBELENAED, BESRAEERKR,.

At AENTE T HEEMH?

o MWMRIEMEE T BIEE N,

o HARIBERSF/NWERAI,

o  MWREIEN LEEERIIHESER.

o MREENMHEMBRSSE LT,

o MRET MAC B9 boot 5|SHiER boot 5I1SXHEMERSE LARET. NRAE

#H1FE, MIENXTEHETFT MAC B boot 5|SXMHLIKRSIBRIECE X 4o

At 2iENE B R ERERRE AT EPE AR S5 28R 1T B ISIE?

o MHRMEMRSF[HVERE LEFEFNENNREMIERTIRP NRKE, BHRITUTE—RE:

- BEERSFLEBSAENNZEEERIIRS EEVNNINIFERE->AEE

IEB-> EERSIEEXHF) .

- ERENEERGEEERYRPORSEIET (EENNNIAERE->AEEES

> “UURRREENER ),

EREARSZ 2R N1 AIRE] HTTP 404?
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o MREMWKETHEMRSS.

o HAfRIAFIA URL IEH,

o TMREZERS S LEEBREIM

A ZENETR “WEFATE ?

o HRFLIKMEBLHENIENA Internet WO, HBEUKAWBLIEHENE,

o THERNEPRIRY HELRERIET.

o MREEEXHREMSETMREE,

At a3 EfFE FTP ARS32309IR B RESIRIELRE?

o MHRBEMNE FTP IRSHFRE RNTERIZ,

o MEFTPRFBREARLNZE2NIR, NELKE, BFEUNR.

A AENTEM DHCP BRS3 333KEX |P Hiht?

o iR DHCP fR5388 LRNIKE IEH.

o MWREBENEE M DHCP ARSS23IREN IP ik,

ENATAFTHEE?

BRI EIXAHE " wave

RIS S BIRNA R TIEN IR

HRIEVIRR A B 1L Ef.

WBRMERA, FERERESTH.



BEES

o MERRENMHEBBRSSE LT,

At AENFEFECE?

o MEREEXMHSRE—TTFEL

o  MRIENE THECEX .

o MWMREEEXHPEMWRIE TS

o RS ER “static.auto_provision.custom.protect” FIEIRE N 0. MIRIZGEN 1, NZEMR

FRATRFR: &N/ WISRE > S—8ZRSes > W FAAE. EARRMKLRESE

THRET N ANEEEARSMARS EAEITHIRE.,

BZER, BERICEEASZ R LRAFIENEERIER.
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MAC Hfit: Media Access Control it (MAC i) 29 ECLAMLEE O LIEYIEMER Fi#iT@

SHIME—FRIRFTo

MD5: MD5 JE B EEAR JZRAEF4E 128 i (16 F19) MRFHEMIMNERE R

DHCP: =S EMEE MY (DHCP) =2 Internet X (IP) W8 EENMIMBEE NN, HA5k
FCEERE IP MR, ARTRESEMENAITER.

FTP: XfH&hathil (FTP) R—FraEpImSEhil, BFEIET TCP BIMLE (f4 Internet)
RBXHEM—PENEREIZ—aEN. EBFEATIMIMEMXEMAEF LN EHEIAHK
Web HERS 2.

HTTP: BXAEHihiY (HTTP) BRFHHN, MMFRNBRAESRANNABEF Y. HTTP
B MR B SR At

HTTPS: ReBXAFmNN (HTTPS) REXAFHMIY (HTTP) 5 SSL/TLS HilAIAS,
EREMEZRBEMMES Web RS EHL 24RIR.

TETP: @XM EmMmY (TFTP) BERTFRAXANERENN. EEERIKOS 69 TR HIE
& (UDP) Z ESEI,

AES: BRMEARAE (AES) BEFEIEMZBAIME,

URL: i—RREMASBARFEMRT (URL) MR Internet HIRAI5 | BAVRFEF 1o

XML: Al RARFEIES (XML) B—MRICIES, EEX T —AMN, BFUAZERMSE A%
BIRSTUXS A1 TR Do
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ficE FTP RS2

Wftpd # FileZilla & Windows By%2& FTP LR . ATEENBUMFEER Windows Y
wftpd EC& FTP ARS328. REJLATEL FEL wftpd:
http://www.wftpd.com/products/products.html ZKELTE FileZilla:

https://filezilla-project.orge

UARTREL, IRATE BRI vsftpd FAE Linux “F& 1 FTP IR%5 %5

HEE—TIRER

HEFE—TMRER:

1. MRS EIE—FTPIRER (40, D:\FTP Directory),
2. ¥ boot 518X, CFG BREXHHMETIRER.
3. 1®E FTP BRXAERHNZ2MR.
MEBEXAFSAER, HIRENR: R, SEAHENR. L2NRALLRMSR.

Windows & ERECERFIINTFIR:
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Ff %

General | Sharing | Security | Customize

Group or user names:
m Administrators VANS TD80\Administrators) A
€7 CREATOR OWNER
m Everyone
€ Hil, James (jahill@my servername.com]

€7 SYSTEM v
< >

[ Add... JLB_emove J

Permissions for Everyone ( Allow \ Deny

Full Control O 0 =
Modify O

Read & Execute O

List Folder Contents O

Read O

Write O 3
Crmminl Davmminnimen

For special permissions of for advanced settings, Advanced
click Advanced. =

[ 0K ][ Cancel ][ Apply

]

BitE FTP ARS8

g witpd ARSS2E:

¥ wftpd MAREFIIESREX G THE 4B RHBESS.

Wi Witpd.exeo

AR IERE LD TR -

How to Register

Ih an effart to reduce the number of emailz | get that ask me
"How do | register?”, I'd just like to nate that you can find this
information by opening the "Help"* menu, and selecting the
option "Registering'".

can remember how to register.

[ Okay, | understand that - don't show me this dialog again.

S that you don't think thiz iz a nag, I've given you the option to
disable this dialog below, but please only do that if vou feel you

EREIRNE, ARERHETRSE OK o

Wftpd 2R B EXX 0 TR
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B8 E:\desktop\LFTP - WFTPD
File Edit View Logging Messages Security Help

[# -001] 2015/3/20 17:39:16 Welcome to WFTPD - we are listening to all unused IP addresses.

[# -001] 2015/3/20 17:39:16 The first address assigned to your system is 127.0.0.1

[# -001] 2015/3/20 17:39:16 But you might be reached at a number of other addresses.

[# -001] 2015/3/20 17:39:16 Check with your network administrators for the address that is reachable from the Interm:
[# -001] 2015/3/20 17:39:16 WFTPD is listening on port 21, standard ftp

[## -001] 201543/20 17:39:16 Program will be killed by ¥M_ENDSESSION message

[# -001] 2015/3}20 17:39:16 Unregistered version - for instructions on registering,

[# -001] 2015/3/20 17:39:16 select the "Registering" option from the “Help" menu.

B I 3
For Help, press F1 1 socket |0 users NUM
BERL->AP /R,

8 E:\desktop)\1.FTP - WFTPD (=N ==

Fle Edit View Logging Messages

[# -001] 2015/3/20 17:39:16 Welcome General... 1g to all unused IP addresses.

[it -001] 201543720 17:39:16 The first g = wstem is 127.0.0.1

[# -001] 2015/3/20 17:39:16 But you m fecisigofies er of other addresses.

[# -001] 2015/3/20 17:39:16 Check wit| Host/net... ors for the address that is reachable from the Interm

[# -001] 2015/3}20 17:39:16 WFTPD is nstenmg on port 21, standard ftp

[i# -001] 201543/20 17:39:16 Program will be killed by ¥/M_ENDSESSION message
[i# -001] 2015/3/20 17:39:16 Unregistered version - for instructions on registering,

[# -001] 2015/3/20 17:39:16 select the "Registering" option from the "Help" menu.

4 T F

Add, delete, or change users, passwords and home directories 1 socket |0 users NUM




(i

REMARP.
User [ Rights Security Dialog @
User N 2
User default

| Mew Uszer... | | |

[~ Restrict to home directory and below

Home |
Help Rights >

FHAFRKFBNBFE (B0 testl), ARREHRE.

User / Rights Security Dialog [(=

[one

User Name: | default hd

User defa New User

Mew

User Wame:  |test]

Cancel

Plig

Harme

Help Rightz »>

Help |

EMRBEMNIGERBXIE D WA LEEMNAREN (Bl testl) , ARREHE.

User / Rights Security Dialog =]

Done

Uzer Mame: | hl

|ser test1| Change Password

Mew LI

e

Mew Password:

G |
Werify Password: |7 anee

Help |

flikg

Haome

Help Rightz >»

BENRERMRFFIRE FTP RER.

User [ Rights Security Dialog @
User Mame: | test] j Dane
User test]
Mew User... | Delete | Change Pass... |

[ Restrict to home directory and below

Hame |E:\DESKTOPSCONFIGURATION FILE |Browse... |
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9. BEHMMR>>, ARANLEEIEZNAA (B, testl) DECPAFHINIR,
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10. EAIEEY, IEXH/BR, FIRBRNES/MIRSIEE, DR FTP BFRAGIZEFMEA

PR,
User / Rights Security Dialog @
User Name: |test1 j [lone
User test]
MHew User... | Delete | Change Pass... |

[ Restict to home directory and below

Home |E:\DESKTDP\EDNFIEUHATIDN FILE Browse. ..

Rights for user testl

Directory: | j Browse... | Remove |

Rights for directary *

[+ Fead ¥ Create Files/Dirs

[ List Directaries v Owenarite/Delete

11. BEREURFEREHTHEE,

BR%528 URL “ftp://username:password@IP/” (tbAhAY “IP” TR ZREARSS23RY IP #h4ik, “username”
M “password” 2 FTP FHMBPIIE) . 530, “ftp://test1:123456@10.3.6.234/”) BIEH T

# boot 3|SXHH CFG EEEXHMIIE,

TERCE witpd RS ASZAT, TR AL R G0 P A7 AE HoAlh FTP AR5 25

fidE HTTP PR

ATNAUEIER HFS TREE HTTP BRSS28. RAJLATELL T & HFS 3R

http://www.snapfiles.com/get/hfs.html,
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EE—TIRER

HEE—TRER:

1. EARMARFLECZEHTTPRER (B0, D:ATFTP Directory)o
2. ¥ boot 51§, CFG BEEXHHERILRER.

3. RE TFTP BRXMHRHRENR.
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MEBBEXAFSAR, HIRENR: R, SEATHEN. L2NRELLRMSR.

Windows F& ERECERFIINTFIR:

General | Sharing | Security | Customize |

QIDUD Or user names:
m Administrators VANS TD80\Administrators) o
€% CREATOR OWNER
m Everyone
€ Hil, James (jahill@my servername.com)

€7 SYSTEM v
< >

[ Add.. ][ Remove l

Permissions for Everyone ( Allow \ Deny

Full Control O 0 =

Modify O

Read & Execute O

List Folder Contents O

Read O

Wiite O

Crmmmial Darmmianimna v
Eho‘; ksp::\:aél&ﬂnssms or for advanced settings, @

[ ok J[ cance |[ aepb |

fieE HTTP R

HFS TAR—MARITHNARER, BERTHERETE.,

BeE HTTP BRS52%:

1. BURAERXHTHEZH, Wi hfs.exe,
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2.

FECENE TR

&2 HFS ~ HTTP File Server 2.2f Build 155, = | B |
& Meru | ﬁ Port: BOBD ‘ ﬁYnu are in Expert mode
) Openin browser  hitp://10.2.11.101:8080/
Wirtual File System Log
; n 17:23:24 Check update: no new wersion
WP 1 Filename i) Status Speed  Time left %
Connections: 0 Out: 0.0 KBfs In: 0.0 KBfs Total Out: 0 B Total In: 0 B VFS: 0 items

BHEFTILEM Menu, ZAEM IP address XIE5%$F PC A IP bk,

#2 HFS ~ HTTP File Server 2.2f Build 155 l = | B

& Menu ‘ ﬁ Port: 8080 | € vou are in Expert mode

+ Self Test
Edit HTML template...
Other options L4
Upload L4
Start/Exit L4
Virtual File System L4
Limits L4
3
3
3
3

Log
17:23:24 Check update: no new wersion

Flash taskbutton
Fingerprints
Tray icons

Accept connections on 4
Dynamic DNS updater L4
»
3

192.168.147.1
102.168.172.1

URL encoding
Updates
W Donate! Custom...
Don't include port in URL

_/ Load file system...  Cirl+O Find external address

[l Save file system...  Ctrl+S

Constantly search for better address
X Clear file system

Save options L4

Help L4
Web links L4
Uninstall HFS

L About...

Filenarne jg Statuz Speed  Time left z

& Switch OFF F4 Ml
Exit

Connections: 0 Out: 0.0 KB/s In: 0.0 KB/s Total Out: 0 B Total In: 0 B WFS: D items !I




(i

3.

ZRIARY HTTP RO 2 8080, #RIFFIEE HTTP inH (FAFREBEIREAR),
#E8 HFS ~ HTTP File Server 2.2f Build 155 =8

@ Open in browser  hitp:#410.2.11.101:8080/

bzl File Sustem

& Menu | (:P Port: 8080 | ﬂzYou are in Expert mode

W Port

Log

léJ T:23:24 Check update: no new wersion

Specify a port to accept connection,
or leave empty to decide automatically.

a0ag|

- Cancel

g1 P ™1 Filename

_i.) Statug

Speed Time left %

Connections: 0 Out: 0.0 KB/s In: 0.0 KB/s Total Out: 0 B Total In: 0 B VFS: 0 items

2 & 2 T EAT

, & Add folder from disk LUZAN HTTP Server iRE R.

& HFS ~ HTTP File Server 2.2f

@ Open in browser  httpe//10.2.17.101:8088/

“irtual File System

Add files..
Acld folder
*fk ermpty folder
@ Mew link
Advanced 4

Ins

Copy URL address  Ctrl+C
@ Browse it Fa
Cormment...

Bind root to real-folder

) Set userfpass...

€1 Restrict access 4
Custorized realfi.

v Browsable

v Archivable

2 Why is upload dissbled?

Hide tree
Auto-hide empty folders
Hide file extention in listing

& Meru | 3 Pot 8088 | $ 'You are in Expert mode

ck update: no new wersion

i) Status

Build 155 (=N ECR (|

Log

Speed Time left %

Connections: 0 Out: 0.0 KBfs In: 0.0 KBfs Total Out: 0 B Total In: 0 BWFS: 551 iterns - not savec
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4, EAEMARSPHRIRER.

# HFS - HTTP File Serveg 2.3 beta Build 275 ===

& Menu | {:P Port: 80 T @2 Vou are in Easy mode ‘

@ Open in browser | http://10.2.11.101:3088/ProvisicningDir/ | *] Already in clipboard
Virtual File System Log

i) ProvisioningDir

W1 IP address O File Status Speed  Time.. Progress

Cut: 0.0KB/s  In: 0.0 KB/s

5. &I ET Open in browser ki ZEARSS2: URL (30,

http://10.2.11.101:8088/ProvisioningDir)

6. (FI) ABBEHRERBI (FIE0: ProvisioningDir) , FAIGEERR Set user/pass o

7. (Fif) ERENAKEMARENRERAFSMER, AREE OK.

Insert the requested user/pass @

Uszemame 123

d PR

Paszwior

d PR

Re-type passwor

| ok | | Bes

ZBRIENESTRFHE SSL/ TLS (HTTPS) MhilsuBxXaA&imihil, USKHBEEIE. HTTPS thiltie
HINBRBENLERR. BXTEMEE Apache HTTPS IRSBHEZER, IESEMEERo
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