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Summary of Changes

Summary of Changes

This section describes the changes to this guide for each release and guide version.

Changes for Release 80, Guide Version 80.63

Documentations of the newly released WS56P IP phones have also been added .

Changes for Release 80, Guide Version 80.62

Documentations of the newly released SIP VRT49G IP phones have also been added

Changes for Release 80, Guide Version 80.61

This version is updated to incorporate CP860 IP phones. Documentations of the newly
released SIRT40PIP phones have also been added

Changes for Release 80, Guide Version 80.60

Documentations of the newly released SIRT19(P) E2IP phones have been added.

The following sections are new:

Provisioning Yealink IP Phones on page 5

Creatinga New CFG File on page 13

The following section is removed to Yealink SIP-T2 Series T19(P)
E2 T4 Series_IP_Phones_Administrator_Guide

Specific Scenarios -Keep User Personalized Settings

The following section is removed to Yealink SIP-T2 Series T19(P) E2_T4Series IP
phones_Description of Config uration Parameters in CFG Files .xIsx:

Description of Configuration Parameters in CFG file
Major updates have occurred to the following section:

Customizing Resource Files on page 15

Changes for Release 80, Guide Version 80.20

This version is updated to incorporate SIRT48G IP phones. Documentations of the newly
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released SIRT27Pand SIP-T21(P) E2IP phones have also been added.

Major updates have occurred to the following section s

Editing Common CFG File on page 11
Editing MAC -Oriented CFG File on page 12
Customizing Resource Files on page 15

Obtaining the Provisioning Server Address on page 21

Changes for Release 80, Guide Version 80.6

This version is updated to incorporate SIRT46G, SIRT42G, SIRT41P and T29G IP phones.

Major updates have occurred to the following section s

Customizing Resource Files on page 15

Configuring Wildcard of the Provisioning Serve r URLon page 27

vi



Introduction

Introduction

Yealink IP phones are full -featured telephone s that can be plugged directly into an IP
network and can be used  easily without manual configuration.

This guide provides instruction s on how to provision Yealink IP phones with the minimum
settings required. Yealink IP phones support FTR, TFTR, HTTR, and HTTPS protocols for auto
provisioning and are configured by default to use the TFTP protocol.

The purpose of this guide is to serve as a basic guidance for  provisioning Yealink IP

phones , including:
Yealink SIP VP-T49G
Yealink SIRT48G
Yealink SIRT46G
Yealink SIRT42G
Yealink SIP-T41P
Yealink SIP-T40P
Yealink SIP-T29G
Yealink SIP-T27P
Yealink SIRT23P/G
Yealink SIP-T21(P) E2
Yealink SIP-T19(P) E2
Yealink CP860

Yealink W56P

The auto provisioning process outlined in this  guide appliesto Yealink SIP
VRT49G/SIRT48G/T46G/T42GIT41P/T40P/T29GT27PM23P/T23GIT21(P) E2/T19(P) E2
CP860, W56P IP phones running firmware version 80 or later . We recommend that IP
phones running the latest  firmware CANNOT be downgr aded to an earlier firmware
version. The new firmware is compatible with old configuration parameters , but not
vice versa .
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Getting Started

Getting Started

This section provides instructions on how to get ready for auto provisioning. To begin the

auto provisioning process , the following steps are required

Obtaining Configuration Files

Obtaining Phone Information

Obtaining Configuration Files

Before begin ning provisioning, you need to obtain configuration files . There are two
configuration files both of which are CFG  -formatted . We call th ese two files Common
CFG file and MAC -Oriented CFG file. The IP phone tries to download these CFG files
from the server during auto provisioning.

IP phones also support a local configurationf  ile named as <MAC> -local.cfg . When a
user modifies configurations via web user interface or phone user interface, the
configurations will be  automatically saved to the MAC -local CFG file on the IP phone .

You can ask the distributor or Yealink FAE ~ for Commo n CFG and MAC -Oriented files. You
can also obtain the Common CFG file and MAC -Oriented file online:

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

For W56P, the <MAC> -local.cfg file only saves configurations of the base station
configured via the handset or web user interface. Configurations of the handset cannot
be saved tothe <MAC> -local.cfg file.

To download Common CFG and MAC -Oriented files:

1. Goto Yealink Document Download page and select the desired phone model.

2. Download and extract the combined configuration files to you  rlocal system.


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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For example, the following illustration shows the templ ate files available for
SIRT23G IP phones running firmware version  80.

IP Phone SIP-T23G

Last modified date: 2015/08/11 viel

Datasheet Datasheet Yealink SIP-T23G Datasheet.pdf

Firmware & Yealink_SIP_phones_Release_Notes_of_Version80.pdf  New

Release
Note T23-44.80.0.70.zip New
44.80.0.60.zip New
User Documents 44.80.0.5.zip
User Yealink_SIP-T23P & T23G_User_Guide_V80_60.pdf
Documents

Yealink_SIP-T2_Series_T18(P) E2_T4_Series_IP_Phones_Administrator_Guide_V80_60.pdf
Yealink_SIP_Phones_Description of Configuration Parameters in CFG Files_V&0_60.zip

Yealink_SIP-T2_Series_T18(P) E2_T4_Series_IP_Phones_XML_Browser_Developer's_Guide_V80_6
0.pdf

| Yealink AutoProvisioning Template V80.zip |

Yealink_SIP-T2 Series_T19(P) E2_T4 Series_IP_Phones_Auto_Provisioning_Guide_V80_60.pdf

3. Open the folder you extract ed and identify the fi les you will edit.

Obtaining Phone Information

Before beginning provisioning, you also need the IP phone information . For example,

MAC address and the SIP account information of the IP phone .

MAC Address : The unique 12 -digit serial number of the IP phone . You can obtain it from
the bar code on the back of the IP phone . For W56P, you can obtain it from the  bar code

on the back of the base station

SIPAccount Information : This may include SIP credentials such as user name , password
and IP address of the SIP server. Ask your system administrator for SIP account

information.
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Provisioning Yealink IP Phones

This section provides instructions on how IP phone s interoperate with provisioning s erver

for auto provisioning , and shows you four major tasks to provision the phones. It will help
users who are not familiar with auto provisioning to understand this process more easily
and quickly.

Auto Provisioning Process

When IP phones are triggered to perform auto provisioning , it will request to download
the configuration files from the provisioning server . During the auto provisioning process,
the IP phone wil | download and update  configuration files to the phone flash

The following figure shows how the IP phone interoperate s with the provisioning server:

Request to Download
Configuration Files

"

IP Phone

Provisioning Server

Download and Update
Configuration Files
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When IP DECT phone is triggered to perform auto provisioning, the base station will
requeset to download the configuration files from the provisioning sever. During the

auto provisioning process, the base station will download and update configuration

file s to the phone flash, and then deliver the handset configurations to the registered
handset. Handset reboot or registration will also trigger the base station to deliver the
stored handset settings to the handset.

The following figure shows how the IP DECT phone interoperates with the provisioning

server:

Request to Download

Handset 1 Configuration Files

Handset 2 X

Trigger to Deliver

<3

: A A .
Handset Configurations Rop;:-...
= — Y "Siop; ¢
Deliver and Update L
Handset Configurations =

Handset 3 / Base Station L Provisioning Server
/ Download and Update

Configuration Files

Handset 4
Handset 5
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Major Tasks for Auto Provisioning

You need to complete four major tasks to provision Yealink IP phones.

The following figure shows an overview of four major provisioning tasks

1 2 3 4
Configuring a Obtaining the Pe rformi
Managi Provisioning Server btaning ming “‘.E
Conﬁgl.lclgiorr'lgFiles |‘ and U:gm \» Provisioning Server |’ Auto Provisioning
Configuration Files sidiE Process
» » »
Configuration Files: Provisioning Server: Ways to Obtain the Wuy_s to l_’erfom'l the Auto
* CommonCFG File ® FTP Provisioning Server Provisioning Process:
® MAC Oriented CFG File * TFTP Address: For phone flash:
® MAC-ocal CFGFile ® HTTP ® Zero Touch ® PowerOn
® Resource Files * HTTPS ® Plug and Play (PnP) : s:piutedly
Language File & DHCP Options eekly
AuvtoDSTxml ® Phone Flash . Auto_ Prmnslon_Now
contactxm/ ® Configuring Wildcard ® Multi-mode Mixed
T of the Provisioning ® SIP NOTIFY Message
) — Server URL ® Auto Provisioning via
dialnowxmi Activation Code
diaipkan_xomf Except phone flash:
® Startup
For more information on how to manage configuration files, refer to Managing

Configuration Files on page 11.

For more information on how to  configure a provisioning server, referto Configuring a
Provisioning Server on page 17.
For more information on how to  obtain the provisioning server address, refer to

Obtaining the Provisioning Server Address on page 21.

For more information on howto  perform the auto provisioning process, refer to

Triggering the 1P Phone to Perform the Auto Provisioning on page 31.

If you are not familiar with auto provisioning process on Yealink IP phones , you can refer

to An Instance of Auto Provision Configuration on page 8.
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An Instance of Auto Provision Configuration

This section show s an instance of auto provision configuration.
1. Manag e configuration files.

Add/Edit the desired configuration parametersinthe CFG file (e.g.,
y000000000044.cfg ) you want the IP phone to dow nload . For more information on

how to manage configuration files, refer to Managing Configuration Files  on page

11.
[T T T T T T T T
1|#!version:1.0.0.1
2 |features.dnd mode = 0
3|features.dnd.enable = 1
4|ringtone.url = tft}:://JQZ.16-3.1.100/C.15tcmring.wav|

2. Configure the TFTP server.

1) Place configuration files to TFTProot directory (e.g., D: \TFTP Drectory ).

ol )

er » D (D3 » TETP Directory ~ 4| TP 2|

Share with = Burn MNew folder g~ O

Customring.wav .
®],000000000044.cfg Resource file

2) Start the TFTP sever The IP address of the TFTP server is shown as below:

3CDacmon [=REch =

File View Help

Start Time [ Peer [ Bytes| status [
Feb 05, 2015 17:37:25 local 0 Listening for TFTP requests on IP addressy15z. 168.1.100.|Fart B9

The sever URL where the IP phone

downloads configuration files from is
tftp://192.168.1.100/
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3) Select Configure TFTP Server . Click the

directory from your local system

...| button to locate the TFTP root

& 3CDaemon
File View Help

[==E]r=]

TETP Server

For more information on how to ¢

Start Time Peer | B.. | Status

Feb 06, 2015 10:32:47 local

0 Listening for TFTP requests on IP address: 192, 168.1 100, Fort 63

3CDaemon Configuration

TIF Erofiles
General Configuration

Syslog Configuration
TETF Confi guration

Create directory names in incoming fils refv

Mlow overwrite of sxisting files? r

M \TFTP Directory' J |
g

10

o

UpLoad/Download

Per-packet tineout in secends

Maxinum retries

Interframe transmission

L |

a Provisioning Server on page 17.

onfigure a provisioning server, refer to Configuring

3. Configure the provisioning server address on the IP phone .

Yealink | 2

Preference
Time & Date
Call Display
Upgrade
Configuration
Dial Plan

Voice

Ring

Tones

Softkey Layout
TRO69

Voice Monitoring

sip

Auto Provision
PNP Actve ® on off
DHCP Actve 9 On off

Custom Option(128~254)

Auto Provision

The IP phone can nteropente
wih provsioning server usng
auto provisioning for deployng
the IP phones.

When the IP phone trggers to

perform auto provisioning, & wil
request to downkad the

DHCP Option Value yealink
| Server URL tp://192.168.1.100,
User Name
Password ceseaee
Attempt Expred Tme(s) S Enter the access Uk
Common AES Key Ssseaees the prow
MAC-Orented AES Key i
Zero Active Dsabled ~l
Wak Trme{1-~100s) 5
Power On e On off
Repeatedy Oon @ oOff
IntenaMinutes) 440
Weeky On @ Off
Tme 00 :/00 |~-i00 2 DO
v Sunday
¥ Monday
Y Tuesday
Day of Week 7! Wednesday
Y| Thursday
¥ Friday
Y3 Saturday

Autoprovison Now

configuration fles from the
provsioning server, Durng the
Uto Provisnng process, the

P phone wil download and
{ate configuration fies to the
@ fash.

pu can dick here to get
e guides.

For more information on how to o

btain the provisioning server

address , refer to

Obtaining the Provisioning Server Address on page 21.
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10

4, Trigger the

Yealink | 236

Network

DSSKey

IPphone to perform the auto provisioning .

Features

Preference
Time & Date
Call Display
Upgrade

Configuration

Dial Plan

Voice

Ring

Tones

Softkey Layout
TR0O69

Voice Monitoring

sIp

Auto Provision

PNP Active

DHCP Actve

Custom Option(128~254)
DHCP Option Vaue
Server URL

User Name

Password

Attempt Expred Tme(s)
Common AES Key
MAC-Onented AES Key
2e10 Active

Wak Tene(1~100s)
Power On

Repeatedly
IntervaMnutes)
Weekly

Tme

Day of Week

9 On off
@ On off
yeaink

titp://192.168,1.100/

w

Dsabled =
5
® on O off
on @ off
1440
on ® off
00 :/00 |~(00 |00

7| Sunday

¥ Monday

Y Tuescay

7| Wednesday
¥ Thursday
I Friday

—

NOTE

Auto Provision

The IP phone can nteroperate
with peovsioning server usng
auto provisioning for deploying
the IP phones.

When the I phone triggers to
perform auto provsioning, & wil
requast to downioad the
configuration files from the
provisoning server, Durng the
AUTO provisoning process, the
1P phone wil downkad and
wpdate configuration fles to the
phone flash.

@ You can click here to get
more guides.

Click tha Autoprovision Now to
perform the auto provisioning
process immediotely.

For more information on how to
to Triggering the

trigger the phone to perform the auto provisioning

, refer

IP Phone to Perform the Auto Provisioning on page 31.



Managing Configuration Files

Managing Configuration Files

Auto provisioning enables Yealink IP phone s to update themselves automatically via
downloading Common CFG, MAC -Oriented CFG and MAC -local CFG files. Before
begin ning provisioning, you may need to edit and customize your configuration files.

You can editthe template files directly or create a new CFG file as required. = Open each
configuration file with a text editor such as UltraEdit .

For more information on descriptio n of all configuration parameter s in configuration files,
referto Yealink SIP-T2_Series T19(P) E2 T4 Series CP860IP phones _Description of

Configuration Parameters in CFG Files.xlsx .

For W56PR, refer to Yealink IP Dect Phones Description of Configura  tion Parameters in CFG
Files.xlsx.

Editing Common CFG File

The Common CFG file is effectual for all phones of the same model . It uses a fixed name
0y0000000000XX.cfg 6 as the file name, where "XX" equal s to the first two digits of the
hardware version of the IP phone model.

The names of the Common CFG file  requirements for the phone model are:

Phone Model Common C FG File
SIP VRT49G y000000000051.cfg
SIRT48G y000000000035.cfg
SIRT46G y000000000028.cfg
SIRT42G y000000000029.cfg
SIRT41P y000000000036.cfg
SIRT40P YO00000000054.cfg
SIP-T29G y000000000046.cfg
SIP-T27P y000000000045.cfg
SIP-T23P/G y000000000044.cfg
SIP-T21(P) E2 y000000000052.cfg
SIP-T19(P) E2 y000000000053.cfg
CP860 y000000000037.cfg
W56P y000000000025.cfg
Common CFG file contains configuration parameters which apply to phones with the

11
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same model , such as language and volume.

The following figure shows a portion of  the common CFG file:

#!version:1.0.0.1

##File header "#!version:1.0.0.1" can not be edited or deleted, and must be placed in the first line.##
This template file is applicable to IP phones running firmware version 80 or later.$%
##For more information on configuration parameters,refer to Description of Configuration Parameters in CFG Files.xslx##

network.pppoe.user =
network.pppoe.password =

##It enables or disables the PC port.0-Disabled, 1-Auto Negotiation.
##The default value iz 1.It takes effect after a reboot.
network.pc_port.enable =

#%#It configures the transmission mode and speed of the Internet (WAN) port.

##0-Auto Negotiate

#%#1-Full Duplex 10Mbps

##2-Full Duplex 100Mbps

#%#3-Half Duplex 10Mbps

#¥4-Half Duplex 100Mbps

##5-Full Duplex 1000Mbps (only applicable to SIP-T42G, SIP-T46G and SIP-T48G IP phones)
#%#The default value is 0.It takes effect after a reboot.
network.internet_port.speed duplex =

#%#It configures the transmission mode and speed of the PC (LAN) porct.
##0-Auto Negotiate
$41-Full Duplex 10Mbps

When editing the Common CFG file, learn the following:

The line beginning with  o# ¢ is considered to be a comment.

The file header o#lversion:1.0.0.1 6is nota comment and must be placed in the first
line. It cannot be edited or deleted

The file format must be *.cfg.
The filename compl ies with the requirements that are listed in the above table.
Each line must use the following format and adhere to the following rules:

Configuration Parameter = Valid Value
- Separate each configuration parameter  and value with an equal sign.
- Set only one configuration param eter per line.

- Put the configuration parameter  and value on the same line, and do not break

the line.

Editing MAC-Oriented CFG File

12

The MAC -Oriented are only effectual for the specific phone . They use the 12-digit MAC
address of the IP phone as the file name. For example, if the MAC address of the IP

phone is 00 15651130F9, the MAC -Oriented CFG file hasto be named as
0015651130f9.cfg (case -sensitive) respectively .

MAC -Oriented CFG file contains configuration parameters which are expected to be

updated per phone, such as the registration information.
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The following figure shows a portion of  the MAC -Oriented CFG file :

#lversion:1.0.0.1

##File header "#!version:1.0.0.1" can not be edited or deleted, and must be placed in the first line. ##
##This template file is applicable to IP phones running firmware version 80 or later. ##
##For more information on configuration parameters, refer to Description of Configuration Parameters in CFG Files. xlsx. ##

i Aceountl Basic Settings i

.enable =
lakel =
account. 1. display_name =
account. 1. auth_name =

account. 1
1
1
1
account. 1. user_name =
1
1
1
1
1

account.

account. 1. password =

account. 1. outhound_proxy_enable =
account. 1. outbound_host =
account. 1. outhound_port =
account. 1. dial_tone =

##1t configures the transport type for account 1. 0-UDF, 1-TCF, 2-TLS, 3-DNS-NAFTR
#iThe default value is O

account. 1. sip_server. 1. transport_type =

account. 1. sip_server. 2. transport_type =

When editing the MAC -Oriented CFG file, learn the following:

The line beginning with  o# ¢ is considered to be a comment.

The file header o#lversion:1.0.0.1 6is nota comment and must be placed in the first
line. It cannot be edited or deleted

The file format must be *.cfg.
The filename matches the MAC address  of your phone .
Each line must use the following format and adhere to the following rules:

Configuration Parameter = Valid Value
- Separate each configuration parameter  and value with an equal sign.
- Set only one configuration param eter per line.

- Put the configuration parameter  and value on the same line, and do not break

the line.

SIP VRT49G/SIRT48G/T46G/T29G IP phones support 16 accounts, SIP -T42G IP phones
support 12 accounts, S IPT41P/T27P IMhones support 6 accounts, W56P IP phones
support 5 accounts, SIRT40P/T23P/T23G IP phones support 3 accounts, SIRT21(P) E2IP
phones support 2 accounts, SIP -T19 (P) E2 and CP860 IP phones su pport only one

Creating a New CFG File

If you want to create a new CFG file for your phone, follow these steps:
To create a new CFG file:

1. Create a CFG file for your phone. Ensure  the file compl ies with the guidelines that
are listed in Editing Common CFG File on page 11 or Editing MAC -Oriented CFG
File on page 12.

13
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2. Copy configuration parameter sfromthe template configuration files and setthe
valid value s for them .

yDDOOOD0DD044. cfg x

0, 40 T Al 3y 4
1 fl!version:1.0.0.1
led logo.delete = http://localhost/all
phone setting.phone lock enable = 1
phone setting.phone lock.lock key type = 0
zyslog.server = 152.168.1.350
account.l.dtmf.type = 1
account.l.dtmf.info type = 1

B L R

1 o LN

g account.l.dnd.enabkle = 1
9 features.dnd mode = 1
10 accr:nunt.l.alert_infm_url_enahle =1

11 lang.gul = English
12 lang.wul = English

3. Save the changes and close the CFG file.

Managing MAC-local CFG File

14

MAC -local CFG file automatically stores configurations modified via web user interface

or phone /handset user interface. The file is stored locally on the IP phone , but a copy

can also be uploaded to the provisioning server. The file enables the phone to  keep user
person alization settings , even after auto provision.  As with the M AC-Oriented CFG files,
MAC -local CFG file s are only effectual for the specific phone  too. They use the 12 -digit
MAC address of the IP phone as the file name. For example, if the MAC address of the

IP phone is 00 15651130F9, MAC -local CFG file has to be named as

0015651130f9-local.cfg (case -sensitive) respectively .

For W56P, the <MAC> -local.cfg file only saves configurations of the base station
configured via the handset or web user interface. Configurations of the handset cannot
be saved to the <MAC>  -local.cfg file.

If your IP phone & current firmware version doesn @ support generating a
<MAC> -local.cfg file , the IP phone will automatically generate a MAC -local CFG file
after it is upgraded to the latest firmware.



Managing Configuration Files

For more information on how to  keep user personalization settings, refer to

Yealink_SIP-T2 Series T19(P) E2_T4 Series  CP860 IP_Phones_ Administrator_ Guide . For

WS56P, refer to Yealink IP Dect Phones Admin istrator Guide .

We recommen d you do not edit the MAC -local CFG file. If you really want to edit

MAC -local CFG fil e, you can export and then edit it.

For more information on how to export this file, refer to Yealink SIRT2 Series T19(P)
E2 T4 _Series CP860 _IP_Phones_Administrator_Guide .

For W56P, refer to Yealink IP Dect Phones Administrator Guide .

Encrypting Configuration Files

To protect against unauthorized access and tampering of sensitive information ( eg.
login password, registration information) , you can encrypt configuration files using
Yealink Configuration Encryption Tool. AES keys must be 16 character s and the
supported characters contain : 0~9, A~Z,a~z and the following special characters
are also supported: #$% *+ ,-.:=?2@[]”_{}~ . Formore information on how to

encrypt configuration files, refer to Yealink Configuration  Encryption Tool User Guide .

Customizing Resource Files

When configuring some particular features, you may need to upload resource files to IP

phones, such as personalized ring tone file, language package file and logo file. Yealink

supplies the following resource file templates :

Feature Template File Name
DST AutoDST.xml
Language Packs For example,

000.GUI.English.lang

1.English_note.xml

1.English.js
Replace Rule dialplan.xml
Dial -now dialnow.xml
Softkey Layout CallFailed.xml

(not applicableto  W56P) | Callin.xml
Connecting.xml

Dialing.xml (not applicableto SIP
VRT49G and SIRT48G)
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Feature Template File Name
RingBack.xml
Talking.xml
Directory favorit e_setting.xml (not applicable to

SIPVRT49G)

Super Search in dialing

super_search.xml

Local Contact File

contact.xml

Remote XML Phone Book

Department.xml

Menu.xml

Ring Tone None

(not applicableto  W56P)

Logo customization None

(not applicableto  W56P)

Wallpaper None

(not applicable to  W56P)

Firmware X.80.0.XX.rom
For example,

44.80.0.60.rom

Ask the distributor or Yealink FAE for resource file templates

explanation of the configuration parameters

that relate to these features

. For more information on

, refer to

an

Yealink_SIP-T2 Series T19(P) E2_T4 Series CP860_IP_Phones_Administrator_Guide . For
W56R refer to Yealink IP Dect Phones Admin istrator Guide .
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Configuring a Provisioning Server

Configuring a Provisioning Server

Yealink IP phones support using FTP, TFTR, HTTP and HTTPS protocol¢o download
configuration files. You can use one of these protocols for provisioning. The TFTPprotocol
is used by default . The following section provides instructions ~ on how to configur e a TFTP
server.

We recommend that you use 3CDaemon or TFTP D32 as a TFTP server. 3CDaemo and
TFTPD32 are free applications for W indows. You can download 3CDaemon  online :
http://www.oldversion.com/3Com  -Daemon.html and TFTPD32 online:
http://tftpd32.jounin.net/

For more information on how to configure FTP and HTTP servers, refer to  Configuring an
FTPServer on page 47 and Configuring an HTTP Server on page 50.

Preparing a Root Directory

To prepare a root directory:

1. Create a TFTProot directory onthe local system (e.g., D:\TFTP Directory).

2. Place configuration files to this root directory.

[E=5 E=E =
er » D (D) » TFTP Directory <[4 || e 2]
Share with + Burn New folder i~ [ '@'
|®| 0015657ffb82.cfg
&yﬂﬂﬂﬂﬂﬂﬂﬂm.dg

3. (Optional .) Set security permissions for the TFTP directory folder.

You need to define auser or a group name , and set the permissions : read, write or

modify. Security permissi ons vary by organization s.

17


http://www.oldversion.com/3Com-Daemon.html
http://tftpd32.jounin.net/

Yealink IP Phones Auto Provisioning Guide

An example of configuration on the Windows platform is shown as below:

General | Sharing| Security | Customize

QIDUD Or user names

m Administrators (VANS TD80\Administrators) -~
€7 CREATOR OWNER
m Everyone
ﬁ Hill, James (jahill@my servername.com]
€7 SYSTEM v
< >

l Add ] [ Remove ]

[
=
g
2
o
@
2

Permissions for Everyone

Full Control O O A
Modify O

Read & Execute O

List Folder Contents O

Read O

Write O 3
Crmmminl | Davmninnimmna

For special permissions or for advanced settings, Advanced
click Advanced =

[ 0K ][ Cancel H Apply ]

Configuring a TFTP Server

If you have a 3CDaemon application installed on your local system , use it directly.

Otherwise, download and install it

To configure a TFTP server:

1. Double c lick 3CDaemon .exe to start the application . A configuration page is shown
as below :
T 3CDaemon =N [ |

File View Help

TFTE Server

Start Time

[ Peer [ Bytes | status

Feb 06, 2015 10:32:47 local

0 Listening for TFTP requests on IP address: 182. 168.1.100, Port 69

TFTP

T
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2. Select Configure TFTP Server
from your local system

. Click the J button to locate the TFTP root directory

3CDaemon

File View Help

TFTE Serwver Start Time Peer

[e.. | status

Feb 06, 2015 10:32:47 local

0 Listening for TFTP requests on IP address: 182. 168. 1 .100, Port 59

(5}

3CDaemen Configuration =

FIP Frofiles Sysleg Confi guration |
General Configuration

Create directory names in incoming file re

TFIP Configuration

Allow overwrite of existing files? r
Upload/Dourload - ATFTE Directoryt J |

Fer-packet timeout in seconds |5

Weximun retries 0
Taterfrane transnission g

3. Click the Confirm button to finish configuring the TFTP server.

The server URL otftp://IP/6 (Here 0IP6 means the IP address of the provisioning

server, for example, 6tftp://192.168.1.100/ ¢) is where the IP phone downloads

configuration files from.
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Obtaining the Provisioning Server  Address

Obtaining the Provisioning Server Address

Yealink IP phones support obtai ning the provisioning server address in the following
ways:

Zero Touch

Plug and Play (PnP) Server

DHCP Options

Phone Flash

Configuring Wildcard of the Provisioning Serve  r URL

The priority of obtaining the provisioning server address is as follow s: Zero Touch-->PnP
Server --> DHCP Option s (Custom option --> option 66 --> option 43 ) --> Phone Flash. The
following sections detail the process of each way (take the SIP-T23G IP phone as an
example ).

Zero Touch

Zero Touch allow s you to configure the network parameters and provisioning server
address via phone user interface  during startup. This feature is helpful when there is a
system failure on the IP phone . To use Zero Touch, make sure this f eature is enabled .

This feature is not applicable to W56P IP phones.
To configure Zero Touch via web user interface

1. Click on Settings -> Auto Provision.

2. Select Enabled from the pull -down list of Zero Active .
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3. Enter the desired waittime in the Wait Time (1~100s) field .

The default value is 5.

Yealink | 23 = S = =
| Status || Account || Network | DSSKey || Features | BEURS
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Call Display

Custom Opton{128~254)

Wak Tene(1~100s) 5
Soltkey Layout
Power On @ On off
TROG9 Repeatedly On @ Ooff
Voice Montoring IntenaMrutes) 1440
Weeld, " ® O
sip eeidy O o
Tme 0 0 0 )
Y] Sunday
¥ Monday
4| Tuesday
Day of Week ¥ Wednesday
¥i Thursday
¥ Fricay
7] Saturday

AUTODIOVSON How

Confrm

Cancel

Auto Provision
Preference
PP Actwve @ On o
Time & Date Auto Provision
DHCP Active S On off The I phone can nteroperate

WEh provsionng server usng
0 provisionng for deployng
the IP phones.

Upgrade H Rion V.
s PUCE SDXE RIS a2 When the [P phone trggers to
et perform auto provisionng, & wil
Auto Provision Secver URL
. User Name
Configuration L0 PrOVSIDANG process, the
Password [ naceencs P phooe wil download and
Dial Plan update configuration fies to the
Attempt Expred Tme(s) phooe fash.
Voice S podss
Cosytion ASS Key @) You can click here to get
; more guides.
Ring MAC-Oriented AES Key PR -
Zero Actve Enabled .
Tones —

4. Click Confirm to accept the change.

When Zero Touch is enabled, there will be a

Update now? 4=

—r e Toush———

Press the OK soft key.

The networ k parameters are configurable via phone user interface:

Press the Next soft key after finishing network setting s.

config uration wizard during startup:




Obtaining the Provisioning Server  Address

Configure the provisioning se rver address , authentication user name (optional) and
password (optional) in the Auto Provision screen.

An example of screenshot is shown as below :

—to Prowvision

‘E-. 194 EDEnyDDDDDDDDDH

Press the OK soft key .

After the above configuration is completed , the IP phone will connectto the configured
provisioning server and perform the auto provisioning process during startup .

Plug and Play (PnP) Server

Yealink IP phone s support obtain ing the provisioning server address from  the PnP server.
The IP phone broadcast sthe PnP SUBSCRIBEmessage to obtain the provisioning server
address during startup. To use Plug and Play, make sure this f eature is enabled .
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To configure P nP via web user interface

1. Click on Settings -> Auto Provision.

2. Mark the On radio box inthe PNP Active field.

Yealink | 23 ‘

Auto Provision
[ PP Actve e On off
Time & Date Auto Provision
DHCP Active o On o The I phone Gan nteroperate
Ok wEh provsiang server usng
ca y Custom Option{128~254) A0 provisionng for deployng
the IP phooes.
Upgrade DHCP Option Vaue yealnk \When the I phone triggers to
i Server URL perform auto provisionng, & wil
Auto Provision ot request to download the
User Name configuration fies from the
% proveionng server, Durng the
Configuration 0 PPOVSHANG Process, the
Password roseercs 1P phooe wil downkoad and
Dial Plan update configuration fles to the
Attempt Expred Tme(s) 5 phooe fash.
Volce Coenmon AES Key teessees @0 You can click here to get
Ring MAC-Orented AES Key sassaens more guides.
Zero Actve Enabled [
Tones = =]
Wak Tene(1~100s) 5
Soltkey Layout
5 b Power On @ On off
TROG9 Repeatedyy 0n @ of
Voice Monitoring tenva{Mrutes) 1440
W @ ¥
sip Weeky On off
Tme 00 /00 (=00 : 00
) Sunday
¥) Monday
v Tuesday
Day of Week ¥ Wednesday
! Thursday
! Frday
V! Saturday
Autoprovison How
Confrm Gancel

3. Click Confirm to accept the change.

Any PnP server activated in the network  responses with a SIP NOTIFY message ,

and an address of the provisioning server is contained in the message body.
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