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About 802.1 X

The IEEE 802.1X standard defines Rort-based Network Access Control (PNACand
authentication protocol that restricts unauthorized clients from connecting to a LAN. The lEEE
802.1X defines the encapsulation of the Extensible Authentication Protocol (EAPYefined in
RFC3748 which is knoomHAPGLs ] EAP over LANDZ

802.1X authentication involves three parties: a supplicant, an authenticator and an
authentication server. The supplicant is a client device (such as a IP phone) that wishes to
attach to the network. The authenticator is a network device, such as arBhernet switch. And the
authentication server is typically a host running software supporting the RADIUS and EA°
protocols.

The authenticator acts like a security guard to a protected network. The supplicant is not

allowed access through the authenticator to the protected side of the network until the

supplicantds identity has beegytothisislikd@mdvidimaand aut hor i :
valid visa at the airport's arrival immigration before being allowed to enter the country. With

802.1X port-based authentication, the supplicant provides credentials, such as usename,

password or digital certificate for the authenticator, and the authenticator forwards the

credentials to the authentication server for verification. If the authentication server determines

the credentials are valid, the supplicantis allowed to access resources located on the protected

side of the network.

Supplicant Authenticator Authentication Server

802.1x
Port

Yealink IP Phones Compatible with 802.1X

802.1X is the most widely accepted form of port-based network access control in use and is
available on YealinkIP phones. Yealink IP phonesupport 802.1X authentication based on
EARMD5, EARTLS EARPEARPMSCHAR/2, EARTTLS/EAPMSCHAR/2, EARPEAP/GTC,
EARTTLS/EAPGTC and EARFASTprotocols.

The table below lists the protocols supported by Yealink SIP IP phones with different versions.

Authentication Protocol IP Phone Models Firmware Version

EARMDS5 All IP phones All Versions

T46G, T42GT41P, CP860 | Firmware version 71 or later

EARTLS

T48G Firmware version 72 or later




Yealink Technical White Paper

802.1X Authentication

Authentication Protocol

IP Phone Models

Firmware Version

T58AT49G, T40P, T29G,

T23P/G, T21(P) E2, T19(P)

E2,CP96Q and W56P

Firmware version 80 or later

T48S, T46S, T42541S,
T40G,T27G W52P

Firmware version 81 or later

VP59,W53P, and
CP930WBase

Firmware version83 or later

T57W, T54W, T53WT53,
T48U, T46Uand T43U

Frmware version 84 or later

T46G, T42GT41P, CP860

Firmware version71 or later

T48G

Firmware version 72 or later

T58A T49G, T40P, T29G,

T23P/G, T21(P) E2, T19(P)

E2,CP96Q and W56P

Firmware version 80 or later

EARTTLS/EAPMSCHAPV2 T48S, T46S, T42941S,
T40G,T27G W52P, W60P | Firmware version 81 or later
and CP920
VP59,W53P, and
Firmware version83 or later
CP930WBase
T57W, T54W, T53WT53, )
Frmware version 84 or later
T48U, T46Uand T43U
T48G, T46G, T42Gl41P Firmware version 73 or later
T58AT49G, T40P, T29G,
T23P/G, T21(P) E2, T19(P]
Firmware version 80 or later
E2, CP860CP960 and
W56P
T48S, T46S, T429,41S,
EARPEAP/GTC ) )
T40G,T27G W52P, W60P | Firmware version 81 or later
and CP920
VP59,W53P, and
Firmware version83 or later
CP930WBase
T57W, T54W, T53WT53,
Hrmware version 84 or later
T48U, T46Uand T43U
EARTTLS/EAPGTC T48G, T46G, T42GT41P Firmware version 73 or later
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Authentication Protocol IP Phone Models Firmware Version

T58AT49G, T40P, T29G,
T23P/G, T21(P) E2, T19(P)
E2, CP860CP960 and
W56P

Firmware version 80 or later

T48S, T46S, T42941S,
T40G,T27G W52P, W60P | Firmware version 81 or later
and CP920

VP59,W53P, and
CP930WBase

Firmware version83 or later

T57W, T54W, TS3WTS3,
T48U, T46Uand T43U

Frmware version 84 or later

T58AT29G, T23P/G,
T21(P) E2, T19(P) E2,
T49G, T48G, T46G, T42G,| Firmware version 80 or later
T41P, T40P, CP86GCP960
and W56P

T48S, T46S, T429,41S,
T40G,T27G W52P, W60P | Firmware version 81 or later
and CP920

EARFAST

VP59,W53P, and
CP930WBase

Firmware version83 or later

TS7W, T54W, T53WTS3,
T48U, T46Uand T43U

Frmware version 84 or later

Yealink IP phones support 802.1X as a supplicant, both Passhru Mode and Pass-thru Mode
with Proxy Logoff. When the device connected to the phone disconnects from the PC port, the
Yealink IP phone can provide additional security by sending an EAPOL Logoff messagé¢o the
Ethernet switch. This functionality, also known as proxy logoff, prevents another device from
using the port without first authent icating via 802.1X.

Configuring 802.1 X Settings

The 802.1X authentication on Yealink IP phonesis disabled by default. You can configure the

802.1X authentication in one of the following three ways:

Configuring 802.1X Using Configuration Hles
Configuring 802.1X viaWeb User Interface

Configuring 802.1X via Phone User Interface

For detailed descriptions of the authentication parameters in configuration files, you can refer to
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Configuring 802.1X Using Configuration Fles. When setting up a large number of IP phones,
Yealink recommends usingthe boot file (for new auto provisioning mechanism) and
configuration files. If you are provisioning a few phones, you can use the web user interface or
phone user interface to configure the 802.1X feature.

If the EARTLS, EAFPEAPMSCHAPV2 EARTTLS/EAPMSCHAPV2, EARPEAP/GTC,
EARTTLS/EAPGTC or EAPFASTprotocol is preferred in your 802.1X environment, make sure

that the firmware running on your new phone supports the protocol.

The following s provide the system administrator with the procedures to successfully configure

Yealink IP phones in a secure 802.X environment.

Configuring 802.1X Using Configuration Files

The following IP phones use the new auto provisioning mechanism:

SIRT58A/ CP960IP phones running firmware version 80 or later

SIRT48G/T48S/TA6G/T46S/TA2GIT4A2S/41P/TA1SITAOP/T40G/T29G/T27G/T23P/T23G/T
21(P) E2/T19(P) EZCP860,CP920,W60P, W52P and W56P IP phones running firmware

version 81 or later
VP59,W53P and CP930WBaselP phones running firmware version 83 or later

SIP-T57W/T54W/T53W/T53/T48U/T46U/T43UIP phones running firmware version 84 or

later

Other IP phones or the IP phones listed aboverunning old firmware version use the old auto

provisioning mechanism.

For Old Auto Provisioning Mechanism

1. Add/Edit 802.1X authentication parameters in the configuration file.

The following table shows the information of parameters:

Parameter s Permitted Values Default

network.802_1x.mode 0,1,2,3,4,56o0r7 0

Description :

Configures the 802.1x authentication method.
0-Disabled

1-EARMDS

2-EARTLS

3-EARPEAPMSCHAPV2
4-EARTTLS/EAPMSCHAPV2
5-EARPEAP/GTC

6-EARTTLS/EAPGTC
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Parameter s Permitted Values Default

7-EARFAST

Note: If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network->Advanced->802.1x->802.1x Mode
Phone User Interface:

Menu->Settings->Advanced Settings (default password: admin) ->Network ->802.1x
Settings->802.1x Mode

. ) String within 32
network.802_1x.identity H . Blank
characters

Description :
Configures the user name for 802.1x authentication.

Note: |1t works only if the value of the pa
5, 6 or 7.1f you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network->Advanced->802.1x->Identity
Phone User Interface:

Menu->Settings->Advanced Settings (default password: admin) ->Network ->802.1x
Settings->Identity

String within 32
network.802_1x.md5_password Blank
characters

Description :
Configures the password for 802.1x authentication.

Note: |t works only if the value of the pa
6 or 7. If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network ->Advanced->802.1x->MD5 Password
Phone User Interface:

Menu->Settings->Advanced Settings (default password: admin) ->Network ->802.1x
Settings->MD5 Password

URL within 511
network.802_1x.root_cert_url Blank
characters

Description :
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Parameter s Permitted Values Default

Configures the access URL of the CA certificate.

Note : It works only if the value of the pa
6 or 7. The format of the certificate must be *.pem, *.crt, *.cer or *.der.

Web User Interface:

Network->Advanced->802.1x->CA Certificates

URL within 511
network.802_1x.client_cert_url Blank
characters

Description :
Configures the access URL of the device certificate.

Note: Itworksonlyift he val ue of the parameter Jnet
(EARTLS). The format of the certificate must be *.pem.

Web User Interface:

Network->Advanced->802.1x->Device Certificates

The following shows an example ofthe EARTLSprotocol for 802.1X authentication in
configuration file s:

network.802_1x.mode = 2

network.802_1x.identity = yealink

network.802_1x.root_cert_url = http://192.168.1.8:8080/ca.crt
network.802_1x.client_cert_ur= http:// 192.168.1.8:8080/client.pem

2. Upload the configuration file s, CA certificate and client certificate to the root directory of

the provisioning server.

Applying the Configuration Filesto  Your Phone

Once you have edited and configuration file (e.g.,y0000000000xx.cfg using the parameters
introduced above, you need to do the following to apply the files to your phone:

1. Connect your phone to a network that is not 802.1X-enabled.
2. Perform the auto provisioning process to apply the configuration files to the phone .
Then the IP phone will reboot to make the settings effective.

For more information on auto provisioning, refer to Yealink SIPT2 Series T19(P)
E2 T4 _Series CP860 W56P IP_Phodego Provisioning Guide

3. Connect the phone to the 802.1X-enabled network and reboot the phone.

You can make a phone call to verify whether the phone is authenticated.

For New Auto Provisioning Mechanism

1. Add/Edit 802.1X authentication parameters in the configuration file ( e.g., static.cfg).

The following table shows the information of parameters:


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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Parameter s Permitted Values Default

static. network.802_1x.mode 0,1,2,3,4,560r7 0

Description :

Configures the 802.1x authentication method.
0-EARNone

1-EARMD5

2-EARTLS

3-EARPEARPMSCHAPV2
4-EARTTLS/EAPMSCHAPV2
5-EARPEAP/GTC

6-EARTTLS/EAPGTC

7-EARFAST

If it is set to 0 (EARNone), 802.1x authentication is not required.

Note: If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network ->Advanced->802.1x->802.1x Mode
Phone User Interface:

Menu->Settings->Advanced Settings (default password: admin)
->Network ->802.1x->802.1x Mode

static.network.802_1x.eap_fast_provision_mode Oorl 0

Description :

Configures the EAP InBand provisioning method for EAP-FAST.
0-Unauthenticated Provisioning
1-Authenticated Provisioning

If it is set to O (Unauthenticated Provisioning), EAP InBand provisioning is enabled by
server unauthenticated PAC (Proteted Access Credential) provisioning using anonymous

Diffie-Hellman key exchange.

Ifit is set to 1 (Authenticated Provisioning), EAP InBand provisioning is enabled by server

authenticated PAC provisioning using certificate-based server authentication.

Note:1't wor ks only if the value of the par a
(EARFASTY. If you change this parameter, the IP phone will reboot to make the change

take effect.

Web User Interface:

Network->Advanced->802.1x->Provisioning Mode
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Parameter s Permitted Values Default

. . . String within 512
static.network.802_1x.anonymous_identity Blank
characters

Description :

Configures the anonymous identity (user name) for 802.1X authentication.

It is used for constructing a secure tunnel for 802.1X authentication.

Note: Itworksonlyift he val ue of the parameter Jsta
3,4, 5, 6 or7. If you change this parameter, the IP phone will reboot to make the change
take effect.

Web User Interface:

Network->Advanced->802.1x->Anonymous Identity

. . . String within 32
static. network.802_1x.identity Blank
characters

Description :
Configures the user name for 802.1x authentication.

Note: |t works only if tstkkicneawoe koBO2hdxpa
2,3,4,5, 6 or 7If you change this parameter, the IP phone will reboot to make the change

take effect.

Web User Interface:
Network->Advanced->802.1x->Identity
Phone User Interface:

Menu->Settings->Advanced Settings (default password: admin)
->Network ->802.1x->Identity

) String within 32
static. network.802_1x.md5_password Blank
characters

Description :
Configures the password for 802.1x authentication.

Note : I't works only if tsteicneawoe koBORhdaxpan
3,4, 5, 6 or 7.If you change this parameter, the IP phone will reboot to make the change

take effect.

Web User Interface:
Network->Advanced->802.1x->MD5 Password
Phone User Interface:

Menu->Settings->Advanced Settings (default password: admin)
->Network ->802.1x->MD5 Password
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Parameter s Permitted Values Default

URL within 511
static.network.802_1x.root_cert_url Blank
characters

Description :
Configures the access URL of the CA certificate.

Note : It works only if the value of the pa
3,4, 5, 6 or 7. If theauthentication method is EAP-FAST, you also need to set the value of
the parameter Jstatic.network.802_1x. eap |

Provisioning). The format of the certificate must be *.pem, *.crt, *.cer or *.der.
Web User Interface:

Network ->Advanced->802.1x->CA Certificates

_ _ URL within 511
static.network.802_1x.client_cert_url Blank
characters

Description :
Configures the access URL of the device certificate.

Note : I't works only if tsteicneawoe koBORhaxpan
(EARTLS). The format of the certificate must be *.pem.

Web User Interface:

Network ->Advanced->802.1x->Device Certificates

static.network.802_1x.proxy_eap_logoff.enable Oor1l 0

Description :

Enables or disables the 802.1xlogoff feature for the PC port.
0-Disabled

1-Enabled

If it is set to 1 (Enabled),the 802.1x logoff message is sent to the authenticator when the
PC is disconnected.

The following shows an example of the EARTLSprotocol for 802.1X authentication in

configuration files:
static.network.802_1x.mode = 2
static.network.802_1x.anonymous_identity = Anonymous
static.network.802_1x.identity = yealink
static.network.802_1x.root_cert_url = http://192.168.1.8:8080/ca.crt
static.network.802_1x.client_cert_url = http://192.168.1.8:8080/client.pem
static.network.802_1x.proxy_eap_logoff.enable= 1

2. Reference the configuration file in the boot file (e.g., y000000000000.boot).

Example:
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include: config Jjhttp://710.2.1.158/static.cfgDbz

3. Upload the boot file, configuration file, CA certificate and client certificate to the root
directory of the provisioning server.

Applying the Configuration Filesto  Your Phone

Once you have edited aboot file (e.g.,y000000000000.boof) and configuration file (e.g.,
static.cfg) using the parameters introduced above, you need to do the following to apply the
files to your phone:

1. Connect your phone to a network that is not 802.1X-enabled.
2. Perform the auto provisioning process to apply the configuration files to the phone .
Then the IP phone will reboot to make the settings effective.

For more information on auto provisioning, refer to the latest Auto Provisioning Guide on
Yealink Technical Support

3. Connect the phone to the 802.1X-enabled network and reboot the phone.

You can make a phone call to verify whether the phone is authenticated.

Configuring 802.1X via Web User Interface

The following takes a SP-T23G IP phone running firmware version 81 as an example.
Connect your phone to a network that is not 802.1X-enabled.
Login to the web user interface of the phone.

Click on Network ->Advanced .

A W p R

In the 802.1x block, select the desired protocol from the pull -down list of 802.1x Mode .
a) Ifyou select EAP-MD5:
1) Enter the username for authentication in the Identity field.

2)  Enter the password for authentication in the MD5 Password field.

10
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Yealink |1

Basic

PC Port

NAT

Advanced

copP

802.1x

Log Out

English(English) v

|| Features ‘! Settings “: Directory |

Active Enabled b
Packet Interval (1~3600s) 60
Active Disabled v
Packet Interval (1~3600s) 60

-

.

.
802.1x Mode EAP-MDS ™

Provisioning Mode

Anonymous Identity

Unauthenticated Provisic

Identity yealink
MD5 Password esssecee
CA Certificates I

Upload

Device Certificates

Confirm

Browse...

Browse...

Upload

Cancel

VLAN

It is used to logically divide a
physical network into several
broadcast domains. VLAN
membership can be configured
through software instead of
physically relocating devices or
connections.

The priority of VLAN assignment
method (from highest to
lowest) :LLDP/CDP->manual
configuration->DHCP VLAN

NAT Traversal

It is a general term for
techniques that establish and
maintain IP connections
traversing NAT gateways. STUN
is one of the NAT traversal
techniques.

You can configure NAT traversal
for the IP phone.

Quality of Service (QoS)

It is the ability to provide
different priorities for different
packets in the network,
allowing the transport of traffic
with special requirements.

Wioh Sarar Ty

b) If you select EAP-TLS

1)
2)
3)

4)

5)

Yealink|

Basic

PC Port

NAT

Advanced

(Optional.) Enter the anonymous user name for authentication in the

Anonymous ldentity

Enter the username for authentication in the Identity field.

field.

Leave the MD5 Password field blank.

In the CA Certificate s field, click Browse to select the desired CA certificate

(*.pem, *.crt, *.cer or *.der)from your local system.

In the Device Certificate s field, click Browse to select the desired client (*.pem

or *.cer) certificate from your local system.

1236

CcoP

802.1x

| DSskey ||

Active Enabled d
Packet Interval (1~3600s) 60
Active Disabled v
Packet Interval (1~3600s) 60

.

.

.
802.1x Mode EAP-TLS v

Provisioning Mode
Anonymous Identity
Identity

MD5 Password

CA Certificates

Device Certificates

Unauthenticated Provisic
Anonymous
yealink

Upload

Browse...

[

Browse...

Confirm

Cancel

Log out |

| Engish(English) |

Features ‘} Settings ‘ Directory ii Security |

NOTE

VLAN

It is used to logically divide a
physical network into several
broadcast domains. VLAN
membership can be configured
through software instead of
physically relocating devices or
connections.

The priority of VLAN assignment
method (from highest to
lowest) :LLDP/CDP->manual
configuration->DHCP VLAN

NAT Traversal

It is a general term for
technigues that establish and
maintain IP connections
traversing NAT gateways. STUN
is one of the NAT traversal
techniques.

You can configure NAT traversal
for the IP phone.

Quality of Service (QoS)

It is the ability to provide
different priorities for different
packets in the network,
allowing the transport of traffic
with special requirements.

\Wah Sorvar Tung

6)

Click Upload to upload the certificates.

11
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c) If you select EAP-PEAP/MSCHAPV2:

1)

2)

3)

4)

Yealink |2

(Optional.) Enter the anonymous user name for authentication in the

Anonymous Identity field.

Enter the username for authentication in the Identity field.

Enter the password for authentication in the MD5 Password field.

In the CA Certificate s field, click Browse to select the desired CA certificate

(*.pem, *.crt, *.cer or *.der)from your local system.

[6g OGt

English(English) -

{ Status { ] Account
Basic LLDE NOTE
Active Enabled v
PC Port VLAN
Packet Interval (1~3600s) 60 It is used to logically divide a
physical network into several
NAT GO broadcast dornains. VLAN
membership can be configured
Advanced Aie Disabled b through software instead of
Packet Interval (1~3600s) 60 physical relocathiy devices on
connections.
- The priority of VLAN assignment
method (from highest to
2 lowest) :LLDP/CDP->manual
. configuration->DHCP VLAN
S02.1x NAT Traversal
It is 3 general term for
802.1x Mode EAP-PEAP/MSCHAPV2 v techniques that establish and
Provisioning Mode maintain IP connections
traversing NAT gateways. STUN
Anonymous Identity Anonymous 5 one of the NAT traversal
techniques.
Identity yealink
You can configure NAT traversal
MD5 Password esscsces for the IP phone.
. [ Browse... Quality of Service (QoS)
Ch Certiicates Upload It is the ability to provide
| = different priorities for different
rowse... P
= packets in the network,
Detice STt tes Upload allowing the transport of traffic
with special requirements.
Confirm Cancel e =
5) ClickUpload to upload the certificate.
d) If you select EAP-TTLS/EAP-MSCHAPV2:

1)

2)
3)
4)

(Optional.) Enter the anonymous user name for authentication in the

Anonymous ldentity

Enter the username for authentication in the Identity field.

field.

Enter the password for authentication in the MD5 Password field.

In the CA Certificate s field, click Browse to select the desired CA certificate

(*.pem, *.crt, *.cer or *.der)from your local system.

12
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Yealink |2 ——

Status ||
|
< LLDP
Basic
PC Port
NAT CDP
Advanced
802.1x

Active

Packet Interval (1~3600s)

Active

Packet Interval (1~3600s)

Enabled hd
60
Disabled v
60

802.1x Mode
Provisioning Mode
Anonymous Identity
Identity

MD5 Password

CA Certificates

EAP-TTLS/EAP-MSCHAP v

Unautt ed Provisic

Anonymous
yealink

I Browse...
Upload

Device Certificates

Confirm

[ Browse...

Upload

Cancel

Togout |

English(English) v

NOTE

VLAN

It is used to logically divide 2
physical network into several
broadcast domains. VLAN
membership can be configured
through software instead of
physically relocating devices or
connections.

The priority of VLAN assignment
method (from highest to
lowest) :LLDP/CDP->manual
configuration->DHCP VLAN

NAT Traversal

1t is a general term for
techniques that establish and
maintain IP connections
traversing NAT gateways. STUN
is one of the NAT traversal
techniques.

You can configure NAT traversal
for the IP phone.

Quality of Service (QoS)

It is the abilty to provide
different priorities for different
packets in the network,
allowing the transport of traffic
with special requirements.

arob o =

5) ClickUpload to upload the certificate.

e) If you select EAP-PEAP/GTC

1) (Optional.) Enter the anonymous user name for authentication in the

Anonymous ldentity

field.

2) Enter the user name for authentication in the Identity field.

3) Enter the password for authentication in the MD5 Password field.

4) In the CA Certificate s field, click Browse to select the desired CA certificate

(*.pem, *.crt, *.cer or *.der)from your local system.

S LLDP
Basic
PC Port
NAT cop
Advanced
802.1x

| ‘ DSSKey ||

Features "\ Settings '

Active Enabled >
Packet Interval (1~3600s) 60
Active Disabled v
Packet Interval (1~3600s) 60

.

-

.
802.1x Mode EAP-PEAP/GTC -

Provisioning Mode
Anonymous |dentity
Identity

MD5 Password

CA Certificates

Unauthenticated Provisic
Anonymous
yealink

| Browse...
Upload

Device Certificates

Confirm

| Browse...

Upload

Cancel

L-og Out =
English(English)

Directory | | Security J

NOTE

VLAN

It is used to logically divide a
physical network into several
broadcast domains. VLAN
membership can be configured
through software instead of
physically relocating devices or
connections.

The priority of VLAN assignment
method (from highest to
lowest) :LLDP/CDP->manual
configuration->DHCP VLAN

NAT Traversal

It is a general term for
technigues that establish and
maintain IP connections
traversing NAT gateways. STUN
is one of the NAT traversal
techniques.

You can configure NAT traversal
for the IP phone.

Quality of Service (QoS)

It is the ability to provide
different priorities for different
packets in the network,
allowing the transport of traffic
with special requirements.

5) ClickUpload to upload the certificate.

f)  If you select EAP-TTLS/EAR-GTC

13
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1) (Optional.) Enter the anonymous user name for authentication in the

Anonymous Identity field.

2) Enter the username for authentication in the Identity field.

3) Enter the password for authentication in the MD5 Password field.

4)

(*.pem, *.crt, *.cer or *.der)from your local system.

Yealink |+c

In the CA Certificate s field, click Browse to select the desired CA certificate

Tog Out

English(English) -

Status ‘ [ Account
< LLDP
Basic NOTE
Active Enabled bd
PC Port VLAN
Packet Interval (1~3600s) 60 It is used to logically divide a
physical network into several
NAY cop broadcast domains. VLAN
5 membership can be configured
Advanced A Disabled ¥ through software instead of
Packet Interval (1~35005) 60 g:zi':&;f“mg devices of
= The priority of VLAN assignment
method (from highest to
- lowest) :LLDP/CDP->manual
! configuration->DHCP VLAN
802.1x NAT Traversal
It is a general term for
802.1x Mode EAP-TTLS/EAP-GTC v techniques that establish and
P ioning Mod Unauthenticated Provisic maintain IP connections
rovisioning Mode Unauthenticated Provisic traversing NAT gateways. STUN
Anonymous Identity Anonymous S ot he A laverml
techniques.
Identity ealink
H You can configure NAT traversal
MDS Password seccceee for the IP phone.
| Browse... Quality of Service (QoS)
CA Certificates Upload It is the ability to provide
different priorities for different
] . | Browse... packets in the network,
Device Certficates Upload allowing the transport of traffic
with special requirements.
Confirm Cancel PR o
5) ClickUpload to upload the certificate.
g) Ifyou select EAP-FAST:

1) Select the desired value from the pull-down list of Provisioning Mode

2) (Optional.) Enter the anonymous user name for authentication in the

Anonymous ldentity

3) Enter the username for authentication in the Identity field.

4)

field.

Enter the passwordfor authentication in the MD5 Password field.

5) (Optional.) In the CA Certificate s field, click Browse to select the desired CA

certificate (*.pem, *.crt, *.cer or *.der)from your local system.

The CA certificate needs to be uploaded only when Authenticate d Provisioning

mode is selected from the Provisioning Mode field.
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Tog Out

English(English) -

Yealink |2

| status Hm Network

< LLDP
Basic NOTE
Active Enabled v
PC Port VLAN
Packet Interval (1~3600s) 60 It is used to logically divide a

physical network into several
broadcast domains. VLAN

v . membership can be configured
Advanced Active Disabled X through software instead of
physically relocating devices or
connections.

NAT CcDP

Packet Interval (1~3600s) 60

The priority of VLAN assignment
method (from highest to

b lowest) :LLDP/CDP->manual

. configuration->DHCP VLAN

802.1x NAT Traversal

It is a general term for
802.1xMode EAP-FAST 4 techniques that establish and
maintain IP connections
traversing NAT gateways. STUN
is one of the NAT traversal
technigues.

Provisioning Mode Unauthenticated Provisic v
Anonymous Identity Anonymous

Identity yealink
You can configure NAT traversal

MDS5 Password esssssee for the IP phone.

Browse... Quality of Service (QoS)
CA Certficates It is the ability to provide
different priorities for different
] Browse... packets in the network,
Upload allowing the transport of traffic
with special requirements.

Confirm Cancel e

Device Certificates

6) ClickUpload to upload the certificate.
5. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.
6. Click OK to reboot the phone.

7. Connect the phone to the 802.1X-enabled network after reboot.

Configuring 802.1X via Phone User Interface

If you select EARPEAP/MSCHAPV2, EAFTLS/EAPMSCHAPV2, EAFPEAP/GTC
EARTTLS/EAPGTCor EARFASTmode, you should upload CA certificate in advance using

configuration files or via the web user interface. For SIP IP phones running firmware version 81

or later, the CA certificate needs to be uploaded only when Authenticated Provisioning mode

is selected from the Provisioning Mode field.
If you select EARTLS mode, you should uploadthe CA certificate and device certificate in

advance using configuration files or via the web user interface.

The following takes a SIRT23G IP phone running firmware version 81 as an example.

To configure 802. 1x via phone user interface:

1. PressMenu->Settings ->Advanced Settings (default password: admin)
->Network ->802.1x.

2. Press@ or@ , or theSwitch soft key to select the desired value from the 802.1x
Mode field.

a) If you select EAP-MD5:

15
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——a02, 1% Settings

‘ EAF-MDE \

! SLtch

1) Enter the user name for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.

b) If you select EAP-TLS

——302 1% Settings

‘ EAP-TLS \

! CSutch

1) Enter the user name for authentication in the Identity field.
2) Leave theMD5 Password field blank.

c) If you select EAP-PEAP/MSCHAPV2:

——202, 1 Settings

‘ EAP- F'EPuF'.."HSEHﬁF‘vJ h\

! Sitch

1) Enter the user name for authentication in the Identity field.
2)  Enter the password for authentication in the MD5 Password field.

d) If you select EAP-TTLS/EAP-MSCHAPV2:

—— 202, 1% Settings

‘ EAP- TTLE.:"EF'lF' MSCH h\

! Sulitch

1) Enter the user name for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.

e) If you select EAP-PEAP/GTC

16
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f)

g)

——a02, 1% Settings

‘ EAP- F'E|'1'|F',."I3TI3 \

! SLtch

1) Enter the user name for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.

If you select EAP-TTLS/EAP-GTC.

——302 1% Settings

‘EﬁF‘ TTLS,."EﬁF' LTC ﬂ‘\

! CSutch

1) Enter the user name for authentication in the Identity field.
2)  Enter the password for authentication in the MD5 Password field.

If you select EAP-FAST:

——202, 1 Settings

‘EﬁF‘ -FAST \

! Sitch

1) Enter the user name for authentication in the Identity field.

2)  Enter the password for authentication in the MD5 Password field.

3. PressSave to accept the change.

The IP phone reboots automatically to make the settings effective after a period of time .

802.1X Authentication Process

Reboot the phone to activate the 802.1X authentication on the phone. The 802.1X

authentication process is divided into two basic stages:

Pre-authentication

The 802.1X preauthentication process begins with the IP phone that contains a supplicant

service used for negotiation and authentication. When the IP phone connects to an

unauthorized port, the authenticator blocks the IP phone from connecting to the network. Using

one of the authentication protocols , the authenticator establishes a security negotiation with the

IP phone and creates an 802.1X sessionThe IP phone provides its authentication information

17
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for the authenticator, and then the authenticator forwards the information to the authentication

server.

Authentica tion

After the authentication server authenticates the IP phone, the authentication server initiates the

authentication stage of the process. During this phase, the authenticator facilitates an exchange

of keys between the IP phone and the authentication server. After these keys are established,
the authenticator grants the IP phone access to the protected network on an authorized port.

The following figure summarizesthe implementation of the 802.1X authentication process using

a RADIUS server as the authstication server:

(Yealink IP phone) (Switch)

Supplicant Authenticator Authentication

Server

1. Authentication request

Y

2. ldentity request

A

3.User name
Proxy to server

Y

\

Proxy to supplicant 4. Authentication challenge

A

5. Authentication response Proxy to server

Y

\/

Proxy to supplicant 6. Authentication success

A

Data communication

A

For more details about the 802.1Xauthentication process usingEARMDS5, EARTLS,
EARPEAP/MSCHAPV2, EAFTLS/EAPMSCHAPV2, EAFPEAP/GTC, EARTLS/EAPGTG and

EARFASTprotocols, refer to Appendix B: 802.1XAuthentication Process

If you are interested in the packets exchanged during the authentication process, we

recommend you to use the Wireshark tool. Refer to http://wiki.wireshark.org for more

information about the Wireshark tool.
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Sample Screenshots § ldentity

The following screenshotof the Wireshark shows a sample of a successful authentication
process usingthe EARMDD5 protocol:

M MDS.pcapng  [Wireshark 1,105 (SVN Rev 54262 from ftrunk-1.10]]
Fie Edit View Go Capture Analyze Statitis Telephony Tools Intemals Help

eeimi  DBRE AP DT L Qaeb EBEm & 3@

e | o ] [ ] expression... Clear Apply Save Fitter
No. Time Source Destination  Protocol Length Info

4 2.215736000 cisco_5d:42:94 Nearest — EAPOL 60 start

5 2.218751000 Cisco_5d:42:94 Nearest EAP 60 Request, Identity

6 2.266603000 Xiamenvye, Nearest EAP 60 Response, Identity

7 2.276228000 Cisco_5d Nearest EAP 60 Request, TLS EAP (EAP-TLS)

82.277015000 Xiamenve, Nearest  EAP 60 Response, Legacy Nak (Response only)

10 2.284961000 Cisco_5d Nearest EAP 60 Request, MD5-Challenge EAP (EAP-MD5-CHALLENGE)

11 2.285802000 xiamenve_73:4c:f1 Nearest EAP 60 Response, MD5-Challenge EAP (EAP-MD5-CHALLENGE)

19 2.319220000 Cisco_5d:42:94 Nearest EAP 60 Success
o n v

Frame 4: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, src: Cisco_5d:42:94 (c0:62:6b:5d:42:94), Dst: Nearest (01:80:c2:00:00:03)
= 802.1x Authentication

Version: 802.1x-2010 (2)

Type: start (1)

Length: 0

The following screenshot of the Wireshark shows a sample of a successful authentication
process usingthe EARTLS protocol:

M TS pcapng  Wireshark 1.10.5 (SVN Rev 54262 from ftrunk-1.10]]
Fle Edit View Go Capture Anahze Statistics Telephony Tools Intemals Help

i BDERE RernTL Qaqb BB % g

I | e[| e [+] Expression... Ciear Apply Save Fitter
No. Time Source Destination  Protocol Length Info
805503000 Cisco_5d:42:94 Nearest EAPOL 60 start
. 808685000 Cisco_5d:42:94 Nearest EAP 60 Request, Identity
. 809510000 XiamenYe_73:4c:T1 Nearest EAP 60 Response, Identity
15739000 Cisco_5d Nearest  EAP U Request, TLS EAP (EAP-TLS)
823631000 Xiamenve, Nearest  TLSvL 112 client Hello
857040000 cisco_5d: Nearest TLSVL 1042 server Hello, certificate, server key Exchange, Certificate Request, server Hello Do
858234000 Xiamenve_ Nearest EAP 60 Response, TLS EAP (EAP-TLS)
867698000 Cisco_sd Nearest ~ TLSv1 1042 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Dor
869098000 Xiamenve. Nearest EAP 60 Response, TLS EAP (EAP-TLS)
. 882798000 Cisco_5d Nearest  TLSv1 644 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Dor
Xiamenve Nearest TLSVL 1366 certificate, client Key Exchange, certificate verify, change cipher spec, Encrypted §
Cisco_sd Nearest  EAP 60 RequesT, TLS EAP (EAP-TLS)
xiamenye Nearest TLSVL 827 certificate, client key Exchange, certificate verify, change cipher spec, Encrypted
cisco_s5d Nearest TLSVL 87 change cipher spec, encrypted Handshake Message
. : Nearest  EAP 60 Response, TLS EAP (EAP-TLS)
. 516815000 Cisco_5d:42:94 Nearest EAP 60 success
<[ T, v

Frame 118: 60 bytes on wire (480 bits), €0 bytes captured (480 bits) on interface 0
Ethernet II, src: xiamenve_73:4c:f1 (00:15:65:73:4c:f1), Dst: Nearest (01:80:€2:00:00:03)
£ 802.1X Authentication
version: 802.1x-2001 (1)
Type: EAP Packet (@)
Length: 12
= Extensible Authentication protocol

Code: Response (2)
d: 1
Length: 12

Type: Identity (1)

19



Yealink Technical White Paper 802.1X Authentication

The following screenshot of the Wireshark shows a sample of a successful authentication
process usingthe EAP-PEAP/MSCHAPv2rotocol:

Ml EAP-PEAP MSCHPvZ.pcapng  [Wireshark 1.105 (SVN Rev 54262 from ftrunk-1.10)]
Fle Edit View Go Capture Analyze Statistics Telephony Tools Intemnals Help

@4l BREX2 I AEeSsDTF L e @®m¥% &
s ool cel) [ ] expression... Clear 2pply Save fikter
No. Time Source Destination  Protocol Length Info
93.925112000 Cisco_5d:42:94 Nearest  EAPOL 60 start
10 3.928791000 cisco 5d:42 Nearest EAP 60 Regquest, Identit
ﬁl 3.981630000 Xxiamenve 73:4c:fl Nearest EAP 60 Response, Identity
O0I711000 Cisco_sdid Nearest  EAF T Request, TLS EAF (EAP-TLS)
992514000 Xiamenye_ Nearest  EAP 60 Response, Legacy Nak (Response only)
004604000 Cisco_5d:42:94 Nearest  EAP 60 Request, Protected EAP (EAP-PEAP)
091224000 xiamenyve_73:4c:fl Nearest  TLsvL 116 c1ient Hello
128973000 cCisco_5d:42:94 Nearest TLSVL 1042 server Hello, certificate, server key Exchange, server Hello Done

130149000 Xiamenve 73:4c:fl Nearest 60 Response, Protected EAP (EAP-PEAP)

138955000 cCisco_5d:42 Nearest 1038 server Hello, certificate, server key Exchange, server Hello Done
Xiamenve_7 Nearest 60 Response, Protected EAP (EAP-PEAP)
Cisco_5d:42:94 Nearest 522 server Hello, certificate, server key Exchange, server Hello pone
Xiamenye_ Nearest 226 client Key Exchange, change Cipher Spec, Encrypted Handshake message
Cisco_5d:4 Nearest 83 Change Cipher Spec, Encrypted Handshake Message
Xiamenve_: Nearest 60 Response, Protected EAP (EAP-PEAP)
4 Cisco_5d:42 Nearest 61 Application pata
34 4.800342000 Xxiamenve_73:4 Nearest 98 Application pata, Application pata
35 4.808518000 Cisco_5d:4 Nearest 77 Application pata
4.818037000 Xiamenve Nearest 162 Application Data, Application Data
. 825426000 <Cisco_5d:42:94 Nearest 109 Application pata
827896000 Xiamenve_7 Nearest 98 Application pata, Application pata
840065000 Cisco_5d:42 Nearest 61 Application pata
43186000 Xxiamenve_73:4c:fl Nearest 98 Application pata, application pata
Cisco_5d:42:94 Nearest 60 Success

m 3

Frame 11: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, Src: Xiamenve_73:4c:f1 (00:15:65:73:4c:f1), Dst: Nearest (01:80:c2:00:00:03)
802.1x Authentication
version: 802.1X-2001 (1)
Type: EAP Packet (0)
Length: 12
= Extensible Authentication Protocol
Code: Response (2)
Id: 1
Length: 12
Type: Identity (1)

Identity: yealink

The following screenshot of the Wireshark shows a sample of a successful authentication
process usingthe EARTTLS/EAPMSCHAR/2 protocol:

M EAP-TTLS EAP-MSCHAPv2 pcapng  [Wireshark 1.10.5 (SYN Rev 54262 from /trunk-1.10)]
Fle Edit View Go Capture Analyze Statitis Telephony Tools Intemals Help

PO 4E I BEXE AT L aqaf #BmE 3

s | o o] [+ Expression... Clear Apply Save Filier
No. Time Source Destination  Protocol Length Info

4 3.232668000 XiamenvYe. Nearest EAPOL 60 start
6 3.386302000 Cisco_5d: Nearest EAPOL 60 start
7 3.389630000 Cisco_5d: Nearest  EAP 60 Request, Identit
8 3.436912000 xiamenve Nearest _ EAP 60 Response, Identity
9 3.446978000 Cisco_5d:4 Nearest EAP 60 Request, TLS EAP (EAP-TLS)
10 3. 72000  Xiamenve_. Nearest  EAP 60 Response, Legacy Nak (Response Only)
11 3.455443000 Cisco_5d:42:94 Nearest EAP 60 Request, Tunneled TLS EAP (EAP-TTLS)
12 3.548121000 Xiamenve_73:4c:fl Nearest  TLSw1 112 client Hello
16 3.581653000 Cisco_5d:42:94 Nearest TLSVL 1042 server Hello, certificate, server key Exchange, server Hello Done
17 3.582913000 Xiamenve_73:4c:fl Nearest  EAP 60 Response, Tunneled TLS EAP (EAP-TTLS)
18 2.598561000 Cisco_5d:42:94 Nearest TLSVL 1042 server Hello, certificate, server key Exchange, server Hello Done
19 3.599817000 Xiamenve. Nearest EAP 60 Response, Tunneled TLS EAP (EAP-TTLS)
20 3.608457000 Cisco_5d:42:94 Nearest TLSW1 526 Server Hello, Certificate, Server Key Exchange, Server Hello Done
28 4.182005000 xiamenve_73:4c:fl Nearest TLSVL 222 client key Exchange, change Cipher spec, Encrypted Handshake Message
29 4.198531000 Cisco_5d:42:94 Nearest  TLSVL 87 change Cipher spec, Encrypted Handshake Message

4.210832000 xiamenve_73:4c:f1 Nearest TLSVL 210 application pata, application pata

222184000 Cisco_5d:42:94 Nearest TLSVL 113 application pata
.224521000  Xiamenve 73:4c:fl Nearest  EAP 60 Response, Tunneled TLS EAP (EAP-TTLS)
. 260661000 Cisco_5d:4 Nearest EAP 60 success

I v

Frame 8: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, src: xiamenve 73:4c:fl (00:15:65:73:4c:fl), Dst: Nearest (01:80:c2:00:00:03)
802.1x Authentication

Version: 802.1x-2001 (1)

Type: EAP Packet (0)

Length: 12
= extensible Authentication protocol

code: Response (2)

Id: 1
Length: 12
Type: Identity (1)

Identity: yealink
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The following screenshot of the Wireshark shows a sample of a successfubuthentication

process using the EARPEAP/GT(rotocol:

M EAP-PEAP GTC.pcapng [Wireshark 1.10.5 (SVN Rev 54262 from ftrunk-1.10]]

File Edt View Go

Capture Analyze Statstics Telephony Took

Intemals Help

Mm%

@il BRERE S dPDT L Qaq
G [+| Expression... Clear Apply Save Filter
No. Time Source Destination  Protocol Length Info

30 12.203852000 Cisco_5d Nearest EAPOL 60 start

31 12. 307446000 Cisco_5d Nearest EAP 60 Request, Identity
[32712.361184000 XiamenYe 7 it Nearest EAP 60 Response, Identit

33 12.370207000 Cisco_5d Nearest EAP 60 Request, TLS EAP (EAP-TLS)

34 12.370987000 Xiamenve_ of1 Nearest  EAP 60 Response, Legacy Nak (Response only)

35 12, 382856000 cisco_5d NearestT EAP 60 Request, Protected EAP (EAP-PEAP)

46 12.477092000 Xiamenve, f1 Nearest  TLSVI 116 Client Hello

47 12.513891000 Cisco_5d Nearest TLSVL 1042 server Hello, certificate, server key Exchange, server Hello Done
48 12. 514898000 Xiamenve, f1 Nearest  EAP 60 Response, Protected EAP (EAP-PEAP)

49 12.524553000 Cisco_5d 4 Nearest TLsvVL 1038 server Hello, certificate, server key Exchange, server Hello Done
50 12.525808000 Xiamenve. f1 Nearest EAP 60 Response, Protected EAP (EAP-PEAP)

51 12.534448000 Cisco_5d Nearest TLSVL 522 server Hello, Certificate, Server Key Exchange, Server Hello Done
62 13.111673000 Xiamenve. f1 Nearest TLSVL 226 Client key Exchange, Change Cipher spec, Encrypted Handshake Message
63 13.123227000 Cisco_5d Nearest  TLSv1 83 Change Cipher Spec, Encrypted Handshake Message

64 13.130886000 Xiamenve. f1 NearestT EAP 60 Response, Protected EAP (EAP-PEAP)

65 13.137643000 Cisco_5d Nearest TLSV1 61 Application Data

66 13.140060000 Xiamenve. f1 Nearest TLsvL 98 application pata, Application pata

67 13.148243000 Cisco_5d Nearest  TLSVI 77 application pata

68 13.150577000 Xxiamenve. if1 Nearest TLSVL 98 application pata, Application pata

69 13.158889000 Cisco_5d Nearest  TLSVI 61 application pata

70 13.161368000 Xxiameny f1 Nearest TLSVL 98 application pata, Application pata

71 13.169554000 Cisco_5d Nearest TLSVL 61 application pata

72 13.171930000 Xiamenve f1 Nearest  TLSV1 08 Application Data, Application Data

110 14.220732000 cisco_5d: Nearest EAP 60 success

<

m

Length: 12

1d: 1
Length: 12

= Extensible Authentication Protocol
Code: Response (2)

Frame 32: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0O

Ethernet II, src: xiamenve_73:4c:fl (00:15:65:73:4c:f1), Dst: Nearest (01:80:c2:00:00:03)

© 802.1X Authentication
version: 802.1X-2001 (1)
Type: EAP Packet (0)

pe: Identity (1)
Identity: yealink

The following screenshot of the Wireshark shows a sample of a successful authentication

process using the EARTTLS/EAPGTCprotocol:
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