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Summary of Changes

Summary of Changes

This section describes the changes to this guide for each release and guide version.

Changes for Release 81, Guide Version 81.73

Documentations of the newly released CP920 and W60 IP phones have also been added.

Changes for Release 81, Guide Version 81.72

Documentations of the newly released CP960 IP phones have also been added.

Changes for Release 81, Guide Version 81.71

Documentations of the newly released CP860/SIP-T54S/T52S IP phones have also been added.

Changes for Release 81, Guide Version 81.70

Documentations of the newly released W56P/W52P/SIP-T58V/T58A/T56A/T40G IP phones have

also been added.






Introduction

Introduction

Yealink IP phones are full-featured telephones that can be plugged directly into an IP network

and can be used easily without manual configuration.

This guide provides instructions on how to provision Yealink IP phones with the minimum

settings required. Yealink IP phones support FTP, TFTP, HTTP, and HTTPS protocols for auto

provisioning and are configured by default to use the TFTP protocol.

The purpose of this guide is to serve as a basic guidance for provisioning Yealink IP phones,

including:

Yealink SIP-T58V/A
Yealink SIP-T56A
Yealink SIP-T54S
Yealink SIP-T52S
Yealink SIP-T48G/S
Yealink SIP-T46G/S
Yealink SIP-T42G/S
Yealink SIP-T41P/S
Yealink SIP-T40P/G
Yealink SIP-T29G
Yealink SIP-T27P/G
Yealink SIP-T23P/G
Yealink SIP-T21(P) E2
Yealink SIP-T19(P) E2
Yealink CP860
Yealink CP960
Yealink CP920
Yealink W60

Yealink W52P/W56P

The auto provisioning process outlined in this guide applies to Yealink
SIP-T54S/T52S/46G/T46S/T42G/T42S/TA1P/TA1S/T40P/TA0G/T29G/T27P/T27G/T23P/T23G/
T21(P) E2/T19(P) E2, CP860, CP920, W60, W52P and W56P IP phones running firmware version
81 or later and CP960/SIP-T58V/T58A/T56A IP phones running firmware version 80 or later. We
recommend that IP phones running the latest firmware CANNOT be downgraded to an earlier
firmware version. The new firmware is compatible with old configuration parameters, but not
vice versa.
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Getting Started

Getting Started

This section provides instructions on how to get ready for auto provisioning. To begin the auto

provisioning process, the following steps are required:

e  Obtaining the Boot File
e  Obtaining Configuration Files

e  Obtaining Phone Information

Obtaining the Boot File

You can use a boot file to customize the download sequence of configuration files. The
configuration files are flexible: you can rearrange the configuration parameters within the
Yealink-supplied template configuration files or create your own configuration files from
configuration parameters you want. You can create and name as many configuration files as you
want and your own configuration files can contain any combination of configuration parameters.
It is efficiently for you to provision your IP phones in different deployment scenarios, especially

when you want to apply a set of features or settings to a group of phones.

Before beginning provisioning, you need to obtain the Yealink-supplied template boot file
named as "y000000000000.boot". The IP phone tries to download the boot file first, and then
download the configuration files referenced in the boot file in sequence during auto

provisioning.
Yealink supports the following two types of boot files:

e  MAC-Oriented boot file (e.g., 00156574b150.boot)
e Common boot file (y000000000000.boot)

You can ask the distributor or Yealink FAE for the template boot file.

Obtaining Configuration Files

Before beginning provisioning, you also need to obtain template configuration files. There are
two configuration files both of which are CFG-formatted. We call these two files Common CFG
file and MAC-Oriented CFG file. You can also create and name as many configuration files as you
want (e.g., account.cfg, sip.cfg, features.cfg) by using the template configuration files. The
custom configuration files can contain the configuration parameters of the same feature

modules for all phones.

If boot file is found on the provisioning server, the IP phones download the boot file first, and
then download the configuration files referenced in the boot file in sequence during auto

provisioning. You can customize the download sequence of configuration files in the boot file as
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required. If boot file is not found on the provisioning server, IP phones download the common
CFG file first, and then the MAC-Oriented CFG file during auto provisioning - i.e., the old
mechanism for auto provisioning. You can select whether to use the boot file or not for auto

provisioning according to your deployment scenario.

IP phones also support local configuration files named as <MAC>-local.cfg. When a user
modifies configurations via web user interface or phone user interface, the non-static settings

will be automatically saved to the MAC-local CFG file on the IP phone.

You can ask the distributor or Yealink FAE for template configuration files. You can also obtain

the template configuration files online:

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage.
To download template configuration files:

1. Go to Yealink Document Download page and select the desired phone model.
2. Download and extract the combined configuration files to your local system.

For example, the following illustration shows the template files available for SIP-T23G IP

phones running firmware version 80.

IP Phone SIP-T23G

3. Open the folder you extracted and identify the files you will edit.

Obtaining Phone Information

Before beginning provisioning, you also need the IP phone information. For example, MAC

address and the SIP account information of the IP phone.

MAC Address: The unique 12-digit serial number of the IP phone. You can obtain it from the
bar code on the back of the IP phone.

SIP Account Information: This may include SIP credentials such as user name, password and IP

address of the SIP server. Ask your system administrator for SIP account information.


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Provisioning Yealink IP Phones

Provisioning Yealink IP Phones

This section provides instructions on how IP phones interoperate with provisioning server for
auto provisioning, and shows you four major tasks to provision the phones. It will help users

who are not familiar with auto provisioning to understand this process more easily and quickly.

Auto Provisioning Process

When IP phones are triggered to perform auto provisioning, they will request to download the
boot files and configuration files from the provisioning server. During the auto provisioning

process, the IP phone will download and update configuration files to the phone flash.

The following figure shows how the IP phone interoperates with the provisioning server:

Request to Download Boot
Files and Configuration Files

Aug
(o]
Pl'Oy,'s on;
n,

IP Phone

Provisioning Server

Download Boot Files, Configuration
Files and Update Configuration Files
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Major Tasks for Auto Provisioning

You need to complete four major tasks to provision Yealink IP phones.

The following figure shows an overview of four major provisioning tasks:
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MAC-Onented CFG File ® Phane Flosh ® Flaxible Auto Provision

MAC-locol CFG File
Rasource Fias
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of tha Prowssioning

® Auto Provsion Now
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For more information on how to manage boot files, refer to Managing Boot Files on page 11.

For more information on how to manage configuration files, refer to Managing Configuration
Files on page 15.
For more information on how to configure a provisioning server, refer to Configuring a

Provisioning Server on page 22.

For more information on how to obtain the provisioning server address, refer to Obtaining the

Provisioning Server Address on page 26.
For more information on how to perform the auto provisioning process, refer to Triggering the

IP Phone to Perform the Auto Provisioning on page 34.

If you are not familiar with auto provisioning process on Yealink IP phones, you can refer to An

Instance of Auto Provision Configuration on page 7.
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An Instance of Auto Provision Configuration

This section shows an instance of auto provision configuration.
1. Manage boot files.

Specify the desired download path (e.g., tftp://10.2.5.193/network.cfg) of the configuration
files in the boot file (e.g., y000000000000.boot). For more information, refer to Managing
Boot Files on page 11.

#!'version:1.0.0.1
$#% The header gbove must appear as—-is in the first line

include:config <tftp://10.2.5.193/network.cfg>
include:config <../sip.cfg>

include:config "features.cfg™

overwrite mode = 1

2. Manage configuration files.

Add/Edit the desired configuration parameters in the CFG file (e.g., features.cfg) you want
the IP phone to download. For more information on how to manage configuration files,

refer to Managing Configuration Files on page 15.

features.cfg x

T T I B 1||:|| T T I T 2||:|| T T I 3||:|| T I I 4|I:I| I I B 5|I:I| I
#!version:1.0.0.1
features.dnd mode = 0

features.dnd.enable = 1
ringtone.url = tfrp://10.2.5.1533/Customring.wav

3. Configure the TFTP server.

1) Place boot files and configuration files to TFTP root directory (e.g., D\TFTP Directory).

Address LA TFTP Direckory - G
ﬂ nekwark.cfg
ﬂ sip.cfg

ﬂ features.cfg
w 000000000000, book
G_‘::ICustnmring.wav
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2) Start the TFTP sever. The IP address of the TFTP server is shown as below:

B owewen

View  Heg

3) Select Configure TFTP Server. Click the J button to locate the TFTP root directory

from your local system.

Pwwr | Bytes | Status

09:30:13 loce

|| start Time

TITY Servwe

Listening for TFTP

3ICDwemon Configuration

I Profiles

Ganaral

Syaleg Configuration

sad | oo st i en P Coafipaation

Create Lisectery twner in lacwming file tdv

Allow averwrits of sxizting filex?

UplosdFovelond D \TFIF Directoey)

=

Per“pechel timeont it secends

Maciwmm ratries

Tatwr frane tranmdssion f

For more information on how to configure a provisioning server, refer to Configuring a

Provisioning Server on page 22.
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4. Configure the provisioning server address on the IP phone.
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For more information on how to obtain the provisioning server address, refer to Obtaining

the Provisioning Server Address on page 26.

5. Trigger the IP phone to perform the auto provisioning.

Yealink | 2

Preference
Time & Date
Call Dsplay
Upgrade
Configuration
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Voice
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Osavec
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: 00

update configunaton fled 1o the
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- more guides.

< Y
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On & Of

3

02 : 00 -

S

Gl

Click the Autoprovision Now to
perform the auto provisioning
process immediately.

For more information on how to trigger the phone to perform the auto provisioning, refer to

Triggering the IP Phone to Perform the Auto Provisioning on page 34.
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Managing Boot Files

Managing Boot Files

Yealink IP phones support downloading CFG files referenced in the boot files in sequence.

Before beginning provisioning, you may need to edit and customize your boot files.

You can edit the template boot file directly or create a new boot file as required. Open each
boot file with a text editor such as UltraEdit.

Editing Common Boot File

The common boot file is effectual for all phones. It uses a fixed name “y000000000000.boot” as

the file name.

The following figure shows the contents of the common boot file:

I#!versinn:l.ﬂ.ﬂ.l
$#% The header above must appear as-is in the first line

include:config <xxx.cfg>
include:config "xxx.cfg"

overwrite mode = 1

When editing the boot file, learn the following:

e The line beginning with “#" is considered to be a comment.

e  The file header "#lversion:1.0.0.1" is not a comment and must be placed in the first line. It

cannot be edited or deleted.
° The file format must be *.boot.

e  Each "include” statement can reference a configuration file. The referenced configuration
file format must be *.cfg. The “include” statement can be repeated as many times as

needed. It means one or more CFG files can be referenced in the boot file.

e  Each "include” statement must use the following format:

include:config <download path of the CFG file> or include:config " download path of the
CFG file'

The download path of the CFG file must point to a specific CFG file. It supports the

following path forms:
- Relative path (relative to the boot file):

For example, sip.cfg, HTTP Directory/sip.cfg, ../sip.cfg, etc.
- Absolute path (or URL):

For example, http://10.2.5.258/HTTP Directory/sip.cfg.

e  The CFG files are downloaded in the order listed (top to bottom). The parameters in the

11
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new downloaded configuration files will override the duplicate parameters in files

downloaded earlier.

e  "overwrite_mode = 1" means overwrite mode is enabled. The overwrite mode will be
applied to the configuration files specified to download. This parameter can only be used

in boot files. Overwrite mode includes the following features:

- The NULL values take effect (if the value of a parameter in configuration files is left

blank, the factory default value can take effect.)

For example, the label for account 1 is "abc”, and the value of the parameter
"account.l.label” is left blank in the configuration files (e.g., account.l.label = or
account.l.label = ). The factory default value Blank takes effect after auto

provisioning. So the label for account 1 will be deleted.

- The deletions of the configuration parameters take effect (if a parameter in

configuration files is deleted, the factory default value can take effect immediately.)

For example, account.l.enable = 1 is deleted or commented out in the configuration
files. The factory default value 0 takes effect after auto provisioning. So account 1 is
disabled.

. Note that if a boot file is used but the value of the parameter “overwrite_mode” is not
configured, the default value 1 will take effect. If you want to disable the overwrite mode,

configure "overwrite_mode = 0" in the boot file.

Note Overwrite mode only affects the non-static settings configured using configuration files.

If you do not use the boot file for auto provisioning, overwrite mode is disabled by default and
you are not allowed to enable it.

Creating MAC-Oriented Boot File

12

The MAC-Oriented boot file is only effectual for the specific phone. It use the 12-digit MAC
address of the IP phone as the file name. For example, if the MAC address of the IP phone is
00156574B150, the MAC-Oriented boot file has to be named as 00156574b150.boot

(case-sensitive) respectively.

The IP phones try to download the MAC-Oriented boot file first from the server during auto
provisioning first. If no matched MAC-Oriented boot file is found on the server, the IP phones

try to download the common boot file.

If you want to create a MAC-Oriented boot file for your phone, follow these steps:



Managing Boot Files

To create a MAC-Oriented boot file:

1. Create a boot file for your phone. Ensure the file complies with the guidelines that are listed

in Editing Common Boot File on page 11.

2. Copy the contents from the common boot file and specify the configuration files to be

downloaded.

One or more configuration files can be referenced in the boot file. The following takes two

configuration files for example:

00156574b150.boot x
mIIII|III1IDIIII|III2D 3|:| 4':' ED

il T T T T T TP T T Y T T Y P i YT N T T P o T T N N N
$#lvergion:1.0.0.1
$#% The header above must appear as-iz in the first line

include:config <account.cfg>
include:config "network.cfg®™

overwrite mode = 1

3. Save the changes and close the MAC-Oriented boot file.

You can also make a copy of the common boot file, rename it and then edit it.

13
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Managing Configuration Files

Managing Configuration Files

Auto provisioning enables Yealink IP phones to update themselves automatically via
downloading Common CFG, MAC-Oriented CFG, custom CFG and MAC-local CFG files. Before

beginning provisioning, you may need to edit and customize your configuration files.

You can edit the template configuration files directly or create a new CFG file as required. Open

each configuration file with a text editor such as UltraEdit.

For more information on description of all configuration parameters in configuration files, refer
to Yealink SIP-T2_Series_T19(P) E2_T4_Series_T5_Series_CP_Series_IP_Phones_Description of
Configuration Parameters in CFG Files_V81.xlsx, Yealink DECT IP Phones Description of
Configuration Parameters in CFG Files.xIsx or

Yealink SIP-T5_Series_CP960_IP_Phones_Description of Configuration Parameters in CFG

Files.xlsx.

Editing Common CFG File

The Common CFG file is effectual for all phones of the same model. It uses a fixed name
"y0000000000XX.cfg” as the file name, where "XX" equals to the first two digits of the hardware

version of the IP phone model.

The names of the common CFG file requirements for the phone model are:

Phone Model Common CFG File
CP960 y000000000073.cfg
SIP-T58V/A y000000000058.cfg
SIP-T56A y000000000056.cfg
SIP-T54S y000000000070.cfg
SIP-T52S y000000000074.cfg
SIP-T48S y000000000065.cfg
SIP-T46S y000000000066.cfg
SIP-T42S y000000000067.cfg
SIP-T41S y000000000068.cfg
SIP-T48G y000000000035.cfg
SIP-T46G y000000000028.cfg
SIP-T42G y000000000029.cfg
SIP-T41P y000000000036.cfg

15
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Phone Model Common CFG File
SIP-T40P y000000000054.cfg
SIP-T40G y000000000076.cfg
SIP-T29G y000000000046.cfg
SIP-T27P y000000000045.cfg
SIP-T27G y000000000069.cfg

SIP-T23P/G y000000000044.cfg
SIP-T21(P) E2 y000000000052.cfg
SIP-T19(P) E2 y000000000053.cfg

CP860 y000000000037.cfg
CP920 y000000000078.cfg
W60 Y000000000077.cfg
W52P/W56P y000000000025.cfg

Common CFG file contains configuration parameters which apply to phones with the same

model, such as language and volume.

The following figure shows a portion of the common CFG file:

urezicn Fersmetecss in COFC Filas.xiszx.®

o e "
R L R R R

static.network.dhop _host name =

LR L T L R R R R R
vanced "
L R R R R R

When editing the common CFG file, learn the following:

e  The line beginning with “#" is considered to be a comment.

e  The file header "#!version:1.0.0.1" is not a comment and must be placed in the first line. It

cannot be edited or deleted.
e  The file format must be *.cfg.
e  The filename complies with the requirements that are listed in the above table.

e  Each line must use the following format and adhere to the following rules:
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Configuration Parameter= Valid Value
- Separate each configuration parameter and value with an equal sign.
- Set only one configuration parameter per line.

- Put the configuration parameter and value on the same line, and do not break the line.

Editing MAC-Oriented CFG File

The MAC-Oriented CFG file is only effectual for the specific phone. It use the 12-digit MAC
address of the IP phone as the file name. For example, if the MAC address of the IP phone is
00156574B150, the MAC-Oriented CFG file has to be named as 00156574b150.cfg

(case-sensitive) respectively.

MAC-Oriented CFG file contains configuration parameters which are expected to be updated

per phone, such as the registration information.

The following figure shows a portion of the MAC-Oriented CFG file:

¥ veralonil, 0, 0,1

##File header *#!versionil,0,0.1% can not be edis r deleced, and Fust be placed in che fixsc line.#d

##This cewplace file is applicable 1irE T laner.d#

$#For ¥ore inforsacion on configuracior configuracion Paramecexs in CF@ Files,waluds

t2d i

a0
a0
a0
a0
a0
LIy
LIy
LIy
LIy
LIy

#3Ic ooni

$2The

LIy alp_#eExrvex.l
LLelelita 1Y -51‘_5&!"-‘&!’.:

E2d Fallbaak EEd

nspez_build =

fmllbmak, redundenay_typs =
fmllbmak, cixeaus =
sooouns.l.aip ssrver, ], sddress =

When editing the MAC-Oriented CFG file, learn the following:

e The line beginning with “#" is considered to be a comment.

e  The file header "#!version:1.0.0.1" is not a comment and must be placed in the first line. It

cannot be edited or deleted.
e  The file format must be *.cfg.
e  The filename matches the MAC address of your phone.
e  Each line must use the following format and adhere to the following rules:

Configuration Parameter= Valid Value
- Separate each configuration parameter and value with an equal sign.

- Set only one configuration parameter per line.
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- Put the configuration parameter and value on the same line, and do not break the line.

SIP-T58V/T58A/T56A/T54S/T48G/T48S/T46G/T46S/T29G IP phones support 16 accounts,
SIP-T52S/T42G/T42S IP phones support 12 accounts, W60 DECT IP phones support 8 accounts.
SIP-T41P/T41S/T27P/T27G IP phones support 6 accounts, W52P/W56P IP DECT phones
support 5 accounts; SIP-T40P/T40G/T23P/T23G IP phones support 3 accounts, SIP-T21(P) E2 IP
phones support 2 accounts, CP960/CP920/CP860/SIP-T19 (P) E2 IP phones support only one
account.

18
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Creating a New CFG File

If you want to create a new CFG file for your phone, follow these steps:
To create a new CFG file:

1. Create a CFG file for your phone. Ensure the file complies with the guidelines that are listed
in Editing Common CFG File on page 15 or Editing MAC-Oriented CFG File on page 17.

2. Copy configuration parameters from the template configuration files and set the valid

values for them.

settings.cfg x

mIIII|III1II:IIIII|IIIEII:IIIII|III3II:IIIII|III4II:IIIII|IIIEIDIIII|III
#!version:1.0.0.1

phone setting.phone lock enable = 1

phone setting.phone locak lock key type = 0
features.dnd mode = 1

static.lang.wui = English
static.lang.gui = English

3. Save the changes and close the CFG file.

You can also make a copy of the template configuration file, rename it and then edit it.

Managing MAC-local CFG File

By default, MAC-local CFG file automatically stores non-static settings modified via web user
interface or phone user interface. This file is stored locally on the IP phone, but a copy can also
be uploaded to the provisioning server (or a specified URL configured by
“static.auto_provision.custom.sync.path”). This file enables the phone to keep user
personalization settings, even after auto provision. As with the MAC-Oriented CFG files,
MAC-local CFG files are only effectual for the specific phone too. They use the 12-digit MAC
address of the IP phone as the file name. For example, if the MAC address of the IP phone is
00156574B150, MAC-local CFG file has to be named as 00156574b150-local.cfg (case-sensitive).

If your IP phone’s current firmware version doesn't support generating a <MAC>-local.cfg file,
the IP phone will automatically generate a MAC-local CFG file after it is upgraded to the latest

firmware.
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For more information on how to keep user personalization settings, refer to

Yealink SIP-T2 Series T19(P) E2 T4 Series T5 Series CP_Series IP_Phones Administrator Guide_ V81,
Yealink DECT IP Phone Administrator Guide V81 or

Yealink SIP-T5 Series CP960 IP Phones Administrator Guide.

We recommend you do not edit the MAC-local CFG file. If you really want to edit MAC-local
CFG file, you can export and then edit it.

For more information on how to export CFG files, refer to Yealink SIP-T2_Series T19(P)

E2 T4 Series T5 Series CP_Series IP_Phones Administrator Guide V81, Yealink DECT IP
Phone Administrator Guide V81 or

Yealink SIP-T5 Series CP960 IP_Phones Administrator Guide.

Encrypting Configuration Files

To protect against unauthorized access and tampering of sensitive information (e.g., login
password, registration information), you can encrypt configuration files using Yealink
Configuration Encryption Tool. AES keys must be 16 characters and the supported characters
contain: 0 ~ 9, A ~ Z, a ~ z and the following special characters are also supported: #$ % * + , - .:
=?2@[]"_{}~. For more information on how to encrypt configuration files, refer to Yealink

Configuration Encryption Tool User Guide.

Customizing Resource Files

When configuring some particular features, you may need to upload resource files to IP phones,
such as personalized ring tone file, language package file and logo file. Yealink supplies the

following resource file templates:

Feature Template File Name
DST AutoDST.xml
For example,

000.GULEnglish.lang
Language Packs
1.English_note.xml

1.English.js
Replace Rule dialplan.xml
Dial-now dialnow.xml

CallFailed.xml

Callln.xml

Softkey Layout )
Connecting.xml

(not applicable to
CP960/W52P/W56P/
W60 DECT IP phones)

Dialing.xml (not applicable to SIP-T58V/T58A/T56A/T48G/T48S IP

phones)
RingBack.xml

Talking.xml
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Feature

Template File Name

Directory

(not applicable to
SIP-T58V/T58A/T56A/
CP960 IP phones)

favorite_setting.xml

Super Search in

dialing

super_search.xml

Local Contact File

contact.xml

Remote XML Phone
Book

Department.xml|

Menu.xml

Ring Tone

(not applicable to

None

W52P/W56P/W60
DECT IP phones)

Logo customization

(not applicable to
W52P/W56PW60
DECT IP phones)

None

Wallpaper

(not applicable to
W52P/W56P/W60
DECT IP phones)

None

For
SIP-T54S/T52S/T48G/T48S/T46G/T46S/T42/T42S/TA1P/T41S/TAOP
/T29G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2:

X.81.0.XX.rom

For example,

Firmware 44.81.0.15.rom

For SIP-T58V/T58A/T56A/CP960:
X.80.0.XX.rom

For example,

58.80.0.10.rom

Ask the distributor or Yealink FAE for resource file templates. For more information on an
explanation of the configuration parameters that relate to these features, refer to

Yealink SIP-T2 Series T19(P)

E2 T4 Series T5 Series CP_Series IP_Phones Administrator Guide V81, Yealink DECT IP Phone
Administrator Guide V81 or Yealink SIP-T5 Series CP960 IP_Phones Administrator Guide.
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Configuring a Provisioning Server

Yealink IP phones support using FTP, TFTP, HTTP and HTTPS protocols to download boot files
and configuration files. You can use one of these protocols for provisioning. The TFTP protocol

is used by default. The following section provides instructions on how to configure a TFTP
server.

We recommend that you use 3CDaemon or TFTPD32 as a TFTP server. 3CDaemo and TFTPD32
are free applications for Windows. You can download 3CDaemon online:

http://www.oldversion.com/3Com-Daemon.html and TFTPD32 online: http://tftpd32.jounin.net/.

For more information on how to configure FTP and HTTP servers, refer to Configuring an FTP

Server on page 52 and Configuring an HTTP Server on page 55.

Preparing a Root Directory

22

To prepare a root directory:

1. Create a TFTP root directory on the local system (e.g., DATFTP Directory).

2. Place the boot files and configuration files to this root directory.

Address DA TFTP Directory b Go
E] nebwork, cfg
ﬂ sip.cfg

E] Features,cfg
w100000000000, book
@Custnmring.wav

3. (Optional.) Set security permissions for the TFTP directory folder.

You need to define a user or a group name, and set the permissions: read, write or modify.

Security permissions vary by organizations.


http://www.oldversion.com/3Com-Daemon.html
http://tftpd32.jounin.net/

Configuring a Provisioning Server

An example of configuration on the Windows platform is shown as below:

Gereeal | Shanng | Secutly | Customize

Group of user names

m Admmarustrators [VANS TDS0\Admarustr stors | »
€0 CREATOR OWNER
m Everyore
€ Hi Jame: fabA@myservamams com)
R svsTEm v
< >
i Agd ‘ Bemove |
Pemssuons o Everyone (m\ w ) Dery
Ful Conirol | o

Moddy v
Resd L Execute ~)
Lust Folder Contents

Resd v
Wne :- ] Ll
C mmms ot Dosmncmmimn ¥
For special peimessions o for advanced settngs, | Advanced
chek Advanced =
[ ok || cCaes || aoob

Configuring a TFTP Server

If you have a 3CDaemon application installed on your local system, use it directly. Otherwise,
download and install it.

To configure a TFTP server:

1. Double click 3CDaemon.exe to start the application.

A configuration page is shown as below:

[ Jrane— faiel

View |}
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2. Select Configure TFTP Server. Click the J button to locate the TFTP root directory from

your local system:

| TITE Server [ | start Time Pwer | Bytes | Status

| Ad 12, 2010 09:3G:13 loca 0 Lstering for TFTP requests on [P address 10.2.5193, Port &5

3IC0wwmon Configuration o)
IT? Profiles Syaleg Configuration
Genaral Candi g atien THF Coafipaation

Create Lisectety nwmes in Lacoming file tdv

Allow averwrite of sxizting filag?

VR0 0 THEE Dirsctenyh |

Par“gechel timsont in secends

Maciwmm ratries

Taterfrane (ransmission ¥

3.  Click the Confirm button to finish configuring the TFTP server.

The server URL “tftp://IP/" (Here "IP" means the IP address of the provisioning server, for
example, "tftp://10.2.5.193/") is where the IP phone downloads configuration files from.
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Obtaining the Provisioning Server Address

Yealink IP phones support obtaining the provisioning server address in the following ways:

e  Zero Touch

° Plug and Play (PnP) Server

° DHCP Options

° Phone Flash

e  Configuring Wildcard of the Provisioning Server URL

The priority of obtaining the provisioning server address is as follows: Zero Touch-->PnP

Server-->DHCP Options (Custom option-->option 66-->option 43) -->Phone Flash. The

following sections detail the process of each way (take the SIP-T23G IP phone as an example).

Zero Touch

26

Zero Touch allows you to configure the network parameters and provisioning server address via
phone user interface during startup. This feature is helpful when there is a system failure on the
IP phone. To use Zero Touch, make sure this feature is enabled. This feature is not applicable to
W52P/W56P/W60 IP phones.

To configure zero touch via web user interface:

1. Click on Settings->Auto Provision.
2. Select Enabled from the pull-down list of Zero Active.

3. Enter the desired wait time in the Wait Time(1~100s) field.

The default value is 5.

Yealink | e

Merfanemor goncd
PP Acte 4 On on
e & Date Autu Provteon
DHGE ArTve . o of The I prone Can Fréropeate
WER DrOVIKORY SarvVe UG
e Castom Opton(128~254) W wito Jrovmarng iyt deslong
1 P pharus
Mpgrain PGP Dyton Vidue ywatie When the P shane oost o
2 pacfarm stn poweaneg, & ad
A0 POV Server AL MR 1) dowTioad the
Praes vt oarf\gunazion fes from e
B : FIIANSOTING pever, Tutng the
Comfyianton LD SrovStIng PrOCuM, the
Pasoont o P phaos v dowroas g
Otsf Man . update confipraran Met to the
Actempt Exored Timels) 5 stare feer
Voke Comreran ARS Koy s Yau ca ChK hry 15 get
g NACDrwtet AES iy e i goices
Zio At Exabiv v
Tones
Wt Termsd 1~100%) 3
Saf Layout
ey Power On " on on
oo Mepeatadly on & an




Obtaining the Provisioning Server Address

4. Click Confirm to accept the change.

When Zero Touch is enabled, there will be a configuration wizard during startup:

———————&ro Touch

Update now? 4=

Press the OK soft key.

The network parameters are configurable via phone user interface:

Switch

Press the Next soft key after finishing network settings.

Configure the provisioning server address, authentication user name (optional) and password

(optional) in the Auto Provision screen.

An example of screenshot is shown as below:

——#ta Frowvizion

‘E-. 194 EDEDIyDDDDDDDDDH

Press the OK soft key.

After the above configuration is completed, the IP phone will connect to the configured

provisioning server and perform the auto provisioning process during startup.

Plug and Play (PnP) Server

Yealink IP phones support obtaining the provisioning server address from the PnP server. The IP
phone broadcasts the PnP SUBSCRIBE message to obtain the provisioning server address during

startup. To use Plug and Play, make sure this feature is enabled.
To configure PnP via web user interface:

1. Click on Settings->Auto Provision.
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2. Mark the On radio box in the PNP Active field.

Yealink | ==

Auto Provision
Pridferomoe _
[ P Active 4 on aﬂ]
Thow & Date Ao Provmion
D8CF Actwe * on of Tha 12 s0otw Gan pLacDeGle
WEN EXOVSRNNG ST N
Cal Utsjitoy Custom Opo0s(128~154) e W0 pegvmnng fr depoyrg
e P phave
ipgrade: DG Opten Value Yoo Whar the B prone 0o o
- perform st prowssnng, t wil
MITO Proimkan Server LR jedumt £ Aleriiad tha
Unes higrre configuaten fies from the
avsionrg server, Dung the
Configgan alun = D PUYRENEG pracess, the
Fagpegrt K 3 atate wil Somnedc and
Ol Pan . UGRE Confguation fks o Me
Atengt BEored Trreds) 3 prone fash
Vo eTyTen - PRI
& AEE Ker B vou o click hers 1o get
g MACOnaetat AES Ky srarmn o) oo
' Jwg Actve Frabind v
ones
War Time{1~2005) 5
Sordthey Layont
Foww Qe *on on
™Hoee Reoeatecly On * OH
Ve Monltorng Prarak weutes) 1440
u» anh on * off
VAo Us0ada Entana(D~i2weel) (4
Pactvity Trre Bpre(0s120me) a

3.  Click Confirm to accept the change.

Any PnP server activated in the network responses with a SIP NOTIFY message, and an

address of the provisioning server is contained in the message body.

O oot ibiwel. FiN b

Fodeie # Bishamd ¥ Sabet ©

FEM A S0
SAmnt AT A0tk ) L i
Stermyr 20 o A atep)

Woatils Intwh

After the IP phone obtains the provisioning server address from the PNP server, it will connect

to the provisioning server and perform the auto provisioning process during startup.

DHCP Options

Yealink IP phones support obtaining the provisioning server address by detecting DHCP options

during startup.
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The phone will automatically detect the option 66 and option 43 for obtaining the provisioning
server address. DHCP option 66 is used to identify the TFTP server. DHCP option 43 is a

vendor-specific option, which is used to transfer the vendor-specific information.

You can configure the phone to obtain the provisioning server address via a custom DHCP
option. To obtain the provisioning server address via a custom DHCP option, make sure the
DHCP option is properly configured on the phone. The custom DHCP option must be in

accordance with the one defined in the DHCP server.
For more information on how to configure a DHCP server, refer to Configuring a DHCP Server
on page 59.

To configure the DHCP option via web user interface:

1. Click on Settings->Auto Provision.
2. Mark the On radio box in the DHCP Active field.

3. Enter the desired value in the Custom Option(128~254) field.

Yealink | . ‘

S .
Peatmennr
e At L on
Tune & Dote Auto Provmion
DHP Actve . O o Tha tF phoew G RERILOEGIE
WEN pOOVIRNIng sereer JIng
o Y Custam Opton 123-254) 128 mio proveonrg far Jepoyrg
e P shace
Hpgreae ONCP Qptar Vekw reara
WWhar the B prone e to
e pecfrm sty proveenng, & wil
AULO Provivios Server AL TN 0 BImaked the
{iinl Marre corfiguration Mes from the
' pravmoneg server, Durng the
Coalyuratong RITD PrvENEQ Drocish, e
Pasywoed s ¥ 3tose wil Bownoac and
Ol Mam update confguntion fed o the
Atternpt Expod Timels) 5 prone fath
Vol ——_
Ctiungs ATS Koy siaiin: You it Gk It to get
g MACvermed AES Key - i e
2ate Actwe Erabiet h
Tanes
Wet Tell~108
Safthey Lagout
Powe "o on
1nnoY Fasesnct n & on
Voke Moty = e il Mintes) 1441
< -y - o
Weeidy Upgrade Sterval0-12vseh) 4
fracvey Teme Eore(3130mn}

4. Click Confirm to accept the change.

During startup, the phone will broadcast DHCP request with DHCP options for obtaining the
provisioning server address. The provisioning server address will be found in the received DHCP

response message.

After the IP phone obtains the provisioning server address from the DHCP server, it will connect
to the provisioning server and perform the auto provisioning process during startup.

For more information on the DHCP options, refer to Vealink SIP-T2 Series T19(P)

E2 T4 Series T5 Series CP_Series IP_Phones Administrator Guide V81, Yealink DECT IP Phone
Administrator Guide V81 or Yealink SIP-T5 Series CP960 IP_Phones Administrator Guide.
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The following figure shows the example messages of obtaining the TFTP server address from a

custom DHCP option:

LS IAA LAND 355 = -

Pe for Yew Go Caocae Anwvae :m Tekgtosy Toos Jriemun  Hep
BEdae c@xsae neesT2 BEF aaan sy 8

Fiter: sip || Dzoss =] Eaprwesddon. Claar S0
No Time Soote Destiratior Pemocok Length [rdo
34 17,067478 0,0,0,0 55955385, 090 o 190 DIKF Qiscovwr’ — Tramaceion I0 OstseVanrs
25 18137782 10.2,.8.10% 10.2.8.308 oo 342 pHeF OTTer ~ Transaccion 10 OafdedisT2.
5 u.m?m 0.9.0,0 3}5.255.355 HSW 300 DHOP REWAST - Tranzaction 10 ml’?
: 1 3 ramacrion 1o Outs

s STharnet 2z, sSrc; veware _09:51:7a (00:0c:20:00:51:73), pst: xtamenve_38:28 68 (00:1%:65:34:28:d8)
¥ IATArnet srotocel version 4, srel 10,2:8.105 (10.2.6.103), ost: 10.2.8.106 [10.2.5.1085)
¢ User Datagram Protocol, Src Port: bootps (67), Ost Port: bootpe (66)
Bootstrap Protacol
Nessape type: Boot Reply (2]
Hardeare type! Etherret
Hardeae e address Teoath: §
nops: O
transaction 1o: OxESeRés™2
deconds elapsed: 100
& Bootp flags: 0x0000 (uricast)
CHent IF addresy: 0,0,0.0 (0,0.0.0)
your (cllert) TP adidrans: 10,2, 80,100 (10,2, 8,.108)
NEXT Server IP address: 10.2.
Rolay 2000t IP a0dress: 0.0.0.0
Client wac address: Xiamerve 38
clent haroware address padding
Server host rave: widdl™1-For3won
oot file rase not given
Nagle cockis: Do
option: (T=33,1=1) CMCP Massage Type
# oprion: (T=i,lei] Subret Mask = 2§
oprion! (re31,l=d) 1P Acdress Lease Tiee = 6 howrs
¢ Oprion: (1=359, =i} mebirding Time value « ¥ houra, 15 sirutes
= Oprion: (158, 1wi) Rereal Time Value « 3 howrs
Foption: (ted1,1ed) JF Addresy Loase Tiem « 6 boury
option: (te124, Tei#) pocsts full vecuriey seever 17 [Toro]|
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Right click the root node of the custom option (e.g., option 128) shown on the above figure, and
select Copy->Bytes->Printable Text Only. Paste the copied text in your favorite text editor to
check the address, for example, tftp://192.168.1.100/.

Phone Flash

Yealink IP phones support obtaining the provisioning server address from the IP phone flash. To
obtain the provisioning server address by reading the IP phone flash, make sure the

configuration is set properly.
To configure the IP phone flash via web user interface:

1. Click on Settings->Auto Provision.
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2.  Enter the URL, user name and password of the provisioning server in the Server URL, User

Name and Password field respectively (the user name and password are optional).

Yealink |
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PP Awe L oF
Time & Outr
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Tooes
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3.  Click Confirm to accept the change.

After the above configuration is completed, the IP phone will connect to the configured
provisioning server and perform the auto provisioning process by one of the following methods:
Power On, Repeatedly, Weekly, Flexible Auto Provision, Auto Provision Now, SIP NOTIFY
Message and Multi-mode Mixed. For more information on these methods, refer to Triggering

the IP Phone to Perform the Auto Provisioning on Page 34.

Configuring Wildcard of the Provisioning Server URL

Normally, many phone models may be deployed in your environment. To deploy many phone
models using a unified provisioning server, it is convenient for the administrator to configure a
unified provisioning server URL for different phone models. On the provisioning server, many
directories need to be configured for different phone models, each with a unique directory

name. Yealink IP phones support the following wildcards in the provisioning server URL:

e  $PN:itis used to identify the directory name of the provisioning server directory where the

corresponding boot files and configuration files are located.

e  $MAC: it is used to identify the MAC address of the IP phone.

The parameter “static.auto_provision.url_wildcard.pn” is used to configure the directory name
the boot files and configuration files located. For more information on the parameter, refer to
Yealink SIP-T2_Series_T19(P) E2_T4_Series_CP Series IP Phones_Description of Configuration
Parameters in CFG Files_V81.xlsx, Yealink DECT IP Phones Description of Configuration
Parameters in CFG Files.xIsx or Yealink SIP-T5_Series_CP960_IP_Phones_Description of

Configuration Parameters in CFG Files.x/sx.

When the IP phone obtains a provisioning server URL containing the wildcard $PN, it
automatically replaces the character $PN with the value of the parameter
“static.auto_provision.url_wildcard.pn” configured on the IP phone. When the IP phone is

triggered to perform auto provisioning, it will request to download the boot files and
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configuration files from the identified directory on the provisioning server.

The value of the parameter “static.auto_provision.url_wildcard.pn” must be configured in
accordance with the directory name of the provisioning server directory where the boot files and
configuration files of the IP phones are located.

The following example assists in explaining the wildcard feature:

You want to deploy SIP-T42G and SIP-T46G IP phones simultaneously in your environment. IP
phones are configured to obtain the provisioning server URL via DHCP option 66. The following
details how to deploy the SIP-T42G and SIP-T46G IP phones using wildcard feature.

Create two directories on the root directory of provisioning server.

Configure the directory names of these two directories to be "T42G" and "T46G".

1

2

3. Place the associated boot files and configuration files to the directory created above.

4. Configure the value of DHCP option 66 on the DHCP server as: tftp://192.168.1.100/$PN.
5

Configure the value of the parameter “static.auto_provision.url_wildcard.pn”.

The default value of the parameter “static.auto_provision.url_wildcard.pn” is “T42G" for the
SIP-T42G IP phones and "T46G" for the SIP-T46G IP phones. If the default value is different
from the directory name, you need to configure the value of this parameter to be the

directory name on the IP phones in advance.

During startup, IP phones obtain the provisioning server URL “tftp://192.168.1.100/$PN" via
DHCP option 66, and then replace the character “$PN" in the URL with “T42G" for the SIP-T42G
IP phones and “T46G" for the SIP-T46G IP phones. When performing auto provisioning, the
SIP-T42G IP phones and the SIP-T46G IP phones first request to download the MAC-Oriented
boot files and configuration files referenced in MAC-Oriented boot files from the provisioning
server address "tftp://192.168.1.100/T42G" and “tftp://192.168.1.100/T46G" respectively. If no
matched MAC-Oriented boot files are found on the server, the SIP-T42G IP phones and the
SIP-T46G IP phones request to download the common boot files and configuration files
referenced in common boot files from the provisioning server address
"tftp://192.168.1.100/T42G" and "tftp://192.168.1.100/T46G" respectively.

If the URL is configured as “tftp://192.168.1.100/$PN/$MAC.boot" on the DHCP server, the
SIP-T42G IP phones and the SIP-T46G IP phones will replace the characters “$PN" with “T42G"
and "T46G" respectively, and replace the characters "$MAC" with their MAC addresses. For
example, the MAC address of one SIP-T42G IP phone is 00156543EC97. When performing auto
provisioning, the IP phone will only request to download the 00156543ec97.boot file and
configuration files referenced in the 00156543ec97.boot file from the provisioning server
address "tftp://192.168.1.100/T42G".

For more information on boot files, refer to Managing Boot Files on page 11.
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Triggering the IP Phone to Perform the Auto

Provisioning

This chapter introduces the following methods to trigger the IP phone to perform the auto

provisioning process:

Power On

e  Repeatedly

e  Weekly

e  Flexible Auto Provision
e  Auto Provision Now

e  Multi-mode Mixed

e  SIP NOTIFY Message

e  Auto Provisioning via Activation Code

When there is an active call on the IP phone during auto provisioning, the auto provisioning
process will detect the call status every 30 seconds. If the call is released within 2 hours, the auto
provisioning process will be performed normally. Otherwise, the process will end, due to timeout.

Power On

The IP phone performs the auto provisioning process when the IP phone is powered on.
To activate the power on mode via a web user interface:

1. Click on Settings->Auto Provision.
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2. Mark the On radio box in the Power On field.
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3.  Click Confirm to accept the change.

Repeatedly

The IP phone performs the auto provisioning process at regular intervals. You can configure the

interval for the repeatedly mode. The default interval is 1440 minutes.
To activate the repeatedly mode via web user interface:

1. Click on Settings->Auto Provision.

2. Mark the On radio box in the Repeatedly field.
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3. Enter the desired interval time (in minutes) in the Interval(Minutes) field.
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4. Click Confirm to accept the change.

Weekly
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The IP phone performs the auto provisioning process at a random time every
week/month/quarter. You can configure what time of the day and which day of the week to
trigger the IP phone to perform the auto provisioning process. You can also configure a regular
week interval to trigger the IP phone to perform the auto provisioning process. You can specify
the delay time to perform an auto provisioning process when the IP phone is inactive at regular
week. For example, you can configure the IP phone to check and update new configuration only
when the IP phone has been inactivated for 10 minutes between 2 to 3 o’clock in the morning

every Monday for a 4-week interval.

If you configure two or more days in a week, the auto provisioning only occurs at a random day.
To activate the weekly mode via web user interface:

Click on Settings->Auto Provision.
Mark the On radio box in the Weekly field.
Enter the desired upgrade interval in the Weekly Upgrade Interval(0~12week) field.

Enter the desired value in the Inactivity Time Expire(0~120min) field.

i & W N H

Enter the desired time in the Time field.
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6. Check one or more checkboxes in the Day of Week field.
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7. Click Confirm to accept the change.

Flexible Auto Provision

The IP phone performs the auto provisioning process at a random time on a random day within
a specific period of time. The random day is calculated on the basis of the phone's MAC address.
You can specify an interval and configure what time of the day to trigger the IP phone to

perform the auto provisioning process.

For example, you can configure the IP phone to check and update new configuration between 1
and 6 o’clock in the morning for a 30-day interval. The IP phone will perform an auto
provisioning process at a random time (e.g., 03:47) on a random day (e.g., 18) based on the
phone's MAC address.

Note that the update time will be recalculated if auto provisioning occurs (e.g., Auto Provision

Now) during this specific period of time.
To activate the flexible auto provision mode via web user interface:

1. Click on Settings->Auto Provision.
2. Mark the On radio box in the Flexible Auto Provision field.

3.  Enter the desired value in the Flexible Interval Days field.
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4. Enter the desired start time and end time in the Flexible Time field.
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5. Click Confirm to accept the change.

Auto Provision Now

You can use auto provision now mode to manually trigger the IP phone to perform the auto

provisioning process immediately.
To use the auto provision now mode via web user interface:

1. Click on Settings->Auto Provision.
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2. Click Autoprovision Now.
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The IP phone will perform the auto provisioning process immediately.

Multi-mode Mixed

You can activate more than one method for auto provisioning. For example, you can activate the
“Power On" and “Repeatedly” modes simultaneously. The IP phone will perform the auto

provisioning process when it is powered on and at a specified interval.

SIP NOTIFY Message

The IP phone will perform the auto provisioning process when receiving a SIP NOTIFY message
which contains the header "Event: check-sync”. Whether the IP phone reboots or not depends
on the value of the parameter “sip.notify_reboot_enable”. If the value is set to 1, or the value is
set to 0 and the header of the SIP NOTIFY message contains an additional string “reboot=true”,
the IP phone will reboot immediately. For more information on the parameter
“sip.notify_reboot_enable”, refer to Yealink SIP-T2_Series T19(P) E2_ T4 Series_CP_Series IP
Phones_Description of Configuration Parameters in CFG Files_V81.xlsx, Yealink DECT IP Phones
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Description of Configuration Parameters in CFG Files.xlsx or
Yealink SIP-T5_Series_ CP960_IP Phones_Description of Configuration Parameters in CFG

Files.xlsx.
This method requires server support.

The following figure shows the message flow:

Phone

Server
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Eventcheck-syne; rebooi=ture

200 OK
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Auto Provisioning via Activation Code

In addition to the updating modes introduced above, users can trigger IP phones to perform
auto provisioning by dialing an activation code. To use this method, the activation code and the
provisioning server URL need to be pre-configured on the IP phones. This method works only if
there is no registered account on the IP phone. It is normally used for IP phones distributed by
retail sales. It has the advantage that the IP phones do not need to be handled (e.g., registering

account) before sending them to end-users.
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The following lists the processes for triggering auto provisioning via activation code:

1. Create multiple directories (e.g., T23G_1 and T23G_2) on the provisioning server.
2. Store boot files and configuration files to each directory on the provisioning server.
3. Configure a user name and password for each directory on the provisioning server.

The user name and password provides a means of conveniently partitioning the boot files
and configuration files for different IP phones. To access the specified directory, you need

to provide the correct user name and password configured for the directory.
4. Configure unique activation codes and the provisioning server URLs on IP phones.

The activation code can be numeric characters, special characters "#", “*" or a combination

of them within 32 characters.
The following are example configurations in the configuration file for IP phones:
static.autoprovision.l.code = *123
static.autoprovision.l.url = http://192.168.1.30/T23G_1/
static.autoprovision.2.code = *456
static.autoprovision.2.url = http://192.168.1.30/T23G_2/
5. Send the specified activation code, associated user name and password to each end-user.

6. The user can set up the IP phone, and then input the activation code (e.g., *123) after the

phone startup.

The LCD screen will prompt the following dialog box:

Mo Service

Lo vmarmavmaves vt B RO T0 et rermaiea o)

Frowvizion now?

7. Press the OK soft key to trigger the IP phone to perform auto provisioning.

The LCD screen will prompt the following input box:

——AutoF Authority

Cancel m Delet

8. Enter the user name and password in the User Name and Password field respectively.

The entered user name and password must correspond to the directory where the boot
files and configuration files of the IP phone are located. If you enter invalid user name or
password, the LCD screen will prompt the message “"Wrong user name or password!”. The
prompt message will disappear in two seconds, and the LCD screen will return to the idle

screen. You need to input the activation code again to trigger the auto provisioning
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process.

The IP phone downloads the specified configuration files in sequence in boot files from the
provisioning server to complete phone configurations. For more information on boot files
and configuration files, refer to Managing Boot Files on page 11 and Managing

Configuration Files on page 15.

The entered user name and password will be saved to the IP phone for next auto provisioning.

The LCD screen will not prompt for user name and password if the provisioning server does not
require authentication, or the user name and password are already saved on the IP phone.

The following parameters are used to configure the auto provisioning via activation code
method (X ranges from 1 to 50):

#(Optional.) Configure the code name for triggering auto provisioning.
static.autoprovision.X.name

#Configure the activation code.

static.autoprovision.X.code

#Configure the URL of the provisioning server.

static.autoprovision.X.url

#Configure the username and password for downloading boot files and configuration files. If

configured, the LCD screen will not prompt for user name and password.
static.autoprovision.X.user

static.autoprovision.X.password
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Downloading and Verifying Configurations

Downloading Boot Files and Configuration Files

After obtaining the provisioning server address in one of the ways introduced above, the phone
will request to download the boot files and configuration files from the provisioning server when

it is triggered to perform auto provisioning.

The IP phone will try to download the MAC-Oriented boot file firstly and then download the
configuration files referenced in the MAC-Oriented boot file in sequence from the provisioning
server during the auto provisioning process. If no MAC-Oriented boot file is found, the IP phone
will try to download the common boot file and then download the configuration files referenced
in the common boot file in sequence. If no common boot file is found, the IP phone will try to
download the Common CFG file firstly, and then try to download the MAC-Oriented CFG file

from the provisioning server.

If the access URLs of the resource files have been specified in the configuration files, the phone

will try to download the resource files.

Resolving and Updating Configurations

44

After downloading, the phone resolves the configuration files and resource files (if specified in
the configuration files), and then updates the configurations and resource files to the phone
flash. Generally, updated configurations will automatically take effect after the auto provisioning
process is completed. For update of some specific configurations which require a reboot before
taking effect, for example, network configurations, the IP phone will reboot to make the

configurations effective after the auto provisioning process is completed.

The IP phone calculates the MD5 values of the downloaded files before updating them. If the
MDS5 values of the Common and MAC-Oriented configuration files are the same as those of the
last downloaded configuration files, this means these two configuration files on the provisioning
server are not changed. The IP phone will complete the auto provisioning without repeated
update. This is used to avoid unnecessary restart and impact of phone use. On the contrary, the

IP phone will update configurations.

The latest values to be applied to the IP phone are the values that take effect.

The phone only reboots when there is at least a specific configuration requiring a reboot after
auto provisioning. If you want to force the IP phone to perform a reboot after auto provisioning,
you can configure “static.auto_provision.reboot_force.enable = 1" in the configuration file.

For more information on the specific configurations which require a reboot during auto
provisioning and the parameter “static.auto_provision.reboot_force.enable”, refer to

Yealink SIP-TZ2_Series_T19(P) E2_T4 Series IP Phones_Description of Configuration Parameters in
CFG Files_V81.xlsx, Yealink IP DECT Phones Description of Configuration Parameters in CFG
Files.xIsx or Yealink SIP-T5_Series_ CP960 IP_Phones_Description of Configuration Parameters in

CFG Files.xIsx.
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Downloading and Verifying Configurations

If configuration files have been AES encrypted, the IP phone will uses the Common AES key to
decrypt the Common CFG file and the MAC-Oriented AES key to decrypt the <MAC> .cfg file
after downloading the configuration files. For more information on how the IP phone decrypts

configuration files, refer to Vealink Configuration Encryption Tool User Guide.

Using MAC-local CFG File

Uploading and downloading the <MAC> -local.cfg file

You can configure whether the IP phone uploads the <MAC>-local.cfg file to the provisioning
server (or a specified URL configured by “static.auto_provision.custom.sync.path”) once the file
changes for backing up this file, and downloads the <MAC>-local.cfg file from the provisioning
server (or a specified URL configured by “static.auto_provision.custom.sync.path”) during auto
provisioning to override the one stored on the phone. This process is controlled by the value of

the parameter “static.auto_provision.custom.sync”.

Updating configurations in the <MAC>-local.cfg file

You can configure whether the IP phone updates configurations in the <MAC>-local.cfg file
during auto provisioning. This process is controlled by the value of the parameter
“static.auto_provision.custom.protect”. If the IP phone is configured to keep user personalized
settings (by setting the value of the parameter “static.auto_provision.custom.protect” to 1), it will
update configurations in the <MAC>-local.cfg file. If the value of the parameter “overwrite_mode”
is set to 1 in the boot file, the value of the parameter “static.auto_provision.custom.protect” will be

forced to set to 1.

The IP phone updates configuration files during auto provisioning in sequence: CFG files
referenced in the boot file>MAC-local CFG file (if no boot file is found, Common CFG
file>MAC-Oriented CFG file>MAC-local CFG file). The configurations in the <MAC>-local.cfg file
take precedence over the ones in other downloaded configuration files. As a result, the
personalized settings of the phone configured via the phone or web user interface can be kept

after auto provisioning.

Note that if the personalized settings are static settings, they cannot be kept after auto
provisioning because the static settings will never be saved in the <MAC>-local.cfg file.

For more information, refer to Yealink SIP-T2 Series T19(P)
E2 T4 Series_T5 Series CP_Series IP_Phones_Administrator Guide V81, Yealink DECT IP Phone
Administrator Guide V81 or Yealink SIP-T5 Series CP960 _IP_Phones Administrator Guide.

Verifying Configurations

After auto provisioning, you can then verify the update via phone user interface or web user

interface of the phone. For more information, refer to Yealink phone-specific user guide.

During the auto provisioning process, you can monitor the downloading requests and response
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messages by a WinPcap tool. The following shows some examples.

Examplel: Yealink SIP-T23G IP phone downloads the boot file and configuration files from the
TFTP server.
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Example 2: Yealink SIP-T23G IP phone downloads the boot file and configuration files from the

FTP server.

Example 3: Yealink SIP-T23G IP phone downloads boot file and configuration files from the
HTTP server.
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This chapter provides general troubleshooting information to help you solve problems you

might encounter when deploying phones.

If you require additional information or assistance with the deployment, contact your system

administrator.

Why does the IP phone fail to download configuration files?

e  Ensure that auto provisioning feature is configured properly.

e  Ensure that the provisioning server and network are reachable.

e  Ensure that authentication credentials configured on the IP phone are correct.
e  Ensure that configuration files exist on the provisioning server.

e  Ensure that MAC-Oriented boot file and common boot file don't exist simultaneously on
the provisioning server. If both exist, the IP phone only downloads MAC-Oriented boot file

and the configuration files referenced in the MAC-Oriented boot file.

Why does the IP phone fail to authenticate the provisioning server during auto

provisioning?

e  Ensure that the certificate for the provisioning server has been uploaded to the phone’s

trusted certificates list. If not, do one of the following:

- Import the certificate for the provisioning server to the phone's trusted certificates list

(at phone's web path Security->Trusted Certificates->Import Trusted Certificates).

- Disable the IP phone to only trust the server certificates in the trusted certificates list
(at phone's web path Security->Trusted Certificates->Only Accept Trusted

Certificates).

Why does the provisioning server return HTTP 404?

e  Ensure that the provisioning server is properly set up.
e  Ensure that the access URL is correct.

e  Ensure that the requested files exist on the provisioning server.

Why does the IP phone display "Network unavailable"?

e  Ensure that the Ethernet cable is plugged into the Internet port on the IP phone and the

Ethernet cable is not loose.
e  Ensure that the switch or hub in your network is operational.

e  Ensure that the configurations of network are properly set in the configuration files.
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Why is the permission denied when uploading files to the root directory of the FTP server?

e  Ensure that the complete path to the root directory of the FTP server is authorized.

e Check security permissions on the root directory of the FTP server, if necessary, change the

permissions.

Why doesn’t the IP phone obtain the IP address from the DHCP server?

e  Ensure that settings are correct on the DHCP server.

e  Ensure that the IP phone is configured to obtain the IP address from the DHCP server.

Why doesn’t the IP phone download the ring tone?

e  Ensure that the file format of the ring tone is *.wav.

e  Ensure that the size of the ring tone file is no larger than that the IP phone supports.
e  Ensure that the properties of the ring tone for the IP phone are correct.

e  Ensure that the network is available and the root directory is right for downloading.

e  Ensure that the ring tone file exists on the provisioning server.

Why doesn’t the IP phone update configurations?

e  Ensure that the configuration files are different from the last ones.
e  Ensure that the IP phone has downloaded the configuration files.
e  Ensure that the parameters are correctly set in the configuration files.

e  Ensure that the value of the parameter “static.auto_provision.custom.protect” is set to 0. If it
is set to 1, the provisioning priority is as follows: phone/web user interface >central
provisioning >factory defaults. A setting you make using a lower-priority method does not

apply to or override a duplicate setting made using a higher-priority method.

For more information, refer to Yealink SIP-T2 Series T19(P)

E2 T4 Series_T5_Series_CP_Series IP_Phones Administrator Guide V81, Yealink DECT IP
Phone Administrator Guide_V81 or

Yealink SIP-T5 Series CP960 IP_Phones Administrator Guide.
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MAC Address: A Media Access Control address (MAC address) is a unique identifier assigned to
network interfaces for communications on the physical network segment.

MD5: The MD5 Message-Digest Algorithm is a widely used cryptographic hash function that
produces a 128-bit (16-byte) hash value.

DHCP: Dynamic Host Configuration Protocol (DHCP) is a network configuration protocol for
hosts on Internet Protocol (IP) networks. Computers that are connected to IP networks must be
configured before they can communicate with other hosts.

FTP: File Transfer Protocol (FTP) is a standard network protocol used to transfer files from one

host to another host over a TCP-based network, such as the Internet. It is often used to upload
web pages and other documents from a private development machine to a public web-hosting
server.

HTTP: The Hypertext Transfer Protocol (HTTP) is an application protocol for distributed,
collaborative, hypermedia information systems. HTTP is the foundation of data communication
for the World Wide Web.

HTTPS: Hypertext Transfer Protocol Secure (HTTPS) is a combination of Hypertext Transfer
Protocol (HTTP) with SSL/TLS protocol. It provides encrypted communication and secure

identification of a network web server.

TFTP: Trivial File Transfer Protocol (TFTP) is a simple protocol to transfer files. It has been
implemented on top of the User Datagram Protocol (UDP) using port number 69.

AES: Advanced Encryption Standard (AES) is a specification for the encryption of electronic data.

URL: A uniform resource locator or universal resource locator (URL) is a specific character string
that constitutes a reference to an Internet resource.

XML: Extensible Markup Language (XML) is a markup language that defines a set of rules for
encoding documents in a format that is both human-readable and machine-readable.
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Appendix

Configuring an FTP Server

Wftpd and FileZilla are free FTP application software for Windows. This section mainly provides
instructions on how to configure an FTP server using wftpd for Windows. You can download
wftpd online: http://www.wftpd.com/products/products.html or FileZilla online:

https://filezilla-project.org.

We recommend that you use vsftpd as an FTP server for Linux platform if required.

Preparing a Root Directory

To prepare a root directory:

1. Create an FTP root directory on the local system (e.g., D:\FTP Directory).
2. Place the boot files and configuration files to this root directory.
3. Set the security permissions for the FTP directory folder.

You need to define a user or group name, and set the permissions: read, write, and modify.

Security permissions vary by organizations.

An example of configuration on the Windows platform is shown as below:

Geneeal | Shanng  Secutly | Customize

Group of user names

m!\chrlmduu [VANS TDS0\Armarustrstors) ad
€2 CREATOR OWNER
€31 Everyore
€ Hit James: abd@my servernams. com|
R svsTEm v
< >
[_Age. | [ Bemove |
Pemssnons o Everyone ( Alow \  Dery
Ful Corirol | 0O &
Moddy & O
Resd & Execute 2 O
List Folder Contents it O
Resd 2] O
Wite ~l O
Crania) Dasesinalane ¥
Fox special permissions of for advanced setngs. [~ A0 0|
chek Advanced e o B

Lok J| Coes |[ aoob |
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Configuring an FTP Server

To configure a wftpd server:

1. Download the compressed file of the wftpd application to your local directory and extract
it.

2. Double click the Wftpd.exe.

The dialogue box of how to register is shown as below:

How to Register

In an effort to reduce the number of emails | get that azk me
"How do | register?’, I'd just like to note that you can find this
information by opening the "Help"* menu, and selecting the
option "Registering'".

S that you don't think this is a nag, I've given you the option to
disable this dialog below, but please only do that if vou feel you
can remember how to register.

[ Okay. | understand that - don't show me this dialog again.

3.  Check the check box and click OK in the pop-up dialogue box.

The log file of the wftpd application is shown as below:

Ml £\ desktop\LFTP - WeTPO (BN
e Gt View Logqng W ﬁqu talp

.|l 4m|| 2015/3720 17:3%:16 Webcome o WFTPD - we are listening to 3il unused P addreszes,

™ 007] 201503720 17:3%16 The first addeess senigned 1o yoor system is 127.0,0.1
@ 007 2015/3729 17:15:16 But you might be reached ot & nember of ather addresses.

@ 001] 201503720 17:39:16 Check with your netwerk administrators for the address that is reachable from the Intern

@ -007] 2015{320 17:35:16 WFTPD is listening on port 21, standard Ry

J® 0] 2015{3720 1723516 Program will he kitled by WM _ENDSESSION message

R -001] 201543728 17:39:16 Unregistered version - for instractions on registering,

| 007] 2015{3720 17:3%:16 select the "Registering”™ option from the "Help' menu.

. - .

For Melp, press F1 1 socket 0 users NUM

4. Click Security->Users/rights.

W - devkion\11TF - WFTID B
Fle Edt View togging Messages [Securmy| Help .

JE-000) 20153720 17:395:16 Welcame Genaral_. g 10 a1l unused WP addresses,

’,ll -001) 201503720 17:39:16 The first 2 Useea/rights.. tem (s 127.0.0.0

% 007] 2015{3720 17:3%:16 But yow 1 of other addeesses,

®-007) 20153729 1 7:3%16 Check wit Host/net. 15 for the nddress that is reachable from the lntern
|l4]0l|2.|5ﬂﬂll739|6WF1PDh ard ftp
007] 20153720 17:35:16 Program will be kifled by WM _| ENDS(SSION mosEage
|l I07] 201503720 173916 Unregistered version - for Instructions on registerdng,
ll 001] 201503720 17:39:16 select the "Registering” option from the *Melp' menu.

e ‘

Add. defete, or change users, passwords and home dienctornies 1socket 0 users NUM
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5. Click New User.

User / Rights Security Dialog

User Name:

User default

| Mew User... | |

EEE S -

Done

[~ Restrict to home directory and below

Home |

Help

[ Eronse.. |
Rights >

6. Enter a user name (e.g., testl) in the User Name field and then click OK.

User / Rights Security Dialog

=

User Name: | default

-

User defa) New User

Mew
Uzer Mamne:

Home

testl

ok

Cancel

Help

Help

Rights »»

e
bt

7. Enter the password of the user (e.g., testl) created above in the New Password and Verify

Password field respectively, and then click OK.

User / Rights Security Dialog

User Mame: |

-

User test1| Change Password

Neve U Mew Password: |

Haome

G |
Werify Password: |7 ﬁ

[one
EX8
ok |

:

Help |

Help

Rightz >»

8. Click Browse to locate the FTP root directory from your local system.

User / Rights Security Dialog

()

j Done

Help

Uszer Mame: | test]
User test]
Mew User... | Delete | Change Pass... |
™ Restrict to home directory and below
Home

|E:\DESKTDP\EUNFIGUHATIDNFILE |Br0wse... |

9. Click Rights>> and assign the desired permission for the user (e.g., testl) created above.
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10. Check the check boxes of Read, Create Files/Dirs, List Directories and Overwrite/Delete

to make sure the FTP user has the read and write permission.

User / Rights Security Dialog @
User Name: |test1 j [lone
User test
MHew User... | Delete | Change Pass... |

[ Restict to home directory and below

Home |E:\DESKTDP\EDNFIEUHATIDN FILE Browse. ..

Rights for user testl

Directary: | j Browse... | Remove |

Rights for directary *

I+ Fead ¥ Create Files/Dirs

¥ List Directaries v Owenarite/Delete

11. Click Done to save the settings and finish the configurations.

The server URL "ftp://username:password@IP/" (Here "IP” means the IP address of the
provisioning server, “username” and “password"” are the authentication for FTP download. For
example, "ftp://test1:123456@10.3.6.234/") is where the IP phone downloads boot files and

configuration files from.

Before configuring a wftpd server, ensure that no other FTP servers exist in your local system.

Configuring an HTTP Server

This section provides instructions on how to configure an HTTP server using HFS tool. You can

download the HFS software online: http://www.snapfiles.com/get/hfs.html.

Preparing a Root Directory

To prepare a root directory:

1. Create an HTTP root directory on the local system (e.g., D:A\HTTP Directory).
2. Place the boot files and configuration files to this root directory.

3. Set the security permissions for the HTTP directory folder.
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You need to define a user or group name and set the permissions: read, write, and modify.

Security permissions vary by organizations.

An example of configuration on the Windows platform is shown as below:

Gereeal | Shanng  Secutly | Customize

Group of user names

mm&mxhdux [VANS TDS0\Admarustrstors) R
€ CREATOR OWNER

miwm

€ Hit James: abd@my servermams. com|

@ svsTEm v
< >

[_age. | [ Bemowe |

Pemussons for Everyone ( Adowy \

Full Cortrol

Moddy

Fesad & Execute
Luat Folder Contents
Read

Wite

C s ot Do

For special permissions of for advanced settngs
chek Advanced

.N&“!d |

Configuring an HTTP Server

HFS tool is an executable application, so you don’'t need to install it.
To configure an HTTP server:

1. Download the application file to your local directory, double click the hfs.exe.
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2.

The main configuration page is shown as below:

& HFS ~ HTYP File Server 2.2 Build 15% ]
& Meu | D Pot 5000 | @8 Yeu we i Expet vode

0 Opeo nbrowser  Wip /210 211 1018280/

Vil Fie Sinten 109

/| 7:23:24 Chack update: 1o nav version

@ P T Fleewe L Sws Spend  Tmelek

Commections: 0 Out: 0.0 KB/s Irv 0.0 KBys Total Cuti 00 Total Im 08 VFS: 0 Rems

Click Menu in the main page and select the IP address of the PC from IP address.

# 55 ~ HTTP Fle Serves 2.3 Bulld 155 Sk X
’u Merns | Por 2020 | S8 You ae 0 Expett node
+ Self Temt e

Edr HTML temgolate

Other options ’

Uple L |

ploaad ‘"m Log
Start/Ext ’
Virbaal Fiw Systam N 24 Chack apdate: mo new version
ol F

Lerets ’

Flash taskbutton »

Frgerprety ’

Accept rz:rr-rﬁonvl on : 162 168,087

Dynamic C,N> updater 192 168.172.1

U iy R
. '

LUpdates ‘

| W Donatel Cuntzm

> Dow't indude port in URL
‘ %"‘"d file system. :,L'hc,‘ Find eatatnal sddress
bl Savefle systems  CirleS | oty saarch for better address
XK Clear Sle syrtern "

Save options ’

Help ’
Web Gnks 4

Urinstall HFS '“ ', - S —Y |
{Fleramn b o v lat X
L) About v

| ) Switch OFF 3 ]

Eer

Connections; 0. Out: 0.0 KH/s: Int 00 XB/s Total Outi 0B Total bx 08 VFS: 0 ems
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The default HTTP port is 8080. You can also reset the HTTP port (make sure there is no port

conflict).

8 HFS ~ HTTP File Server 2.2 Build 155
&l Meru D Por 5080 | @ You ae s Expedt et

5 Open o beowsey  HIZ/10.2 1) 100 85800

¥ version

Poet .} AR { Chack updates mo

Specty 2 port to accept connection
o lerve ety 1o decde atormatcaly

505 |

) IF . Flenave b Sae Speed  Tive e

Connecsions: 0 Oum 00 KB/s I QO XB/s Totad Qut 08 Total Im 0 8 WS 0 ems

3. Right click the . icon on the left of the main page, select Add folder from disk to add
the HTTP Server root directory.

B HFS ~ HTTP File Servar 201 Bulld 155 -1l T

& Mary 7 Pot 00 | gl You e in Excent mode

£ Openinteowess Wp/A0231100

Wty Fils Systen Leg
n
Add Hes..

ok update: no ney Yersion
4
NeW errpty fo'der Ins

O New link
fcdvanced ’

Copy URL address  Ctrl.C
 Browse it Fa
Comment...

Bind root to res-folder

Set user/pass.

8L Restrict actess L4
Custamized reaim.,

v Beansable

v Acchweble

2y Why 11 upioad disabled?

Hide tras

Auto-hide empey folders <
¥; M L S speed e bt
Hide file extention i isting

Cannactons: 0 Ovez Q0 KB4 In: 0.0 KE/s Total Outz0 B Total In: 0 B VFS: 551 iterrw - not saves
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4. Locate the root directory from your local system.

.m.mmsmbuu. Bk 275 |

# Mo D Do 80T Sl vou arw i any mode

W P edden =] F Uwtia Seeed Tom Progren

Qe 0D In 00BN

5. Check the server URL (e.g., http://10.2.11.101:8088/ProvisioningDir) by clicking “Open in
browser”.

6. (Optional.) Right click the root directory name (e.g., ProvisioningDir), and then select Set
user/pass....

7. (Optional.) Enter the desired user name and password for the root directory in the
corresponding fields and then click OK.

Insert the requested user/pass @

Usemame 123

Paszword

d BT

Re-type pazswor

) (o

Yealink IP phones also support the Hypertext Transfer Protocol with SSL/TLS (HTTPS) protocol for
auto provisioning. HTTPS protocol provides the encrypted communication and secure

identification. For more information on installing and configuring an Apache HTTPS Server, refer to
the network resource.

Configuring a DHCP Server

This section provides instructions on how to configure a DHCP server for Windows using DHCP
Turbo. You can download this software online: http://www.tucows.com/preview/265297 and

install it following the setup wizard.
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Configuring the DHCP Turbo

Before configuring the DHCP Turbo, make sure:

° The firewall on the PC is disabled.

e  Thereis no DHCP server in your local system.
To configure the DHCP Turbo:

1. To start the DHCP Turbo application, double click localhost.

2.  Click the Login button (the login password is blank) to log in.

£ DHCP Turbo om bcabost
b= Eft oo Bndegy Toch Help
AN reamBRR e 5N

r == -

 ye— |

| ST TTeRTom i !
== Login -y
thar i _ Legie
Pusewd | _L;c....z

Raacy

3. Right click Scopes and select New Scope.

4. Configure the DHCP server name, the DHCP IP range and the subnet mask.
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Click OK to accept the change.
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[ ] pwa |
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- 3 - d
You can add a custom option via DHCP Turbo. Select Option Types, right click one of the

options on the right of the main page, and then select New Option Type.

13 DHCP Turke en loxathont (wodilieds [Egy———)
Be fde Yew Biedings Icoh Help

R g yr2R 02 50 8

Farvers
[ Srad t -
S iclent fllw [ Staded tytiee -
Ry [T Ta {oprien T ~
|- B s I Bigic cockae
¥ (Wt Palisind - Howa divwet wry
= Wieerm -3 Herdsars sdbrers Lmgth New Option Tpoe. nmv_ : =
. :;I ::x fils o P
= Dnbast wmb [ Gl oY
- Tine affueh
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i I yervers & Bl Cil+F
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62

7.

8.

Set the custom DHCP option (custom DHCP option tag number ranges from 128 to 254)
and select the option type (Yealink supports string and ipaddress option types only). Click
the OK button to finish setting the option properties. Click Q’ to save the change.

S HEY Turbo au lacalhuat
[ﬂ} »Rdu» !l,' linduyu ;«ll u-_h

@ & AR AR O &N

I &.h- Types T [128 =
+-[JSaed Policies

- ;ﬂ Ezelusions Faae [7"75'"'"
' @Du»u. type [Obit :l
st

16hie
Deseri e PL

|iu§dﬂu

time

beal
hardvars_sédrecs
swhencaded
dns_nwsa

L& | cwea | -

Servers I ¥
= lecallust
“?qﬂ:copn T | j

:--b!wm

Specifies 4 device s hardvwre eddress type

Click Named Policies-->Global, right click the blank area on the right of the main page

and then select New Option.

Bl Edt Yiew Bindngs leck bep

d 8 FoRERX s W

Termes T [ B | Yalwe ]
= W iszdiean
S0k
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L Lo oy Undo Crfe2
Qa,nn Tryer
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&) Qetere v
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9. Scroll down and double click the custom option 128.

23 DHEE Tirbe cn locahot tmadified)
| Be Ede Yow Hedings Tooks Hep

g 2RI S G N

| o Tos o ——k#-—-fﬁ
| = i ) Optizn Selector '
| Prveadue —
L I Bedon Tiliee [Shederd Bptioem -
S APl Tl
:!m“ _"_-_cq Lo | =
i = | 0T e
Beyeim e | e I Binke myrtes fon) teveE
v Brena -0 1 Vindew wrvten divpler magery
P S - s JRCTPINS TR
£8% 1T coawesl Tias
o 1 rabinding Lime
I 1) T3 Snin
- -] 3+ serves
= Bohile IF home wpord
- TP carvert
= L] UrS sarvey
| T sarvms
Loz L T
= 1] Fiagwr sewrs
. it T sarvmns
| ™ Strmtialk severs
= Srrectoalh (W ververs
|- Vew lase
= 1Y Carver
+ Cublwdabs Chidhd Condi pwrvti o
- 8 Lagwey Tackettable >
Bevwiption s]

10. Fill the provisioning server address in the input field.

11. Click the OK button to finish setting a custom option.

Be Bl Yow Blrding: Jook Hep

dA & 2R RE RO G

Sarvers Tng L

W loodhart
S LT
| P Belastm
= Vel Ialivion
" Wasa
L @ytim trper B 19 Placver
P [
- @R e

Wiy 20 e | oo

I Bopressses

12. Click Q to save the change.

Add the Option 66 via DHCP Turbo

You can add the option 66 via DHCP Turbo. The following shows the detailed processes.
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1. Click Named Policies-->Global, right click the blank area on the right of the main page

and then select New Option.
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2. Select TFTP Options from the pull-down list of Filter.
3. Scroll down and double click MS option 66.
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4.

5.

Fill the provisioning server IP address in the input field.

1Y DHCP Turbo on locathon
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Click the OK button to finish setting a custom option.

6. Click Q" to save the change.

Add the Option 43 via DHCP Turbo

You can also add the option 43. The following shows the detailed processes.

1.

2.

Click Named Policies-->Global, right click the blank area on the right of the main page

and then select New Option.

Select the Standard Options from the pull-down list of Filter.
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3.

5.

Scroll down and double click 43.
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Fill the provisioning server address in the input field.
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Click the OK button to finish setting a custom option.

6. Click & to save the change.




Appendix

Customer Feedback

We are striving to improve our documentation quality and we appreciate your feedback. Email your

opinions and comments to DocsFeedback@yealink.com.
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