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LDAP Directory on Yealink IP Phones

Introduction

LDAP stands for Lightweight Directory Access Protocol, which is a client-server protocol for
accessing a directory service. LDAP is a directory service protocol that runs over TCP/IP. The
nitty-gritty details of LDAP are defined in RFC 1777 "Lightweight Directory Access Protocol”.

The following gives an overview of LDAP from a user's perspective.
What kind of information can be stored in the directory?

The LDAP information model is based on entries. An entry is a collection of attributes that has a
globally-unique Distinguished Name (DN). The DN is used to refer to the entry unambiguously.
Each of the entry's attributes has a type and one or more values. The types are typically
mnemonic strings, like "cn" for common name, or "mail" for email address. The syntax of values
depends on the attribute type. For example, a cn attribute might contain the value "Babs

Jensen”. A mail attribute might contain the value "babs@example.com".
How is the information arranged?

In LDAP, directory entries are arranged in a hierarchical tree-like structure. Traditionally, this
structure reflected the geographic and/or organizational boundaries. Entries representing
countries appear at the top of the tree. Below them are entries representing states and national
organizations. Below them might be entries representing organizational units, people, printers,
documents, or just about anything else you can think of. The following shows an example of

LDAP directory tree using traditional naming.

c=Us
st=California
The Organisation o=Acme

Organisation Unit

ou=Sales ou=Marketing

cn=Barbara Jenson

LDAP enables you to locate organizations, individuals, and other resources such as files and
devices in a network, whether on the Internet or on a corporate intranet, and whether or not you

know the domain name, IP address, or geographic whereabouts. An LDAP directory can be
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distributed among many servers on a network, then replicated and synchronized regularly. LDAP

is particularly useful for storing information that you wish to read from many locations, but

update infrequently.

This guide provides configurations on the LDAP server and IP phones, and applies to the

following Yealink IP phones:

CP860 IP phones running firmware version 71 or later
SIP-T48G, SIP-T46G, SIP-T42G and SIP-T41P IP phones running firmware version 73 or later

SIP-T58A, SIP VP-T49G, SIP-T40P, SIP-T29G, SIP-T23P/G, SIP-T21(P) E2, CP960 and W56P IP

phones running firmware version 80 or later

SIP-T54S, SIP-T52S, SIP-T48S, SIP-T46S, SIP-T42S, SIP-T41S, SIP-T40G, SIP-T27G, SIP-T19(P)
E2, CP920, W60P and W52P IP phones running firmware version 81 or later

VP59, W53P and CP930W-Base IP phones running firmware version 83 or later

T54W, T53W and T53 IP phones running firmware version 84 or later
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Installing and Configuring the LDAP Server

An LDAP server is essentially a bit like an SQL server, which is mainly used for storing/retrieving
information about people (such as contacts). The configuration settings on the phone will be

altered depending on how the LDAP server is configured.

Before using LDAP feature on IP phones, you must make sure the LDAP server is prepared
properly, otherwise you need to install and configure an LDAP server. This chapter shows you
how to install and configure an LDAP server. We recommend you to use the OpenLDAP,
Microsoft Active Directory, Microsoft Active Directory Application Mode (ADAM) or Sun One
Directory Server on Windows system.

OpenLDAP

Installing the OpenLDAP Server

This section shows you how to install an OpenLDAP server on Microsoft Windows 2007 system.
The OpenLDAP server software is available for free. You can download it from

http://www.userbooster.de/en/download/openldap-for-windows.aspx?l=en.

To install the OpenLDAP server:

1. Double click the OpenLDAP application to start the installation. You will be prompted for

the installation.

OpenLDAP Installation

Wizard will install the OpenlDAP software on your computer.

2. Click Yes to continue the installation.

3. Follow the default settings and click Next until the Destination Folder screen appears.


http://www.userbooster.de/en/download/openldap-for-windows.aspx?l=en
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4. Click Change to locate the installation path from local computer system and then click
Next.

You need to remember the installation path (e.g., D:\OpenLDAP) located here.

The screenshot for reference is shown as below:

OpenLDAP }f }

Installation

Next

Install OpenlDAP for Window

R

5. Follow the default settings and click Next until the Ready to install OpenLDAP for

Windows screen appears.

all t lick . sta ick Close to exit

& Foad Map

6. Click Install to start the installation.
7. Click Close to exit the Setup Wizard.

For more information on how to install the OpenLDAP server for windows, refer to the website
online:

http://www.userbooster.de/en/support/feature-articles/openldap-for-windows-installation.aspx


http://www.userbooster.de/en/support/feature-articles/openldap-for-windows-installation.aspx
http://www.userbooster.de/en/support/feature-articles/openldap-for-windows-installation.aspx
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Configuring the OpenLDAP Server

Editing the slapd.conf File

Access the OpenLDAP installation path. Edit the manager information for LDAP.

1.

Open and edit the slapd.conf file using your favorite text editor.
Find the commands
Suffix “"dc=maxcrc, dc=com™
Rootdn "cn=Manager,dc=maxcrc,dc=com"”
Suffix defines the components of the domain name.
Rootdn defines the manager as a management user for accessing the LDAP server.
For example:
Suffix "dc=yealink,dc=com™
Rootdn "cn=Manager,dc=yealink,dc=com "

The suffix line means that the domain name of the LDAP directory is yealink.com. The

Rootdn line defines a management user named as Manager.

If the domain name contains additional components, for example, yealink.com.cn, the suffix

line will be edited as below:
Suffix "dc=yealink,dc=com,dc=cn"
Rootdn “cn=Manager,dc=yealink,dc=com,dc=cn"

Double click slappasswd.exe to modify the user password for the management user. Type

the new password twice.

# | D:\OpenLDAP\slappasswd.exe [rae]-E@]| 52

New password: secret
Re—enter new password: secret_

m| »

Starting the Slapd Service

To start the slapd service:

1.
2.
3.

Click Start->Run.
Enter emd in the pop-up dialogue box and click OK to enter the command line interface.

Access the server installation path. For example, execute the following commands to access
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the server installation path at D:\OpenLDAP.

IC:\Users\ylB215>d:

iD:\>cd OpenLDAP

[D: \OpenLDAP>_

4. Execute the command slapd.exe -d 1 -f ./slapd.conf to start the slapd service.

IC:\Users\ylB215>d:
(D:\>cd OpenLDAP

D:\OpenLDAP>slapd.exe —d 1 —f ./slapd.conf

If the service runs successfully, you can find the prompt “slapd starting”.

The screenshot for reference is shown as below:

C:\Windows\system32\CMD.exe - slapd.exe -d 1 -f ./slapd.conf [ [[-=-] =

5498d32e config_build_entry: “cn=schema"

5498d32e >>> dnNormalize: <cn={B>core>

5498d32e <K< dnNormalize: <cn={B>core>

5498d32e config_bhuild_entry: “cn={B>core"

5498d32e >>> dnNormali: <ecn={1>cosine>

5498d32e <<< dnNormali: <en={1>cosine>

5498d32e config_build_entry: “cn={1>cosine"

5498d32e >>> dnNormalize: <cn={2>nis>

5498d32e 3 ize: <cn={2>nis>

5498d32e config_bhuild_entry: “cn={2>nis"

5498d32e >>> dnNormalize: <cn={3>inetorgperson>

5498d32e <<< dnNormalize: i

5498d32e config_build_ent

5498d32e config_build_ent

5498d32e config_build_entry:

5498d32e config_build_entry: e

5498d32e backend_startup_on arting “dc=yealink.dc=com"
5498d32e hdh_db_open: warnil no DB_CONFIG file found in directory ./data: (2>

ﬁxpect poor performance for ffix “dc=yealink.,dc=com".
bdb_db_open: datahb "dc=yealink,.dc=com": dbhenv_open{./datad.
bdb_monitor_db_open: monitoring disabled; configure monitor database to

slapd starting

Please do not close this window to make sure the LDAP server keeps running.

Adding the Initial Entry to the LDAP Directory

You can add the initial entry to the LDAP directory by using the LDIF file. Create a new text
document, then modify the filename extension as Idif and place the document to the OpenLDAP
installation path. For example, create a text document named as test.txt, right click the test.txt
document and then select to rename it, modify the filename extension as Idif. Open the LDIF file
with your favorite text editor and input the corresponding content. The following shows an

example of the content of the LDIF file:

dn: dc=yealink,dc=com
objectClass: top
objectClass: dcObject
objectClass: domain

dc: yealink
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dn: ou=roles,dc=yealink,dc=com
objectClass: top
objectClass: organizationalUnit

ou: roles

dn: ou=people,dc=yealink,dc=com
objectClass: top
objectClass: organizationalUnit

ou: people

dn: cn=Test Users,ou=roles,dc=yealink,dc=com
objectClass: groupOfUniqueNames
cn: Test Users

uniqueMember:

uid=sspecial,ou=people,dc=yealink,dc=com

uniqueMember:

uid=jbloggs,ou=people,dc=yealink,dc=com

dn: cn=Special Users,ou=roles,dc=yealink,dc=com
objectClass: groupOfUniqueNames
cn: Special Users

uniqueMember:

uid=sspecial,ou=people,dc=yealink,dc=com

dn: cn=Admin Users,ou=roles,dc=yealink,dc=com
objectClass: groupOfUniqueNames
cn: Admin Users

uniqueMember:

uid=admin,ou=people,dc=yealink,dc=com

dn: uid=admin,ou=people,dc=yealink,dc=com
objectClass: person

objectClass: inetOrgPerson

cn: State App

displayName: App Admin

givenName: App

mail: admin@fake.org
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sn: Admin
uid: admin

userPassword: adminpassword

dn: uid=jbloggs,ou=people,dc=yealink,dc=com
objectClass: person

objectClass: inetOrgPerson

cn: Joe Bloggs

displayName: Joe Bloggs

givenName: Joe

mail: jbloggs@fake.org

sn: Bloggs

uid: jbloggs

userPassword: password

dn: uid=sspecial,ou=people,dc=yealink,dc=com
objectClass: person

objectClass: inetOrgPerson

cn: Super Special

displayName: Super Special

givenName: Super

mail: sspecial@fake.org

sn: Special

uid: sspecial

userPassword: password</span>

To add the initial entry using the test.ldif file:

1. Click Start->Run.
2. Execute ecmd in the pop-up dialogue box and click OK to enter the command line interface.

3. Access the server installation path. For example, execute the following commands to access
the server installation path at D:\OpenLDAP.
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4. Execute the command slapadd -v -l ./test.Ildif to add the initial entry.

The screenshot for reference is shown as below:

C:\Windows\system32\cmd.exe E=N __E‘_‘ 8

ID:\OpenLDAP>slapadd -v -1 ./test.ldif -
5498c¢308 hdb_db_open: warning — no DB_CONFIG file found in directory ./data: (2)

Expect poor performance for suffix “dc=yealink.,dc=com"
5498c388 bdb_monitor_db_open: monitoring disabled; conflgure monitor database tolig

leg,dc yea11nk dc=con" (ABABBABGB4)>
ople.dc=yealink,dc=comn" (BBBBBAGBS >
st Users.ou=roles,d ealink,.dc=com" <(BBBBBOA6>
pecial Users.ou=roles,dc=yealink.dc=com" (BABBABAB7?>
dmin Users,ou=roles.dc=yealink,dc=com" <(BAB0BABAS>
admin,ou=people,.dc=yealink.dc=com" (BBBBABB?>
“uid=jbloggs.ou=people.dc=yealink,.dc=con" (ABBABAAa)>
"uid=sspecial,ou=people.dc=yealink.dc=com" (BOBBABBLH>

ded:
Btk RiHkidE 100.082 eta none elapsed none fast?
Closing DB...

ID:\OpenLDAP>

Configuring the LDAPExploreTool2

The LDAPExploreTool2 application supports running on Windows system. The application is a
graphical LDAP tool that enables you to browse, modify and manage contact entry on LDAP

server.

If you have an LDAPExploreTool2 application installed on your computer, open it now, otherwise,
download the application from http://Idaptool.sourceforge.net/. And then complete the

installation following the wizard.

Creating a Configuration

To create a configuration:

1. Double click the LDAPExploreTool2.exe to run the application.

2. Click File->Configurations.

7| LDAPExplorerTool 2 EI@
Tools

Open last configuration

Configurations...

Quit

3. Click New to create a new configuration.
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4. Enter a name in the Configuration name field under the Configuration tab.

Configuration @

Configuration | Server | Connection | Option | SSL/TLS |

Configuration name LDAP

[8]3 | Cancel l

5. Enter the domain name or IP address of the LDAP server in the Server name or IP field
under the Server tab. Check the checkbox of Use default port for the Server port and

Server SSL port.

Configuration @

Configuration Server | Connection | Option | SSL/TLS |

Server name or IP 10.3.6.128

Server port 380 V¥ Use default port
Server SSL port 636 V¥ Use default port
Version

“30C2

Test connection

[8]3 | Cancel l

6. Enter the user DN and password in the User DN and Password field under the Connection

tab.

The user DN and password correspond with the Rootdn and Rootpw defined in the

slapd.conf file.
For example, according to the manager information defined in the slapd.conf file:
Rootdn "cn=Manager,dc=yealink,dc=com"”

Rootpw secret

10
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Enter cn=Manager,dc=yealink,dc=com in the User DN field and secret in the Password

field under the Connection tab.

Conﬁgur;gon

Configuration | Server Connection | option | SSL/TLS |

User DN 'm I Anonymous login
Password [T v store password
Use SSL port

" Yes & No
tselEs € Yes & No (TLS is only used

on non SSL ports)

Base DN ]dc=yealink,dc=cn Guess value I

ok I Cancel I

7. Click Guess value to fill the Base DN automatically.

8. Click Test connection to test the connection to the LDAP server. If you encounter an error
or warning during the test, you need to resolve the error or warning first according to the

prompt, and then retry to test the connection.

9. Click OK to accept the change.

Adding Entries

To add entries:

1. Click File->Configurations, select the configuration created above, and then click Open.

The screenshot for reference is shown as below:

| LDAPExplorerTool 2 Eenmon ==
File Tools

& de=yealink de=com

11
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2.

5.

Right click the root entry, and then select Add to add a new entry.

| LDAPExplorerToal 2

File Teols

- Root-de=yealink.dc=com

&

Entry
Add...
Copy to..
Rename...

feuig
Delete...

Euid Search...

ou=roles,dc=yealink de=com

===

Enter the desired values in the corresponding fields.

Parent DN: It will be automatically generated according to the server configuration.

Entry RDN: The format is cn=XXX. This is a unique identifier for each entry.

Object Class (from schema): Select the structure class which the entry belongs to. Each

structure class has its own must attributes and may attributes. For example, we select

person from the pull-down list of Object class (from schema).

Select the desired attributes for object class.

Must attributes: Double click attributes to add them to the entry node. All attributes listed

in the Must attributes field must be added and each value of the attribute must be set.

May attributes: Double click the desired attributes to add them to the entry node. The

attributes listed in the May attributes field are optional.

Common attributes are listed in the following table:

Attribute Name Description
cn commonName Full name of the entry.
) First name also called Christian
gn givenName
name.
Surname, last name or family
sn surname

name.

telephoneNumber

telephoneNumber

Office phone number.

homePhone homeTelephoneNumber Home phone number.
mobile mobileTelephoneNumber | Mobile or cellular phone number.
pager pagerTelephoneNumber Pager telephone number.
company company Company name.
o organizationName Organization name.
ou organizationlUnitName Usual department or any sub

entity of larger entity.

Right click the selected attribute and then select Add value.

12
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The screenshot of adding a

new entry is shown as below:

New entry creation

Parent DN

Entry RDN

Object class (manual)

Object class (from schema)

g

ou=roles,dc=yea
cn=Hebe Tian
person A

B sn
Tian
c
= objectClass
person
E telephoneNun|
5578

= cn=Hebe Tian,ou=role,5(>dc=xealink,dc=c

The value of cn here must be the same

<n

as that of cn configured in the Entry

Enter a new value

Hel RDN field.
OK Cancel |

MUST attributes

MAY attributes

sn

cn
objectClass

is unavailable)

Attribute( when schema

userPassword
telephoneNumber

Add

—

Save Cancel

6. Click Save to confirm the configuration.

7.

You can find the added ent

Repeat steps 2 to 6 to add more contact entries.

ries at the left of the LDAP catalogue.

| LDAPExplorerTool 2
File Tools
&) Root-dc=yealink dc=com

& ou=roles
cn=Test Users
cn=Special Users
cn=Admin Users
cn=Hebe Tian
cn=Ella Zhang

& ou=people
uid=admin
uid=jbloggs
uid=sspecial
cn=Jonn Liu

[E=% HeE ==

[2 cn=Hebe Tian,ou=roles,dc=yealink,dc=com|
@ telephoneNumber
- subschemaSubentry
- modifyTimestamp
@ structuralObjectClass
- modifiersName
B-sn
& entryCSN
B creatorsName
- objectClass
& hasSubordinates
[ entryDN
E-cn
@) createTimestamp
[ entryUUID

Microsoft Active Directory

Installing the Microsoft Active Directory Domain Services
This section shows you how to install an active directory on Microsoft Windows Server 2008 R2
Enterprise 64-bit system.
To install the Microsoft Active Directory Domain Services:

1. Click Start->Run.

2. Enter dcpromo in the pop-up dialogue box and click OK.

13
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3.

4.

The Active Directory Domain Services Installation Wizard will appear after a short while,
click Next.

@ Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Mext.

[" Use advanced mode installation

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

< Back Next = Cancel

Read the provided information and click Next.

@/ Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved securty settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

1. Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a
new more secure default for the security setting named "Allow cryptography algorithms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SMB "clients” from using weaker NT 4.0 style cryptography algorithms
when establishing securty channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new default,
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well a5 non-Microsoft
SMB "clients" and network-attached storage (MAS) devices that do not support
stronger cryptography algorthms. Some operations on clients running versions of
Windows earierthan Windows Vista with Service Pack 1 are also impacted, including
domain join operations peformed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting, see Knowledge Base aricle 342564
(http://go microsoft . com/fwlink/?Link|ld=104751).

< Back Next = Cancel

14
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5.

6.

Mark the Create a new domain in a new forest radio box and click Next.

@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration

You can create a domain controller for an existing forest or for a new forest.

" Bxisting forest

| sdda domain contoller to an existing domain

" Create a new domait i &t existing forest
Thiz server will become the first domairn cantrollen in the: new domair:

%' Create a new domain in a new forest

More about possible deployment configurations

< Back Next > Cancel |

Enter an appropriate domain name for the forest root domain and click Next.

@! Active Directory Domain Services Installation Wizard

Name the Forest Root Domain
The first domain in the forest is the forest root domain. ks name is also the name of L= =
the forest. i

Type the fully qualified domain name (FQDN) of the new forest root domain.

FQDN of the forest roct domain:
|dap yealink.com

Example: comp .contoso.com

< Back Next = Cancel

15
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The wizard will check if the domain name is in use on the local network.

! Active Directory Domain Servi

MName the Forest Root Domain
The first domain in the forest iz the forest roct domain. ks name is also the name of

the forest.

Type the fully qualfied domain name (FQDN) of the new forest root domain.

FQDM of the forest root domain:
Idap yealink .

Example: comg
Verifying NetBIOS name...

<Back | MNet> | Canced |

7. Select the desired forest functional level from the pull-down list of Forest functional level,

and click Next.

For more information, click domain and forest functional levels.

@! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

Forest functional level:
Windows Server 2003 j

Details:

e Windows Server 2003 forest functional level provides all features that are
vailable in Windows 2000 forest functional level, and the following additional
eatures:

- Linked-value replication, which improves the replication of

changes to group memberships.

- Mare efficient generation of complex replication topologies

by the KICC.
- Forest trust, which allows organizations to easily share LI

4

You will be able to add only domain controllers that are running
- Windows Server 2003 or later to this forest.

Mare about domain and forest functional levels

< Back Next > Cancel |

8. Select the desired domain functional level from the pull-down list of Domain functional

level, and click Next.
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For more information, click domain and forest functional levels.

@ Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain functional level.

Domain functional level:

Details:

e features available at the Windows Server 2003 domain functional level include a
Il features available at the Windows Server 2000 domain functional level and the
ollowing additional features:
- Constrained delegation. which an application can use to take
advantage of the secure delegation of user credentials by
means of the Kerberos authentication protocal.
- lastLogon Timestamp updates: The lastLogonTimestamp attribute is
updated with the last logon time of the user or computer, and it is j

i You will be able to add only domain controllers that are running
Windows Server 2003 or later to this domain.

More about domain and forest functional levels

< Back Mext > Cancel

If you select Windows Server 2008 R2 for the forest functional level, you will not be
prompted to select a domain functional level.

The wizard will check if the DNS is properly configured on the local network.

! Active Directory Domain Servi

Set Domain Functional Level
Select the domain functional level.

Damain functional level:
Windows Server 2002 j

Details:

el include o
Examining DMS corfiguration. .. and the

e is

More about domain and forest functional levels

< Back Next = Cancel

17
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9. Select additional options for this domain controller if required, and click Next.

@! Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for this domain controller.
¥ DNS server
¥ Global catalog
I Fead-only domain contoller (BODE]
Addttional information:

The first domain controller in a forest must be a global catalog server and ;I
cannot be an RODC.

We recommend that you install the DNS Server service on the first domain
controller.

Mare about additional domain cortroller options

< Back Next = Cancel

You may get a warning telling you that the server has one or more dynamic IP addresses. We
recommend assigning a static IP address to the server.

10. The wizard will prompt a warning about DNS delegation. Since no DNS has been

configured yet, you can ignore the message and click Yes.

@ Active Directory Domain Services Installation . x|

A delegation for this DMS server cannot be created because the
I 4, authoritative parent zone cannot be found or it does not run
~ Windows DNS server, If you are integrating with an existing DNS
infrastructure, you should manually create a delegation to this
DMS server in the parent zone to ensure reliable name resolution
from outside the domain petrilab.local, Otherwise, no action is
required.

Do you want to continue?

ey | ]

11. Specify the desired paths for the database, log files and SYSVOL folders, and click Next.

18
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For more information, click placing Active Directory Domain Services files.

@ Active Directory Domain Services Installation Wizard

Location for Database. Log Fles. and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSWVOL.

For better pefarmanice and recoverability, store the database and log files on separate

volumes.
Database folder:

Browse... |
Log files folder:
|C:\Windows\NTDS Browse... |
SYSVOL folder:
IC:\Windows\SYS\u"OL Browse... |

Mare about placing Active Directory Domain Services files

< Back Next > Cancel |

12. Configure the password for the active directory recovery mode, and click Next.

For more information, click Directory Services Restore Mode password.

The password should be complex and at least 7 characters long.

@ Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account iz different from the domain
Administrator account.

Assign a password forthe Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: I.o.o.o.o.

Confirm password: quuuo

More about Directory Services Restore Mode password

< Back Mext = Cancel

19
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13. Review your selection and click Next.

@ Active Directory Domain Services Installation Wizard

Summary

Review your selections:
Canfigure this server as the first Active Directory domain controllerin a new forest.  «

The new domain name is "ldap yealink.com”. This is also the name of the new
forest.

The NetBIOS name of the domain is "LDAP".
Forest Functional Level: Windows Server 2003
Domain Functional Level: Windows Server 2003
Site: Defautt-First-Site-Name

]

Ta change an option, click Back. To begin the operation, click Mext.

These settings can be exported to an answer file for use with Export settings. . |
other unattended operations.
More about using an answer file

« Back Mext > Cancel

The wizard will prompt that the system begins to create the Active Directory Domain

Services.

Active Directory Domain Services Installation Wizard

The wizard is configuring Active Directory Domain Services. This process can take
from & few minutes to several hours, depending an your environment and the options
that you selected.

Securing Kerberos Policy

Cancel

[ Reboot on completion

20
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14. Click Finish to complete the installation and exit the wizard.

@ Active Directory Domain Services Installation Wizard x|

Completing the Active Directory
Domain Services Installation
Wizard

Wetive Directory Domain Services is now installed an thisﬂ
computer for the domain "ldap yealink .com”.

This Active Directory domain controller is assigned to the
site "Default-First-Site-Name". You can manage sites
with the Active Directory Sites and Services
dministrative tool.

To close this wizard, click Finish.

< Back I Finish I LCaticel

Installing Active Directory Lightweight Directory Services Role

You should also install the Active Directory Lightweight Directory Services role on Windows

Server 2008 system.
To install the Active Directory Lightweight Directory Services role:

1. Click Start->Administrative Tools->Server Manager.
2. Right click Roles, and then select Add Roles.
3. The Add Roles Wizard will pop up, click Next.

Add Roles Wizard x|

%ﬂa‘ Before You Begin
g This wizard helps you install roles on this server. You determine which roles to install based on the tasks you

Server Roles want this server to perform, such as sharing documents or hosting a Web site.

Confirmation Before you continue, verify that:

Progress «+The Administrator account has a strong password
Results «Network settings, such as static IP addresses, are configured

« The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next.

r Skip this page by default

cprevos [ exts | et Cancel
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4. Check the Active Directory Lightweight Directory Services checkbox and click Next.

Add Roles Wizard

ﬁé Select Server Roles

Before You Begin

Select one or more roles to install on this server.
Server Roles Roles:

ADLDS

ve Directary Domain Ser Installed)
[] Active Directory Federation Services

Active Directory Lightweight Directory Services
Results [] Active Directory Rights Management Services
[] Application Server

[] DHCP Server

[] DNS Server

[] Fax Server

[] File Services

[] Hyperv

[] Metwork Policy and Access Services

[] Print and Document Services

[] Remote Desktop Services

[] web Server (115)

[] windows Deployment Services

[] windows Server Update Services

Confirmation

Progress

More about server roles

X

Description:

Active Directory Certificate Services
[AD CS) is used to create certification
authorities and related role services
that allow you to issue and manage
certificates usedin a variety of
applications.

<previouws |[ wext> | el Cancel

Follow the default settings and click Next.

When the installation is completed, click Close.

After the installation succeeds, you will find the Active Directory Lightweight Directory

Services role listed in roles of the server manager.

Fle Acton View Help

. Server Manager

=

~) Roles: 2of 17installed

== 2E]
El-3
‘Active Directory Domain Services
Active Directory Lightweight Directory Services % , View the health of the roles installed on your server and add or remove
£ roles and features.
Features | F
3 Diagnostics =
ik Configuraton ~) Roles Summary Roles Summary Help
3 storage

/iv Active Directory Domain Services

i Add Roles

52 Remove Roles

(i) Active Directory Lightweight Directory
Services

~) Active Directory Domain Services AD DS Help

Stores directory data and manages communication between users and domains, indud
logon processes, authentication, and directory searches.

~ Role Status g;:? ::sctwe Directory Dor
Messages: 1
System Services: 9 Running, 1 Stopped =
4] | .

£} Last Refresh: Today at 13:00 Configure refresh

Configuring the Microsoft Active Directory Server

Adding an Entry to the Active Directory

You can add entries to the active directory one by one in this way.

To add an entry to the Active Directory:

1. Click Start->Administrative Tools->Server Manager.

2. Double click Roles->Active Directory Domain Services->Active Directory Users and
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3.

4.

5.

Computers.

Right click the domain name created above (e.g.,

New->Organizational Unit.

Idap.yealink.com), and then select

=10l ]
s 5 Ackon ey ey SN -
&% 2mo0|2 s =E]m
i Server Manager (10215)
= @ Roles <
= T Active Drectory Domain Services
= ] Active Orectory Users and Computers [ y10215.1dac »
OF -
8 Actve Oree DocoBte Control..
FF Active Drectony 72
x 5'1 Features Change Domain..
& za‘"ﬁ@"”‘ Raise domain functonal level...
% {4 Storage Operatons Masters...
[ New ]
i Al Tasks »
View »
Refresh
 Bowtun..
M
Help
d I 2114 I B
Enter the desired name of the organizational unit.
New Object - Organizational Unit x|

--;d: Createin:  Idap yealink.com/

MName:

Iyealink|

¥ Protect container from accidertal deletion

o]

Cancel

Help

Click OK to accept the change.
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6. Right click the organizational unit created above, and then select New->Contact.

E. Server Manager = =10 x|
Fle  Aton  Vew Help
e 2m §0/XRD a5 H-|m
s Server Manager (YL0215)
= B Roles
= ¥ Active Drectory Doman Senvices .
= T} Actve Drectory Users and Computers [ 0215.dec There ace 10 e 20 show ) this view, More Actons ’
= 33 dap.yesink com
# ] Bultn
® 1 Computers
# 2. Domain Controlers

7. Enter the desired values in the corresponding fields.

New Object - Contact |

&) Create in:  |dap yealink com, ealink

First name: Isan Initials: Isz

Last name: Irhang
Full name: Isan sz. zhang
Display name: ||

oK I Cancel

8. Click OK to accept the change.

9. Double click the contact created above.
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10. Configure more properties of the contact.

san sz. zhang Properties

General |Flddr&ss| Telephones | Organization | Member Of |

& san sz. zhang

2=

First name: Initials: Isz—
Last name: Iﬂﬂang

Digplay name: I

Description: I

Office: I

Telephone number: I Cther... |
E-mail: I

Web page: I Cther... |

11. Click OK to accept the change.
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Adding Entries to the Active Directory Using the Idifde Tool

You can use a LDIF file to perform a batch import of all entries to the active directory.

To create the LDIF file:

Create a new text document and then modify the filename extension as Idif. For example, create

a text document named as test.txt, right click the test.

txt document and then select to rename it,

modify the filename extension as Idif. Open the LDIF file with your favorite text editor and input

the corresponding content. The following shows an example of the content of the LDIF file:

##Create a new organizational unit##

dn: OU=yealink,DC=Idap,DC=yealink,DC=com
changetype: add

objectClass: top

objectClass: organizationalUnit

ou: yealink

name: yealink

##create a new contact##

changetype: add
objectClass: top
objectClass: person
objectClass: organizationalPerson
objectClass: contact
cn: san zhang

sn: zhang
givenName: san
initials: zs

name: san zhang
ipPhone: 2336
mobile: 15557107369

dn: CN=san zhang,OU=yealink,DC=Idap,DC=yealink,DC=com

To import the test.ldif file:

1. Click Start->Run.

2.

Enter emd in the pop-up dialogue box and click OK to enter the command line interface.
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Execute the command cd to access the path of the test.Idif file. For example, execute cd

c:\Windows to access the path of the test.Idif file at c:\Windows.

C:UsersMidninistrator?ed c:“Windows

c:Windows>

Administrator: C\Windows\system32\cmd.exe
Microsoft Windows [Version 6.1.76881]
Copyright <c> 288? Microsoft Corporation.

All rights reserved.

Execute the command Idifde -i -f test.Idif to import the file.

If the entries are added successfully, you can find the prompt “n entries modified

successfully” ("n" indicates the number of the added entries).

The screenshot for reference is shown as below:

Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.76881
Copyright <c> 28A? Microsoft Corporation.

C:\lsers“Administrator>cd c:“Windows

c:“\MWindows>1difde -i -f test.ldif
Connecting to “ylB215.1dap.yealink.com"

Logging in as current user using S8PI
Importing directory from file "test.ldif™
Loading entries...

2 entries modified successfully.

The command has completed successfully

c:Windows>

All rights reserved.

You can also export the existing entries on the active directory into a *.Idif file first, modify the
file, and then import the modified file into the active directory. For more information, refer to

the network resource.

Adding Entries to the Active Directory Using the Csvde Tool

You can also use a CSV file to perform a batch import of all entries to the active directory. Create

a new document using a spreadsheet application (e.g., Microsoft Excel) and then save the

document to your local computer using “Save as” in the format “*.csv”. For example, create a

document named as test.xls, click “Save as” to save the document as test.csv. Open the CSV file

with the spreadsheet application and input the corresponding content. The following shows an

example of the CSV file content:

=

test.esv & X
A B c D

DN objectClass ou name

OlU=yealink, DC=1dap, organizationalUni

DC=yealink, DC=com t

CN=san

zhang, 0U=yeal ink, DC

yvealink yealink

cn

=ldap, DC=yealink,DC °°"'*°! san zhang san zhang
=com

CN=si

1i, OU=yealink, DC=1d contact si 1i si 1i

ap, DC=yealink, DC=co

CN=wu

wang, 00=yealink,DC= . . wu wang wu wang

1dap, DC=yealink, DC=
com

sn

san

1i

wang

G

givenName

zhang

si

H
initial
s

sz

sl

I
ipPhone

1111

2222

3333

I

mobile

123456789001

123456789002

123456789003
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The first line lists the attributes of the entries.

The second line lists the values of an organizational unit in the corresponding attribute columns.

The other lines list the values of contacts in the corresponding attribute columns.

To import the test.csv file:

1. Click Start->Run.
2.

3.

Enter cmd in the pop-up dialogue box and click OK to enter the command line interface.

Execute the command cd to access the path of the test.csv file. For example, execute cd

c:\Windows to access the path of the test.csv file at c:\Windows.

ndows\system32\cmd.exe

Microsoft Windows [Version 6.1.76881]
Copyright <{c> 208? Microsoft Corporation.

C:Users™Admninistratoricd c:Windows

c:MWindows>

Execute the command csvde -i

All rights reserved.

-f test.csv to import the file.

If the entries are added successfully, you can find the prompt “n entries modified

successfully” ("n" indicates the number of the added entries).

The screenshot for reference is shown as below:

ndows\system32\cmd.exe

Mi. soft Windows [Uersion 6.1.760881
Copyright {c> 208? Microsoft Corporation.
C:\lUsers“Administrator>cd c:sWindows

c:“\Windows>csvde —i —f test.csv
Connecting to "C(null>

Logging in as current user using SSPI
Importing directory from file "test.csu"
Loading entries.
4 entries modifie

-éuccessfully.

The command has completed successfully

c:sWindows >

All rights reserved.

the network resource.

The csvde tool cannot edit or delete the existing entries on the active directory.

You can also export the existing entries on the active directory into a *.csv file first, modify the
file, and then import the modified file into the active directory. For more information, refer to

Creating User Accounts

You can create user accounts to allow access to resources on the active directory. User accounts

are very important and useful.
To create a user account:

1.
2.

Click Start->Administrative Tools->Server Manager.

Double click Server Manager->Roles->Active Directory Domain Services->Active
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3.
4.

5.

6.

Directory Users and Computers.

Select the domain name created above (e.g., Idap.yealink.com).

Right click Users, and then select New->User.

S=TET)
Fie Acton  Vew Heb
| m §0IRC e o i
S Server Manager (1L0215) Actions
5 3 Roks .
= ¥ Actve Drectory Doman Se e
5 T Actve Drectory Users .A,Aavnsu'.a User Buiten account for admiey.., Mere Actons »
S 33 dsp.yesinkcom | B Mowed RO0... Seaity Growp ... Members in ths grow can...
% . Buln 82, Cert Pubishers  Searity Growp .., Members of the grow are...
% ) Computers 20evedROD... SeartyGrowp ... Membersn ths group can
% &) Doman Control | 88, Doman Admns  Security Grow ... Designated adminstrators.
% ForegnSeauity | 38, Doman Com...  Security Growp ... Al werkstatons and serve...
% ) Managed Servk | 88, Domain Cont...  Security Group ... Al domain controlers in th....
[ — Shn (Guests SearityGroup ... Alldoman Quests
s F Oclegate 0 Users  Secunity Group ... Al domain users
G;n Acver P A, SearityGroup ... Desgnated admnstators..,
Oy Actve Dvec Compuster . Members of the growp e,
3 i Feotres Al Tasks »  Cotact . Members in ths group can....
- ﬂx":’?w e , G Bultn account for guest .,
at e InetOrgPerson . Serversn ths groupcan ...
£3 Storage Refresh malmagng 53 Members of th rowp are...
Export Ust... MSMQ Quene Alas . Desgrated admrwtyators.
Proter
Hebp Shared Folder
P — 2
Create a new object...

Enter desired values in the corresponding fields and click Next.

& Create in:  Idap yealink .com/Users

Mew Object - User

User logon name:

First name: Isan Initials: IEZ—
Last name: Izhang
Full name: Isan sz. zhang

IIdapuser‘l

User logon name (pre-Windows 2000):

I @dap yealink com

| LDAP Ildapuser‘l

< Back

Mext = Cancel

Enter the password for the user, select the appropriate options and click Next.
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The password should be a combination of upper case letters, lower case letters, numbers

and special characters.

Mew Object - User x|

& Create in:  |dap yealink.com/Users

Password: In--nnn-.

Confirm password: Iuo.uuu..|

¥ User must change password at next logen
[~ User cannot change password

[~ Password never expires

[ Accourt is disabled

< Back MNexd = Cancel

7. Click Finish to complete the creation of the user account.

Hew Object - User |

z) Create in:  Idap yealink com/Users

When you click Finish, the following object will be created:

Full name: san sz. zhang ;l
User logon name: Idapuser] @ldap yealink.com

The user must change the password at next logon.

Microsoft Active Directory Application Mode

Microsoft Active Directory Application Mode (ADAM) is a new mode of Active Directory that is
designed specifically for directory-enabled applications. ADAM is a Lightweight Directory Access
Protocol (LDAP) directory service that runs as a user service, rather than as a system service. You

can run ADAM on servers and domain controllers running operating systems in the Windows
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Server 2003 family. This section shows you how to install Active Directory Application Mode
(ADAM) on Microsoft Windows Server 2003 SP2 Enterprise 32-bit system. You can download
Active Directory Application Mode (ADAM) online:

http://www.microsoft.com/en-us/download/confirmation.aspx?id=4201.

Installing the Active Directory Application Mode

To install the Active Directory Application Mode:

1. Double click ADAMSP1_x86_English.exe to run the application.

2. The Active Directory Application Mode Service Park 1 Installation Wizard will appear after a

short while, click Next.

|ge this wizard to install the following software update:

Active Directory Application
Mode Service Pack 1

Before you install this update, we recommend that wou;

- Back up your spstem
- Cloge all open programs

V'ou might need to restart vour computer after you complete
thiz update. To cantinue, click Mext.

< Back

Cancel

3. Read the software license agreement and mark I Agree radio box. And then click Next.

Software Update Installation Wizard

I’/
oy

License Agreement

Please read the following licenze agreement. To cantinue with setup,
you must accept the agreement.

MICROSOFT SOFTwWARE SUPPLEMEMTAL LICENSE il
TERMS

MICROSOFT ACTIVE DIRECTORY APPLICATION MODE
SERVICE PACK 1 FOR MICROSOFT WINDOWS SERVER
2003

Microzoft Corparation [or bazed on where pou live, one of its
affiliates] licenszes this supplement to vow. If you are licenzed to J
-

= | Do Mot Agree & Agies Frint |

< Back I Hest » I Cancel |
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The installation progress screen will be shown as below:

Software Update Installation Wizard

Updating Your System

]
HIU

Flease wait while setup inzpects vour current configuration, archives
your current filez and updates your files.

Finizhing installation

I

Details

Performing cleanup

< Back | Firish | Cancel I

4. Click Finish to complete the installation and exit the wizard.

Software Update Installation Wizard

Completing the Active Directory
Application Mode Service Pack 1
Installation Wizard

Yaou have successfully completed the ADAM 5P Setup
‘Wizard,

To close this wizard, click Finizh,

Camncel

< Back
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To create an ADAM instance:

1. Click Start->Programs->ADAM->Create an ADAM instance.

It will prompt the following interface and click Next.

.,';', Active Directory Application Mode Setup Wizard

Welcome to the Active Directory
Application Mode Setup Wizard

Thig wizard helpz you ingtall Microgoft Active Directom
Application Made [ADAK).

ADAM iz a powerful director zervice that is easy to install
and deploy. It provides a dedicated data store for
applications, and can be configured and managed
independertly.

To continue, click Mext.

< Back

Cancel Help

2. Mark the A unique instance radio box and click Next.

Active Directory Ap on Mode Setup

Setup Options
An ADAM instance iz created each time ADAM iz installed,

You can create a unique instance, of you can install a replica of an existing instance.

Select the type of instance you want to install
@

Thiz option automatically creates a new instance of ADAM that uzes the default
configuration and schema partitionzs. The new instance will not be able to replicate
with existing instances.

A replica of an existing instance

This option creates a new instance of ADAM that uzes the configuration and
schema partitions replicated from another ingtance of ADAM. Y'ou can also select
the application partitions to replicate.

< Back I Mest » I Cancel Help
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3.

4.

Enter the desired name in the Instance name field and click Next.

.,'?, Active Directory Application Mode Setup Wizard

Instance Name
The instance name is uged to differentiate this instance of ADAM fram other AD Ak
ingtances on this computer.

Type a name for this instance. The name should reflect the uze for which this instance
of ADaM is intended.

Inztance nane:

Example; Addressbook1

The ADAM zervice name iz created when the instance name iz combined with the
product name. It will be displayed in the list of Windows services.

ADAM service name:
ADAM_instancel

< Back I Mest » I Cancel Help

Keep the default ports and click Next.

Active Directory Application Mode Setup Wizard

Ports
Computers will connect to this instance of ADAM using specific ports on all of the
|P addreszes associated with this computer.

The ports displayed below are the first available for this computer. To change these
portz, tpe the new port numbers it the text boxes below.

available port numbers from the following range: 1025-E5535,

LDAP port nunnber:

SS5L port number:
E3E

IF pou plan to install Active Directom on this computer, do not uge 389 for the LDAP port
or 636 for the S5L port because Active Directony uzes these port numbers, Instead, use

¢ Back I Mest = I Cancel Help
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6.

Mark the Yes, create an application directory partition radio box and enter the desired

name (e.g., o=Yealink,c=CN) in the Partition name field, and then click Next.

.,'?, Active Directory Application Mode Setup Wizard

Application Directory Partition
An application directory partition storez application-specific data.

Do you weant to create an application directony partition for this instance of ADAKM?

Mg, do not create an application directory partition

Select this option if the application that you plan to ingtall creates an application directory
upon installation, or if you plan to create one later,

¢ ‘Yes, create an application directary partition

Select this option if the application that you plan to install does not create an application
directory partition upan inztallation. & valid partition name iz any distinguizhed name that does
not already exist in this instance. Example distinguizhed name:

CH=Partition1,DC= oodgrove, DC=COM

Partition nane:
o=ealink c=CH|

< Back I Mext > I Cancel | Help

Specify the desired paths for the data and data recovery files, and click Next.

¢= Active Directory Application Mode Setup Wizard

File Locations
ou can specify a location for each pe of file azsociated with thiz instance of
A0k

Specify the locations to store files associated with ADAM.

Data files:

Browsze. ..

C:4Program Fil

C:wProgram FilesiMicrosoft ADAMnstance \data Broweze.

[ ata recovery files:

¢ Back I Mext > I Cancel Help
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7. Mark the Network service account radio box and click Next.

Service Account Selection

ADAM performs operations using the permissions azsociated with the account pou
zelect,

Set up ADAM to perform operations wging the pefmizsions azzociated with the following account.

ghwark service account

ADAM has the permizsions of the default Windows service account.

" This account:

ADAM has the permizsions of the selected account. Ensure that the account you select is set
up ko Tun Az & service.

Wzer name: Iﬂ j J Browse,.. |

Basswond: I

< Back I Hext > I Cancel | Help |

It will pop up the following prompt box. Read the provided information and click Yes.

2 Active Directory Application Mode Setup Wizard

't ‘ou hawe selected a system service account For this ADAM instance, Because this computer is nat a member of an Active Directory domain, this instance will nat

be able to replicate data with ADAM instances on other computers while using this service account,

Do you want ko continue?

8. Mark the first radio box to assign the administrative permissions for ADAM to the currently
logged on user (e.g., USER-E5F3EA4782) and click Next.

.,'?, Active Directory Application Mode Setup Wizard

ADAM Administrators

Yau can specify the uzer or group that will have administrative privileges for this
instance of A0k,

Aszzign the following uzer or group of users administrative permiszions for ADAk.

' Currently lngged on user: USER-EBF3EA4 782 Administrator

The uzer that iz instaling ADAM will have administrative permizsions for this instance
of A0AM.

" This account

The selected user or group will have administrative permissions for this instance of
ADAM. You can choose any user or group from this computer, this computer's
domaiti, or any dormain that iz trusted by this computer's domain,

Sccount name;

Browse. . |
¢ Back I Hest » I Cancel | Help |
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9. Mark the Import the selected LDIF files for this instance of ADAM radio box.

10. In the Available files box, select the desired LDF files and then click Add->, and then click
Next.

t= Active Directory Application Mode Setup Wizard

Importing LDIF Files
“'ou can import data from Lightweight Directory Interchange Format (LDIF] files into
your ADAK application directory partition.

To configure the ADAM service in a specific way, import one or more of the LDIF files listed
below.

" Do not impart LDF files For this instance of A0
7 |mport the selected LDIF files for this instance of ADARM
Axailable files: Selected LDIF files:

b 587 an. LDF
MSnetdrgPerson LDF
b S-Usger LDF

M S serProsm LDF

<- Remove |

< Back | Ment > | Cancel Help

11. Review your selection and click Next.

.,';', Active Directory Application Mode Setup Wizard

Ready to Install
The ADaM SetupwWizard iz ready to install ADAKM with the following configuration.

Before continuing, review and confirm vour selections.

Selections:

Install & unique instance of ADAM. -

Instance name: ingtancel

Computers will connect to this instance of ADAM uzing the following ports:
LDAP port: 383

S5L port; 636

ADAM replication will uze Megatiate authentication,

Store ADAM program files in the following location: j

To change your selections, click Back. Taoinstall ADAM, click Mest.

< Back I Mest > I Cancel Help
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The installing progress is shown as below:

= Active Directory Application Mode Setup Wizard

Installing ADAM
The ADAM Setup Wizard is inztaling ADAM.

Installing ADAM. .

Flease wait whilz the wizard completes the following steps.
«f Copied files

[Configuring the local computer to host Active Directony

< Back et > | Cancel I Help

12. Click Finish to complete the installation and exit the wizard.

= Active Directory Application Mode Setup Wizard

Completing the Active Directory
Application Mode Setup Wizard

Yaou have successhully completed the Active Directary
Application Mode Setup Wizard,

Cance| Help

< Back
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Configuring the ADAM ADSI Edit

To configure the ADAM ADSI Edit:

1.
2.

Click Start->Programs->ADAM->ADAM ADSI Edit.

Click Action->Connect to.

LI

.| ‘) Welcome to ADAM ADSI Edit

Use Active Directory Service Interfaces Editor (ADSI Edit) to view, modify, create, and delete objects in Active Directory. To manage ADAM
cbjects Lsing ADSI Edit, crete a connection to an ADAM service. On the Action meny, clek Connect To.

‘Connect ko an LDAP path

Enter the desired name (e.g., ADAML1) in the Connection name field.

Mark the Distinguished name (DN) or naming context radio box and enter the desired

value (e.g., o=Yealink,c=CN) in the following field.

Click OK.

Connection Settings E3 I

Connection name:

| aDam1
Server narme: Port
I localhost j I 359

Connect ko the Follawing node:
* Distinguished name (DM} of naming context:

I L=vealink,c=CM j
= well-known naming contesxt:
ICDnFiguration j

Connect using these credentials:
{* The account of the currently logged on user
€ This account:

Lser mame; Iﬂ j

Passward} I

Ok I Zancel |
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When the ADAM ADSI Edit connects an application directory partition (e.g.,
o=Yealink,c=CN) successfully, it will show as below:

4% ADAM-adsiedit - [ADAM ADSI Edit]
<3 Ele  action

View  Window

e REREN A
it

Help

Hame:

DAMI [localhost:389] |5 apam1 [locahast: 389]
E- o=veslink,c=cn
{0 cr=LostAndround
{0 CH=MTDS Quotas
-0 cN=Roles

[ Class | Distinguished Mame
organization

To create the object for ADAM:

1. Select and right click O=Yealink,c=CN, and then select New->Object.

= [_ O[]
b Fle Action Vew Mindow Help [ISETE
4 |BEXFER 2 ® |
& ADAN ADSLEdE [Mame [ Class [ Distinguished Hame
= ADAMI [localhost:355] | S en=LostandFound lostAndFound  CN=LostandFaund, 0=Yeslink, C=CN

El _ msDS-Quata,.,  CH=NTDS Quatas, O=Vealink, C=CH
o container Cl=Roles, 0=vealink,C=CN
BN ey »
B L0 CH: lews Windaw from Hers
Rename
Refresh
Export List...
Properties
Help

Creat anew ohject
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2.

3.

Select organizationalUnit and click Next.

Create Object

Select a class;

container
counkry
domainDis
groupOfMames
inetOrgPerson
locality
organizationalPerson
: izationallinit

user
userProxy

= Barck I Mext = I Cancel |

Enter the desired value (e.g., oul) in the Value field and click Next.

Create Object

Attribute: ou

Synkax:  DirectoryString

yalue: |0u1|

= Back I Mext = I Cancel
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4. Click Finish to complete the creation of this object.

You can also click More Attributes to set more attributes for this object.

Create Dbject

To complete the creation of this object, click Finish.

To set more attibutes, click More Attributes.

< Back | Finish | Cancel |

5. Select and right click OU=oul, and then select New->Object.

e» OEXFER 2O |

< ADAM ADSI Edit Hame; [ class [ Distinguished Mame
1) ADaM1 [locahost:389]
=0 o=vealink, c=Cn
{1 cH=LostAndFound
-0 CH=NTDS Quotas
{2 Ch=Roles
@

There are no items to show in this view,

Move
Hew Connection from Here

View >
Hewe Window from Here
Delete

Rename

Refresh

Export List...

Propeties

Help

(Create a new object [
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6.

7.

8.

Select user and click Next.

Create Object

Select a class:

conkainer

group

groupOfiames
inetCrgPerson

locality
msD3-AzAdminManager
organizationalPerson
organizationallnit

IEBI’SDH

userProxy

= Back I Mext = I

Cancel |

Enter the desired value (e.g., userl001) in the Value field and click Next.

Create Object
Attribute: cn
Syntax:  DirectoryString
Value: I user1001|
< Back I Mext = I Cancel
Click More Attributes to set more attributes for this user.
Create Dbject

To complete the creation of this object, click Finizh.

To set more attibutes, click More Attributes.

< Back Finish

Cancel
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9. In the popup dialog of Attributes, select the telephoneNumber from the pull-down list of
Select a property to view. Enter the desired telephone number (e.g., 1003) in the Edit
Attribute field and click Set. The entered telephone number will be shown in the Value(s)
field.

cn=userl1001 I

Attributes |

Path:

Class: user

Select which properties to view: IDptiDnaI j

Select a property to view: ItelephoneNumbel j

rAttribute Values

Syntag: ID irectomString

Edit Attribute: ||

Value(s): |1 003

10. Click OK to close the Attributes dialog, and click Finish to complete the creation of this

user.
11. Select and right click the user created above, and then select Reset Password.

12. Enter the password for the user created above in the New password field and Confirm

password field respectively.

i

Hew password: I******

Confirm password: I******

The account must log off and then log on again for the
change to take effect.

u):4 I Cancel

13. Click OK to accept the change.

If you want to use the user created above to manage and search information of LDAP, you need

to add the user to the administrator group in advance.
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To add the user to the administrator group:

1. Click ADAM1->0=Yealink, c=CN->CN=Roles.

% ADAM-ad

< ADAM ADSI Edit
= 8 apaw locahost:389]

£ O=edink,e=CN
ostAndFound

(2] cn=users group
DS Quokas

L €h=Roles
-3 ou=out

2.

B XEB @n |
3 ADAM ADSI Edit
E-8 ADAMI [locahost:asa]

=10 0=k, c=CH

=] B3
< Fle  Acdion View Window Help |11
& = |

CH=lsers Delete

Ch=Users, Chi=Roles, 0="ealink, C=CN
Rename

< |
Opens the propeties dislog box for the current selection,
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3.

4.

Select the member attribute in the Attributes box and click Edit.

CH=Administrators Properties E E |]

Attribute E ditor |

¥ Show mandatory attibutes
¥ Show optional attributes

[ Show only attributes that have values

Attributes:
Attribute | Syntax | Walue :I
fSMOR ole0wner Digtinguizhied ... <Mot Set:
groupT ype Integer -2147483646
inztanceT vpe Inteqer 4 J
izCriticalSystermObject  Boolean TRUE
izDeleted Boolean <Mot Setr
laztk nownParent Digtinquizhed .. <Mot Set
managedBy Distinguizhed ... <Mot Set
managedlbjects Distinguizhed ... <Mot Setr
maszteredBy Distinguizhed ... <Mot Setr
rnernbier Distinguished ... CH=&dministrat
rember0f Digtinguizhied ... <Mot Set:
modifyTimeStamp UTCCoded Ti...  3/28/2014 73642 AM
D S-Aporox-lmmed-..  Integer 1] hd
4 |S | 3

Edit |

Ok I Cancel | Apply |

In the popup dialog of the member attribute, click Add ADAM Account.

Multi-valued Distinguished Name With Security Principal Editor
Attribute: member
Walues:
Mame i Distinguished Mame
B 0-44A5-907 ... CH=Administrators, Ch= =Configurati. .
< |
Add Windows Account. .. | Remove |
Add ADAM Account, .. |
oK I Cancel |
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5.

6.
7.
8.

1.
2.

In the popup dialog of adding ADAM account, enter the desired dinstinguished name (e.g.,
CN=userl001,0U=0oul,o=Yealink,c=CN) in the field.

x|
Attribute: member
Yalues:
Mame Conkainer Distinguished Mame
administrators JHB8CE497C-9630-44A3-9071-283B0030...  CM=Administrators, Ch=Roles, CM=Configurati..

Add ADAM Account

Enter a dinstinguished name (D) For an object.

|CN=USEHDDLOU=DULD=VEdeE=CW

[8]4 | Cancel

2l | B
Add Windows Account, ..
Add ADAM Account. .

[8]4 | Cancel |

Click OK to accept the change and close the dialog of adding ADAM account.
Click OK to accept the change and close the dialog of the member attribute.

Click OK to accept the change and close the Administrators Properties interface.

You can also view permissions of ADAM using the command.

To view permissions using the command:

Click Start->Programs->ADAM->ADAM Tools Command Prompt.

Execute the command dsacls \\localhost:389\o=Yealink,c=CN view permissions of
o=Yealink,c=CN.

AM Tools Command Prompt

Microsoft Windows [Version 5.2.37981]
(C> Copyright 1?85-2803 Microsoft Corp.

C:sWINDOUWSSADAM>dsacls ““localhost:389%o0=Yealink.c=CN
Ouner: CN=Administrators.CH=Roles.0=Yealink.C=CH
Group: CHN=Administrators.CN=Roles.0=Yealink,.C=CN

Access list:
Allow CH=Instances.CN=Roles,CH=Configuration.CN={B8CE497C-9680-44A8-2@71-283BDA3

BBCFA>
SPECIAL ACCESS
READ PERMISSONS
LIST CONIENTS
READ PROPERTY
LIST OBJECT
Allow CH=Readers.CH=Roles.0=Yealink.C=CN
SPECIAL ACCESS
READ PERMISSONS
LIST CONIENTS
READ PROPERTY
LIST OBJECT
Allow CH=Administrators.CN=Roles.0=Yealink.C=CH
FULL CONTROL

Rllou CN=Instances,.CN=Roles.CN=Conf iguration.CN={B8CE497C-?688-44A8-9@71-283EDA3
BBCFA

Replicating Directory Changes
fillow CH=Instances.CN=Roles, CH=Configuration, CH={BECE497C-26808— 4498 9@71-283BDA3

BECFa>

Replication Synchronization
Rllou CN=Instances,.CN=Roles.CN=Conf iguration.CN={B8CE497C-?680-44A8-9@71-283EDA3
BBCFA

Manage Replication Topology
Allow CH=Instances.CN=Roles,CH=Configuration.CN={BE8CE497C-2688— 4498 29@871-283BDA3
BECFa>

Replicating Directory Changes All

Permissions inherited to subobjects are:
Inherited to all subobjects
Allow CH=Readers.CN=Roles.0=Yealink.C=CH
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Sun One Directory Server

Sun One Directory Server, also known as Sun Java System Directory Server, is a component of
the Java Enterprise System. Sun One Directory Server can be installed on multiple platforms,
such as Windows, Linux, Solaris and so on. This section shows you how to install Sun One
Directory Server version 5.2 on Microsoft Windows Server 2003 SP2 Enterprise 32-bit system.

You can download it online: http://download.csdn.net/download/wbsoso/6439291.
Before the installation, you should prepare as follows:

e  Modify the hosts file of your computer.

° Install the Java Development Kit (JDK) 5 or later.
To modify the hosts file of your computer:

1. Locate the hosts file in the path "CAWINDOWS\system32\drivers\etc\hosts".
2.  Open and edit the hosts.dz file using your favorite text editor.

3. Add FQCN (Fully Qualified Computer Name) of your computer to the file. For example, the
FQCN of your computer is Idapsun.yealinktest.com. Add the following mapping:

127.0.0.1 Idapsun.yealinktest.com

Copyright (c) 1993-1999 HMicrosoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IPladdress and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.180 X.acme.com # x client host

)

127.68.06.1 localhost
27.8.0.1 1ldapsun.yealinktest.com

4. Save the hosts file.

The following shows you how to install Java Development Kit (JDK) 6 on your computer. You can

download it online: http://www.oracle.com/technetwork/java/javase/downloads/index.html.
To install the Java Development Kit (JDK) 6:

1. Double click jdk-6u22-windows-i586.exe to run the application.
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2.

The Java (TM) SE Development Kit 6 Update 22 Installation Wizard will appear after a short

while, click Next.

fé‘ Java(TM) SE Development Kit 6 Update 22 - Setup

ORACLE’

Welcome to the Installation Wizard for Java™ SE Development Kit 6 Update 22

This wizard will guide you through the installation process for the Java SE Development
Kit 6 Update 22,

Cancel |

Click Change to locate the installation path from local computer system and then click

Next.

You need to remember the installation path (e.g., C:\Program Files\Java\jdk1.6.0_22)

located here.

The screenshot for reference is shown as below:

ORACLE’

he program features you want installed.

Select optional features to install from the list below. You can change your choice of features after
installation by using the Add/Remove Programs utility in the Control Panel

Feature Description

prnent Tools. ﬂa\éa(TMz)zsﬁ Df*gelopment KitJ gE
including private

bemos:and Samples 6?.!;?;:!:3 22, cTLll'lisnvguil‘ljregltJire

Source Code 300MB on your hard drive,

Public JRE

Java DB

Install to:

C:\Program FilesiJavaljdkl.6.0_22% change... |

< Back I Next = II Cancel '
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alling

ORACLE’

The program featur

Status: Extracting Installer

|§ Java Setup - Destination Folder

(( Destination Folder
=’

C— Click "Change..." to install Java to a different Folder

: ORACLE’
Java

Install to:

C:\Program Files)Javaljreé), Change... I

Cancel I

& Java Setup - Progress (= |0}

ORACLE’

Now you can have a full-featured office suite that’s
compatible with Microsoft Office for free!

» Powerful, integrated set of word processing, spreadsheet, presentation, drawing
and database applications

Reads, edits and saves Microsoft Office files

Supports over 70 languages and Solaris, Windows, Linux and Mac operating systems
Uses industry-standard, open file format (OpenDocument) as its default file format
Built-in, one<lick PDF export

=] ﬁ & @ g 7 O?p‘e’;afﬁce.org

Writer Math
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4.

i’g Java(TM) SE Development Kit 6 Update 22 - Complete

ORACLE’

Java(TM) SE Development Kit 6 Update 22 Successfully Installed

Product Registration is FREE and includes many benefits:
* Notification of new versions, patches, and updates

* Special offers on Sun products, services and training

* Access to early releases and documentation

When you click Finish, product and system data will be collected and the JDK product
registration Form will be presented. If you do not register, none of this information will
be saved.

For more information on what data Registration collects and how it is managed and
used, see the Product Registration Information Page.

Product Registration Information

Click Finish to finish the installation.

After the installation, you need to configure environment variables.

To configure environment variables:

1.
2.
3.
4.
5.
6.

Right-click the My Computer icon and select Properties.

Click the Advanced tab.

Click the Environment Variables button.

Add the following variables, click New under System Variables.

Enter the variable name as JAVA_HOME.

Enter the variable value as the installation path (e.g., C:\Program Files\Java\jdk1.6.0_22) for

the Java Development Kit.

Mew Sy=tem Yariable K
Yariable name: | nva_HOME
Wariable value: | C\Program Files\Javaljdkl .6.0_zz]
ok I Cancel |

Click OK.

Repeat the steps 4-7 to create a new system variable.

Variable name: classpath

Variable value: ;%JAVA_HOME%\lib\dt.jar;%JAVA_HOME%\lib\tools.jar

The dot "." stands for the current path and it can't be deleted.
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%JAVA_HOME% references the value of the specified JAVA_HOME variable created before.

Edit System Yariable EH ]

‘ariable name: | classpath

‘ariable walue: I [ ;960858 _HOME=E\bhdE, jar %618 A_HOME

[0]'4 I Cancel

9. Under System Variables, select the Path variable and click Edit.

10. In the Variable value field, append the Java bin directory (e.g., C:\Program
Files\Java\jdk1.6.0_22\bin) to the end of the existing path
(e.g., %SystemRoot%\system32;%SystemRoot%;%SystemRoot%\System32\Wbem;).
If the end of the existing path has no semicolon, you should add a semicolon to the end of

the existing path and then append the Java bin directory.

Edit System Yariable K
‘ariable name: I Path
‘ariable walue: I em;CH\Program Files)Javaljdkl.6.0_22\bin

K I Cancel

11. Click OK.
12. Click Apply Changes.

To verify the configuration of environment variables:

1. Click Start->Run.

2. Enter emd in the pop-up dialogue box and click OK to enter the command line interface.

ATINDOTSAsysten3Zicad. exe

Microsoft Windows [Version 5.2.37981
(C» Copyright 1785-28083 Microsoft Corp.

C:~Documents and Settings“Administrator’>

3. Execute the command java -version to check the java version.
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4.

5.

It prompts the following information.

ct C: \FIHNDOYS\system32\icmd. exe

[Uersion 5.2.37981

Microsoft Windouws

(C> Copyright 1985-20803 Microsoft Corp.

C:\Documents and Settings\Administrator>java —version
82

Java version "1.6.0_

Java(TM> SE Runtime Environment <build 1.6.8_22-hB4)
[Java HotSpotd(TM> Client UM <(build 17.1-h8A3.

C:\Documents and Settings\Administrator>

gt

mixed mode. sharing)

Execute the command java to run the application.

It prompts the following information.

Usage: java [-options]
{(to execute
Jjava [-options]
(to execute

or

include:
to s
to s

wvhere options
—client
—server
—hotspot

The

—cp <{class search
—classpath <class
and
—D<name>=<value>
set

—version
—version:<{value>

—showversion

—? —help

cin C:\TINDO¥S\system32\cmd. exe

C:\Documents and Settings\Administrator>java

is a synonym for the

—-verbosel:classigcijnil
enahle verhose output
print product version

require the specified version to run
print pr
—jre—restrict—search |
include/exclude user private JREs
print this help message

print help on non—-standard options
—eal:<{packagename>..
—enableassertions[:<{packagename>...i:<{classname>]

enable assertions

dal:<{packagename>.

___ —disableassertions[:{packagename>. {classname>]

class [args...]

a class

—-jar jarfile [args...]
a jar file>

elect the “client" UM
elect the “server" UM
“client" UM
is client.

[deprecated]

default UM

path of directories and zip/jar files>

search path of directories and zip/jar files>
separated list of directories, JAR archives.
ZIP archives to search for class files.

a system property
and exit

duct version and continue
—jre—no-restrict—search
seaj

in the version

{classname>]

i:{classname>]

BCH

Execute the command

javac to compile java files into class files.
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It prompts the following information.

WINDOWS' system:

Microsoft Windows [Ue on 5.2.37981
(C> Copyright 1985-20083 Microsoft Corp.

C:\Documents and Settings\Administrator>javac
llsage: javac <options> <{source files>
where possible options include:
Generate all debugging info
Generate no debugging info

—g:{lines,vars,source’> Generate only some dehugging info

—nowarn Generate no warnings

-verhose Output messages about what the compiler is doing

;deprecacion Output source locations where deprecated APIs are
e

—classpath <{path> Specify where to find user class files and annota
On processors

—cp <path> Specify where to find user class files and annota
on processors

—sourcepath <{path> Specify where to find input source files

—hootclasspath <{path> o] de location of hootstrap class files

—extdirs <{dirs> de location of installed extensions

—endorseddirs <{dirs> de location of endorsed standards path

—proc:{none.only> Control whether annotation processing and/or comp
ation is done.

—processor <{classi>[,.<{class2>.<{class3>...]INames of the annotation processors
D run; bhypasses default discovery process

—processorpath <{path> Specify where to find annotation processors

—d <{directory> Specify where to place generated class files

—s <{directory> Specify where to place generated source files

—implicit:{none.class> Specify whether or not to generate class files fo
implicitly referenced files

—encoding <{encoding> Specify character encoding used by source files

—source <{release> Provide source compatibility with specified relea

—target <{release> Generate class files for specific UM version
—version Uersion information

—help Print a synopsis of standard options
—Akeyl=valuel Options to pass to annotation processors

- Print a synopsis of nonstandard options
—-J<flag> Pass <{flag> directly to the runtime system

C:\Documents and Settings\Administrator>

Installing the Sun One Directory

To install the Sun One Directory:

1. Unpack the compressed files named Sun Java System Directory
Server.5.2.P4.Windows.full.rar.

2. Double click setup.exe to run the application.

3. The Sun Java(TM) System Directory Distribution Version 5.2 Install Wizard will appear after

a short while, click Next.

un Java(TH) System Directory Distribution ¥ersi =]

‘Welcome

Welcome to the Directory Server Installation Program. We strongly recommend
that you exit all programs befare running this installation.

Warning: This program is protected by capyright law and international treaties

This praduct is distributed under licenses restricting its use, copying,
distribution, and decompilation. Mo part of the product may be reproduced in any
form by any means without prior written autharization of Sun Microsystems, Inc.
and its licensors, if any. Unauthorized reproduction or distribution of this
prograrm, or any portion of it, may resultin severe civil and criminal penalties,
and will be prosecuted to the maximum extent possible under [aw

Hacks | Cancel | Help |
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4. Read the software license agreement and click Yes (Accept License).

615“ Java (TH) System Directory Distribution ¥ersion 5.2 Install Tizard

L)
@

Sun JavaiThi) System Directory Server 5.2 {farmetly iPlanet(Th) Directory
Server)

IF YOl HAVE PAID IN FULL ALL CORRESPOMNDING FEES AMD CHARGES I
CONMECTIONWITH A LICEMSE FOR Sun Java(Th) Systern DIRECTORY
SERVER 8.2 (ALOMG WITH ALL ACCOMPANYIMNG SOFTWARE AMD
DOCUMENTATION, THE "DIRECTORY SERVER", YOUR LICEMSE TO THE
DIRECTORY SERVER 1S SET FORTH ENTIRELY IM SECTION B. OTHERWISE,
OUR EVALUATION LICENSE TO THE DIRECTORY SERVER 1S SET FORTH |5

5. Enter the fully qualified name of the computer (e.g., Idapsun.yealinktest.com) in the Fully
Qualified Computer Name field and click Next.

The fully qualified name of the computer was planned before. For more information, refer

to modify the hosts file of your computer.

[ -dSun Java(TH) System Directory Distribution ¥ersion 5.2 Install ¥izard

Ra

ldapsun. yealinktest. com|
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6. Mark the Sun Java (TM) System Servers radio box and click Next.

l JSun Java(TH) System Directory Distribution Fersion 5.2 Install Tizard

7. Mark the Custom radio box and click Next.

JSun Java (TH) System Directory Distribution ¥ersion 5.2 Install Tirard

@ Su
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8.

9.

Specify the desired installation directory and click Next.

JSnn Java (IN) System Directory Distribution ¥ersion 5.2 Install Wizard

XSun

CAProgram Files\SuniMP S

It prompts the following window. And you can click Create Directory to create the

directory or click Choose New to select another path.

Create a new directory?

eSun Java(IN) System Directory Distribution ¥ersion 5.2 Install Fizard
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10. Mark The new instance will be the configuration Directory Server radio box and click
Next.

cSun Java (IN) System Directory Distribution ¥ersiom 5.2 Install Tazard

XSun

11. Mark the Store data in the new Directory Server radio box and click Next.

58



Installing and Configuring the LDAP Server

12. Enter the value “Idapsun” in the Server Identifier field and keep the default values in other
two fields. And then click Next.

dSun Java(TH) System Directory Distribution Fersiom 5.2 Install Tizard

28511
de=yealinktest, de=com

13. Configure the password for the Directory Server Administrator and click Next.

dSnn Java (IN) System Directory Distribution ¥ersion 5.2 Install Wizard
Y
R

k|
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14. Follow the default setting and click Next.

JSun Java(IN) System Directory Distribution ¥ersion 5.2 Install Fazard

S

Lg

15. Configure the password for the Directory Manager and click Next.

The password must be at least 8 characters long.

JSun Java(IN) System Directory Distribution ¥ersionm 5.2 Install Tizard

cr=Directory Manager
Eesziztsd
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16. Check the Create Sample Organizational Structure check box and click Next.

JSnn Java(TH) System Directory Distribution ¥ersion 5 2 Install Fizard

>
wSun.

17. Mark the Populate with sample date radio box and click Next.
JSnn Java (IN) System Directory Distribution ¥ersion 5.2 Install Wizard

>

o Sun
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18. Follow the default settings and click Next for the following two steps.

JSnn Java (IN) System Directory Distribution Fersion 5.2 Install Tizard

XSun.

cSnn Jawa (TH) System Directory Distribution ¥ersion 5.2 Install Tizard
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19. View the items to be installed and click Install Now.

dSun Java (TH) System Directory Distribution Fersion 5.2 Install Tizard

The installing progress is shown as below:

eSun Java (TH) System Directory Distribution ¥ersiom 5.2 Install Tizard

QSun.
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After the installation, it will enter the configuring screen.

aSun Java(TH) System Directory Distribution Fersion 5.2 Install

Configuring

=1ol=|

[slapd-ldapsun]: starting up server ...

our new directary server has heen started.
Created new Directory Server
Start Slapd Starting Slapd server configuration.

Loading Administration Server fasks... done.

Loading global Administration Server configuration... done.
Generating configuration files ... done.

no

[slapd-ldapsun: [27/an2014:18:44:11 +0800] - Sun Java(Tht) System Directory 57
[slapd-ldapsun]; [27/Mar2014:19:44:1 2 +0800] - Listening on all interfaces port 24
[slapd-ldapsun]: [27/Mar2014:19:44:12 +0800] - slapd started.

Success Slapd Added Directory Server information to Configuration Server,

Checking connection to the Configuration Directory Server. . done

Registering Administration Server with Configuration Directory Server... done.

Administration Server keys to the Windows registry . done

Ne:d=|

Help |

20. After the configuration, click Next to enter the installation summary screen. You can view

Configuring the Sun Java(TM) System Server Console

the directory sever installation status and click Details for more information. You can also

click Close to close the Sun Java(TM) System Directory Distribution Version 5.2 Install

Wizard.

4@Sun Tava(TH) System Directory Distribution Version 5.2 Install . ] 9]

Installation Summary
The Directory Server installation status is shown helow:

Product Status Information

Directory Server Installed Details... |

< | M
Click"Details.." next to product status for more information.

Close | Help |

Adding an Entry to the Directory Server

You can add entries to the Directory Server one by one in this way.

To add an entry to the Directory Server:

1.

Click Start->Program->Sun Java(TM) System Server Products->Sun Java(TM) System

Server Console 5.2.
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It will enter the login screen. You should enter the administrator user name and its

password in the User ID field and Password field respectively.

SﬂSu‘n Java(TH) System Serwver Console ﬂ

U=zer ICx; Icn=DirectDry Manager

Se

Pazsward: I***m***

Adminiztration URL: hﬂp:mdapsun.',-'ealinktest.cnm:2851Zj

Ok I Cancel | Help | 6

Syatam, and &ll Sun and Sun Java[TM) System based
& and logos are rademarks of Sun Microsysiems, Inc

The system default administrator is cn=Directory Manager and its password which must be at

least 8 characters long has already been set during the installation process.

Then click OK to enter the home page.

Console Edit Wiew b=t Hel

Sun Java™ System  Server Console

Servers and Applications Users and Groups

SiSun Java(TH) System Server Console [ 3]

IDevaurt Wiew: LI .
2 |dapsun.yealinktest.com
;i yeslinktest.com
58 m Host riame: Idapsun. yeslinktest com

Description:
Lacation

Platform: Intel

Operating systerm Windows NTS 2 (Build 3790)
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2.

3.
4.

will enter the Directory Tasks interface.

Double click Idapsun.yealinktest.com->Server Group->Directory Server(ldapsun). It

Configuration

Directory

Sun Java™ System._ Directory Server

#%1dapsun. yealinktest. com - Sun Java(TH) System Directory Server — ldapsun

Console Edit View Help

4| start Directory Server

@ Stop Directory Server

4} | Restart Directory Server

@ Back up Directory Server

@ Restore Directory Server

4| Manage Ceriificates

@ Log in to Directory Server as a new user

sl .-

Click the Directory tab.

New->Organizational Unit.

Select and right click the dc=yealinktest,dc=com (6 acis), and then select

dapsun. yealinktest. com — Sun Java(TH) System Directory Server - ldapsun

Console  Edit View Object Help

Sun Java™ System. Directory Server

Configuration

Directory

5 () de=example do=com (2
- () de=yealinktest dc=con
o [f3] Groups
- E People (5 acis)
B IE‘Spec\al Users
- (- o=NetscapeRoot (3 acis
- en=schema (5 acis)
- ([ en=montar (5 acis)
it [ en=config (4 aciz)

K|

=vealinktest, de=com

ﬁ Iddapsun yealinktest com: 28511

I“:. Directory Administrators

Editivith Custom Editor:
Exiit With Generic: Editor

Search...

ey oot Ofect

Ctrl+F

Wiew Effective Rights. ..

3

Set Access Petmissions..

Set Roles...
Set Password Policy...

Ctrl+l

Create Brovesing Index

Delete Browsing Index

Clazs Of Service. ..

Password Palicy..

Referral...

Activate

Inzctivate

Cther ..

cut
Capy
Paste
Delete

Cirlti
CirltC
Ctrl+V
Ctrl+D

Refresh

CirltR
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5.  Enter the desired name of the organizational unit.

Create Hew Organizational Unit x|
junie_______| :

Languages gl IouQ
Description: |
Phone: I
Faix: I
Aligs: I
Address: I

* Indicates a required field
Access Permizsions Help I o8 Cancel Help

6. Click OK to accept the change.

7. Select and right click the organizational unit created above, and then select New->User.

[Tt G T WSS R Sy tem Directory Server — ldapsun
Eciit vith Generic Edlitor
Search...

iew Effective Rights...

ey, oot Okject b Group..

> Idapsun, : :
o [ deme Set Access Permissions... Ctrl4L w

- [geo=yes  SetRoles. Role..
~[ffor Set Passward Policy. Class Of Service..

e T e Brovesing Index Passwaord Policy...
Rk
<t [ o=Mets
@ cn=sc|  [nctivate
e e CHrl4x
<t [ eh=col

Delete Browsing Index Referral...

Activate Other

Copy. Ctrl+C
Paste Ctrl+y
Delete: Ctrl4D

Refresh Ctrl+R

_'I—|_|’|

ou=0u2 do=yealinktest do=com

67



Installing and Configuring the LDAP Server

8.

9.

Enter the desired values in the corresponding fields.

reate Hew User

Phane:
Fa

user | © et o

Languaces
MT Uzer * Last Name:
Posix Liser
Account * Common Mameqs);

Paszword,

Confirm Passward.

8 I uzerl

< i

2 I uger! lin

= [uin

: h********

: Iawuwmuz

(.0, WSSERCOmpany . com)

< 101

* Indicates a required field

Access Permizsions Help |

o8 Cancel Help

Click OK to accept the change.

You can view the user (User ID is ulin) created above under the organizational unit named ou2.

Console Edit View Object Help

Sun Java™ System. Directory Server

Canfiguration Directory

#%51dapsun. yealinktest. com — Sun Java(TH) System Directory Server — ldapsun

g Idapsun yealinklest com: 28511
it [ do=example de=com (2 aciz)
- [ do=yealinktest do=com (6 acis

! @%PS
E‘ People (5 acis)
- [5] special Users
st [ o=MetscapeRoat (3 acis)
@ cn=schema (5 acis)
5[ en=monitor (5 acis)
it [ ch=config (4 acis)

e M

ou=ou2 de=yeslinktest de=com
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Adding Entries to the Directory Server Using the Idifde Tool

You can use a LDIF file to perform a batch import of all entries to the Directory Server. For more
information, refer to create the LDIF file. The following shows an example of the content of the

LDIF file for the Directory Server:

##Create a new organizational unit##
dn: ou=ou3,dc=yealinktest,dc=com
ou: ou3

objectClass: top

objectClass: organizationalunit
creatorsname: cn=directory manager
modifiersname: cn=directory manager
parentid: 1

entryid: 15

entrydn: ou=ou3,dc=yealinktest,dc=com

##create a new user##

dn: uid=utest,ou=ou3,dc=yealinktest,dc=com
uid: utest

facsimileTelephoneNumber: 11002
givenName: user4

objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: inetorgperson

sn: test

cn: user4 test
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To import the test.ldif file:

1.

2.

3.

In the home page of Sun Java(TM) System Server Console, double click

Idapsun.yealinktest.com->Server Group->Directory Server(ldapsun).

It will enter the Directory Tasks interface.

#%1dapsun. yealinktest. com — Sun Java(TH) System Directory Server — ldapsun =3}
Console Edit  View Help

Sun Java™ System.. Directory Server

Tasks

Configuration

Stop Directory Server
@l Restart Directory Server
@ Back up Directory Server
@ Restore Directory Server
Manage Cettificates

| Log in to Directory Server as a new user

& | Import from LDIF

2%1| Export to LDIF

Directory

Click Import from LDIF.

It prompts the following dialog box.

X
LDIF file (on congole machine): || Browese...

I Add only

[ Cortinue on error

File for rejects: Browese
ke I Cancel | Help |

Click Browse to locate the test.Idif file from your local system, and then click OK.

x|

LOIF file (on console machine): IC:‘tes‘t.Idif Browese...

[~ 2dd only

[¥ Cortinue on error

File for rejects: Erowse...
Ok I cancel I Help |
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After importing the test.Idif file, it will show the status of importing. If the entries are added
successfully, you can view the information “n objects imported, 0 objects rejected”. You can click

Close to close it.

Import finished.
2 objects imported, 0 ohjects rejected

Rejected objects:

You can view the imported the organizational unit (e.g., ou3) and user (e.g., uid=utest) under the

path: Directory-> dc=yealinktest,dc=com (6 acis).

Sun Java™ System. Directory Server

Configuration Directory

S ldapsun yealinktest. com: 28511
- de=example de=com (2 acis)
= (3 de=yeslinktest de=com (8 acis]

B @ Groups

3 @ People (5 acis)

- [4%] special Users

@ ou2

¥ @ oul

[
5 (- o=NetscapeRoot (3 acis)

@ cn=schema (5 acis)
(3 en=monitor (5 acis)
([ en=config (4 acis)

|

oou=0u3 dc=yealinktest dc=com
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Configuring Yealink IP Phones

LDAP is disabled on IP phones by default. You can configure LDAP via web user interface or

using configuration files.

LDAP Attributes on the Phone

Enable LDAP
Parameter Idap.enable
Description This parameter enables or disables LDAP feature on the IP phone.

0-Disabled (Default)
1-Enabled

LDAP Search

Parameter

Idap.search_type

Description

This parameter configures the search type for LDAP contact look up.
0-Prefix matching
1-Approximate string matching

If it is set to O (Perfect matching), the IP phone will search the LDAP
contacts that the phone number or name starts with the entered

character(s).

If it is set to 1 (Approximate string matching), the IP phone will search the
LDAP contacts that the phone number or name contains the entered

character(s).

LDAP Name Filter

Parameter Idap.name_filter

Description This parameter specifies the search criteria for names look up. The format
of the search criteria is compliant to the standard string representations of
LDAP search filters (RFC 2254). The "*" symbol in the filter stands for any
character. The "%" symbol in the filter stands for the name entered by the
user.

Example e ([(cn=%)(sn=%)(telephoneNumber=%))

When the cn or sn or telephoneNumber of the LDAP contact matches
the entered name, the record will be displayed on the phone LCD
screen.

° (&(cn=*)(sn=%))
When the cn of the LDAP contact is set and the sn of the LDAP

contact matches the entered name, the records will be displayed on
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the phone LCD screen.
({(cn=%))

When the cn of the LDAP contact does not matches the entered

name, the records will be displayed on the phone LCD screen.

LDAP Number Filter

Parameter Idap.number_filter

Description This parameter specifies the search criteria for numbers look up. The
format of the search criteria is compliant to the standard string
representations of LDAP search filters (RFC 2254). The "*" symbol in the
filter stands for any number. The “%" symbol in the filter stands for the
number entered by the user.

Examples e (|(telephoneNumber=%)(mobile=%)(ipPhone=%))

When the telephoneNumber or mobile or ipPhone of the LDAP
contact matches the search criteria, the record will be displayed on

the phone LCD screen.
(&(telephoneNumber=*)(mobile=%))

When the telephoneNumber of the LDAP contact is set and the
mobile of the LDAP contact matches the entered number, the record

will be displayed on the phone LCD screen.

LDAP TLS Mode

Parameter

Idap.tls_mode

Description

This parameter specifies the connection mode between the LDAP server

and the IP phone.

0-LDAP (Default)—Unencrypted connection between LDAP server and the
IP phone. (port 389 is used by default).

1-LDAP TLS Start—TLS/SSL connection between LDAP server and the IP
phone (port 389 is used by default).

2-LDAPs—TLS/SSL connection between LDAP server and the IP phone
(port 636 is used by default).

Note: It is only applicable to IP phones running firmware version 73 or

later.

Server Address

Parameter Idap.host

Description This parameter specifies the domain name or IP address of the LDAP
server.

Default Value | Blank

Example e 10.3.6.128
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e |dap.company.com

Port

Parameter Idap.port

Description This parameter specifies the LDAP server port.

Default Value | 389

Base

Parameter Idap.base

Description This parameter specifies the LDAP search base which corresponds to the
location in the LDAP directory. The search base narrows the search scope
and decreases directory search time.

Example e  dc=yealink,dc=com

Username

Parameter Idap.user

Description This parameter specifies the user name to login the LDAP server. If the
LDAP server allows anonymous to login, this parameter can be left blank.
Otherwise you need to provide the user name to access the LDAP server.
Note: If you use Microsoft Active Directory Application Mode (ADAM) as
the LDAP server, the user to login the LDAP server must be added to the
administrator group in advance.

Password

Parameter Idap.password

Description This parameter specifies the password to login the LDAP server. If the

LDAP server allows anonymous to login, this parameter can be left blank.

Otherwise you need to provide the password to access the LDAP server.

Max Hits (1~32000)

For T48S/T46S/T42S5/T41S/T40P/T40G/T27G/T23P/T23G/T21(P) E2/T19(P) E2/CP920:
Max Hits (1~1000)

Parameter

Idap.max_hits

Description

This parameter specifies the maximum number of the search results to be
returned by the LDAP server. If the value of the “Max.Hits" is blank, the
LDAP server will return all searched results. Please note that a very large

value of the “Max. Hits" will slow down the LDAP search speed, therefore

the parameter should be configured according to the available bandwidth.

Default Value

50

LDAP Name Attributes
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Parameter Idap.name_attr

Description This parameter specifies the name attributes of each record to be returned
by the LDAP server. This parameter compresses the search results. The
user can configure multiple name attributes separated by space.

Example e cnsndisplayName

non

This requires the “cn”, “sn” and "displayName” attributes set for each

contact record on the LDAP server.
givenName

This requires the “givenName” attribute set for each contact record
on the LDAP server.

LDAP Number Attributes

Parameter I[dap.numb_attr

Description This parameter specifies the number attributes of each record to be
returned by the LDAP server. This parameter compresses the search
results. The user can configure multiple number attributes separated by
space.

Example e  mobile telephoneNumber ipPhone

"o

This requires the “mobile”, “telephoneNumber” and “ipPhone”

attributes set for each contact record on the LDAP server.

LDAP Display N

ame

Parameter Idap.display_name
Description This parameter specifies the display name of the contact record displayed

on the LCD screen. This parameter value must start with “%" symbol.
Example e  %cCn

The desired display name of the contact record is the cn attribute.

Protocol
Parameter Idap.version
Description This parameter specifies the LDAP protocol version supported on the

phone. Make sure the protocol value corresponds with the version

assigned on the LDAP server.
2-Version 2

3-Version 3 (Default)

LDAP Lookup For Incoming Call

Parameter

Idap.call_in_lookup

Description

This parameter enables or disables the phone to perform an LDAP search

when receiving an incoming call.
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0-Disabled (Default)
1-Enabled

u,nouwn

Note: If the caller number contains the special characters (e.g., “+", "." or
the space), the phone will match the search criteria in the parameter
“LDAP Name Filter (Idap.name_filter)". If not, the phone will match the

search criteria in the parameter “LDAP Number Filter (Idap.number_filter)”.

LDAP Lookup For Callout

Parameter Idap.call_out_lookup

Description This parameter enables or disables the phone to perform an LDAP search

when placing a call.
0-Disabled (Default)
1-Enabled

Note: If the called number contains the special characters (e.g., “+", "." or
the space), the phone will match the search criteria in the parameter
“LDAP Name Filter (Idap.name_filter)". If not, the phone will match the

search criteria in the parameter “LDAP Number Filter (Idap.number_filter)".

LDAP Sorting Results

Parameter Idap.ldap_sort

Description This parameter enables or disables the phone to sort the search results in

alphabetical order or numerical order.
0-Disabled (Default)
1-Enabled

LDAP Special Search

Parameter Idap.incoming_call_special_search.enable

Description This parameter enables or disables the phone to search the telephone
numbers starting with “+" symbol and “00" from the LDAP server if the
incoming phone number starts with”+" or “00". When completing the

LDAP search, the all search results will be displayed on the LCD screen.
0-Disabled (Default)

1-Enabled

For example,

If the phone receives an incoming call from the phone number
0044123456789, it will search 0044123456789 from the LDAP sever first, if
no result found, it will search +44123456789 from the server again. The

phone will display all the search results.

Note: It works only if the value of the parameter “Idap.call_in_lookup” is
set to 1 (Enabled). You may need to set the value of the parameter

“Idap.name_filter” to be
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(|(cn=%)(sn=%)(telephoneNumber=%)(mobile=%)) for searching the

telephone numbers starting with "+” symbol.

LDAP Label
Parameter Idap.customize_label
Description It configures the display name of the LDAP phone book.

Example:

Idap.customize_label = Friends

Note: It works only if “Idap.enable” is set to 1 (Enabled).

Configuring LDAP via Web User Interface

The followings take configurations of a SIP-T29G IP phone running firmware version 81 as

examples.

To configure LDAP feature via web user interface:

1. Press the OK key on the phone when it is idle to obtain the IP address.
2. Enter the IP address (e.g., http://192.168.0.10 or 192.168.0.10) in the address bar of web
browser on your PC and then press Enter.
3. Enter the user name and password in the login page.
The default login user name is admin (case-sensitive) and the password is admin
(case-sensitive).
4. Click on Directory->LDAP.
5. Select Enabled from the pull-down list of Enable LDAP.
6. Enter the desired values in the corresponding fields.
Log Out
-
Yealink | s
Account Network Dsskey Features Settings Directory
Local Directory Enzble LDAP Enzbled @ NOTE
LDAP Mame Fitter (|{cn="%)(sn=2%)) [7]
Remote Phone LDAP
Book LDAP Number Fiter (|(telephoneNumber=%])(n 0 LDAP (L\ghtwe\gh_t Directory
Access Pratuco\] isan
Phone Call Info LD ESNcce LDAP T 0 :E(p!n;ﬂgnaﬁrdn:rnﬂclﬁglnnrm
@ e T
Port 380 9 network.
Multicast TP Base de=yealink,dc=cn 0 L?tﬂlgkclgrgglgzs Egg{lﬂtﬁvﬁiﬂ
N server that supports LDAP
Setting Username cn=manager,dc=vyealink,dc: 0 version 2 or 3 , such as
OpenlDAP, Microsoft Active
Password 0 Directory, Microsoft Active
Directory Application Mode
Max Hits (1~32000) 50 Q (ADAM) or Sun One Directory
Server.
LDAP Mame Attributes cn sn [7)
You can click here to get
LDAP Mumber Attributes mobile ipPhane [7) more guides.
LDAP Display Name %cn [7]
Protocol Version 3 @
LDAP Lookup For Incoming Call Enabled v 0
LDAP Lookup For Callout Enzbled @
LDAP Sorting Results Enzbled @
| Confirm | | Cancel |
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7. Click Confirm to accept the change.

Example for Web User Interface Configuration

You can use the following settings as a starting point and adjust the filter and display attributes

according to your requirements. The following shows example of OpenLDAP phone

configurations.

Enable LDAP: Enabled

LDAP Name Filter: (J(cn=%)(sn=%))

LDAP Number Filter: (|(telephoneNumber=%)(mobile=%)(ipPhone=%))
LDAP TLS Mode: LDAP

Server Address: 10.3.6.128

Port: 389

Base: dc=yealink,dc=com

Username: cn=Manager,dc=yealink,dc=com

Password: secret

Max Hits (1~32000): 50

LDAP Name Attributes: cn sn

LDAP Number Attributes: mobile telephoneNumber ipPhone
LDAP Display Name: %cn

Protocol: Version 3

LDAP Lookup For Incoming Call: Enabled

LDAP Lookup For Callout: Enabled

LDAP Sorting Results: Enabled

To use LDAP feature, you need to configure a DSS key as an LDAP key.

To configure an LDAP key via web user interface (not applicable to
W52P/W53P/W56P/W60P/CP930W-Base):

1. Log into the web user interface of the phone.

2. C(lick on Dsskey->Line Key (or Programable Key).
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3. Inthe desired DSS key field, select LDAP from the pull-down list of Type.

Log Out

English(English) v

Yealink | 2

Account Network Features Settings Directory Security

Line Key1-9 Enable Page Tips | Disabled v Label Length | Default v NOTE
Key Type Value Label Line Extension
Line Key10-18 Line Keys
Line Keyl |Line ¥ || Default v 1028 Line 1 v Line keys allow you to quickly
= access features such as recal
Line Key19-27 Une Keyz DA B /A 2l | and vaice mall
Programable Key Line Key3 |Line v | | Default v Line 3 v
You can click here to get
Ext Key Line Key4 | Line ¥ | | Defaulk v Line 4 v more guides.
Line KeyS | Line v || Default v Line 5 v
Line Key6 | Line v || Default v Line 6 v
Line Key? | Line ¥ || Default v Line 7 v
Line Key8 | Line ¥ || Default v Line 8 v
Line Key2 | Line ¥ || Default v Line & v
Confirm Cancel

4. Click Confirm to accept the change.

Configuring LDAP Using Configuration Files

To configure LDAP feature using configuration files:

1. Add/Edit LDAP parameters in the configuration file.

The following table shows the information of parameters:

Parameter Descriptions Web Setting Path

Idap.enable Directory->LDAP->Enable LDAP

Idap.search_type
(not applicable to

/
CP860/CP920 IP
phones)
Idap.customize_label Directory->LDAP->LDAP Label
These parameters
i Directory->LDAP->LDAP Name
Idap.name_filter specify the LDAP ) i
attributes. Filter
y - Refer to the Directory->LDAP->LDAP
ap.number_filter ; ;
P - introduction above |\ b Filter
for more
\dap.tls_ mode information. Directory->LDAP->LDAP TLS
- Mode
Directory->LDAP->Server
Idap.host
Address
Idap.port Directory->LDAP->Port
Idap.base Directory->LDAP->Base
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Parameter

Descriptions

Web Setting Path

Idap.user

Idap.password

Idap.max_hits

Idap.name_attr

I[dap.numb_attr

Idap.display_name

Idap.version

Idap.call_in_lookup

Idap.call_out_lookup

Idap.ldap_sort

Idap.incoming_call_spec

ial_search.enable

Directory->LDAP->User Name

Directory->LDAP->Password

Directory->LDAP->Max Hits
(1~32000)

For
T48S/T46S/T42S/T41S/T40P/T
40G/T27G/T23P/T23G/T21(P)
E2/T19(P) E2/CP920:
Directory->LDAP->Max Hits
(1~1000)

Directory->LDAP->LDAP Name
Attributes

Directory->LDAP->LDAP
Number Attributes

Directory->LDAP->LDAP Display

Name

Directory->LDAP->Protocol

Directory->LDAP->LDAP Lookup

For Incoming Call

Directory->LDAP->LDAP Lookup

For Callout

Directory->LDAP->LDAP Sorting

Results

2. Upload configuration files to the root directory of the provisioning server and trigger IP

phones to perform an auto provisioning for configuration update.

For more information on auto provisioning, refer to the latest Auto Provisioning Guide on

Yealink Technical Support.

80


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Configuring Yealink IP Phones

Example for Configuration Parameters

You can use the following settings as a starting point and adjust the filter and display attributes

according to your requirements. The following shows example of OpenLDAP phone

configurations.

Idap.enable=1
Idap.search_type = 1

Idap.name_filter= (|(cn=%)(sn=%))

Idap.tls_mode=0

Idap.host= 10.3.6.128

Idap.port= 389

Idap.base= dc=yealink,dc=com

Idap.user= cn=Manager,dc=yealink,dc=com
Idap.password= secret

Idap.max_hits= 50

Idap.name_attr= cn sn

Idap.numb_attr= mobile telephoneNumber ipPhone
Idap.display_name= %cn

Idap.version= 3

Idap.call_in_lookup= 1

Idap.call_out_lookup=1

Idap.number_filter= (|(telephoneNumber=%)(mobile=%)(ipPhone=%))

Idap.ldap_sort=1

To use LDAP feature, you need to configure a DSS key as an LDAP key.

To configure an LDAP key using configuration files:

1. Add/Edit the LDAP key parameters in the configuration file.

You can configure a memory key, a line key or a programable key as an LDAP key. The

following table shows the information of parameters:

Parameter Description Value
linekey.X.type
(not applicable to SIP-T19(P) E2/CP860/
CP920/W52P/W53P/W56P/W60P/CP930W-Base IP
Configures a line key as
phones)
an LDAP key on the IP 38

(CP960: X ranges from 1 to 30;
SIP VP-T49G/SIP-T48G/T48S: X ranges from 1 to 29;

VP59/SIP-T58A/T54W/T54S/T46G/T46S/T29G: X ranges
from 1 to 27;

phone.
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Parameter Description Value

SIP-T42G/T42S/T41P/T41S: X ranges from 1 to 15;
SIP-T53W/T53/T52S/T27G: X ranges from 1 to 21;
SIP-T40P/T40G/ T23P/T23G: X ranges from 1 to 3;
T21(P) E2: X ranges from 1 to 2)

programablekey.X.type
(not applicable to
CP960/W52P/W53P/W56P/W60P/CP930W-Base IP

phones)

(VP59: X=1-4, 12-14, 17, )
Configures a

SIP-TS8A/SIP VP-T49G: X=1-4, 12-14; programable key as an

38
SIP-T54W/T54S/T48G/T48S/T46G/T46S: X=1-10, 12-14; | LDAP key on the IP

SIP- T53W/T53/T525/T42G/T42S/TA1P/T41S/T40P/T40G: | Phone.
X=1-10, 13;

SIP-T29G/T27G: X=1-14;
SIP-T23P/T23G/T21(P) E2: X=1-10, 14;
CP860/CP920: X=1-6, 9, 13)

2. Upload configuration files to the root directory of the provisioning server and trigger IP

phones to perform an auto provisioning for configuration update.

For more information on auto provisioning, refer to the latest Auto Provisioning Guide on

Yealink Technical Support.
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Using LDAP Directory on Yealink IP Phones

For SIP-T2 Series, T19(P) E2, T4 Series, T5 Series and CP
Series IP Phones

You can press the LDAP key to access the LDAP directory. Enter the desired numbers to match
the search criteria for searching a contact from LDAP directory, add local contacts from LDAP
directory, and dial a contact from LDAP directory. You can also enable the phone to perform an

LDAP search when receiving an incoming call or dialing an outgoing call.
To search a contact from the LDAP directory:

1. Press the LDAP key to access the LDAP search screen.

The LCD screen prompts “None”.

Delete

2. Enter a few continuous characters of the contact name or continuous digits of the contact

phone number using the keypad.

0/1

& Hebe Tian

Delete

The contacts which match the search criteria will appear on the LCD screen.
3. Press @ or @ to select the desired contact.

4. Do one of the following:

- Press the Option soft key and then select Detail to view the detail information of the

contact.
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- Press the Option soft key and then select Add to Contact to add the contact to local.

- Press the Send soft key to dial out.

If the LDAP Lookup For Incoming Call parameter is enabled on the phone, the phone will
perform an LDAP search when receiving an incoming call. If there is a contact record which

matches the caller ID, the contact name will be displayed on the phone LCD screen as the calling
line identification.

The screenshot of the LCD screen for reference is shown as below:

=) Ringing

r2224 Hebe Tian
IS 5578

Silence

The Search Source List In Dialing feature enables the phone to perform an LDAP search when
you enter the digits using the keypad in the dialing interface. For more information on the
configuration of the Search Source List In Dialing feature, refer to Yealink phone-specific user
guide.

If there are contact records matching the search criteria, the contact records will be listed on the
phone LCD screen. You can select the desired contact record to dial out. The contact name will

be displayed on the phone LCD screen during the call.

The screenshot of the LCD screen for reference is shown as below:

=) 2900

°2224

|, i | Hebe Tian

1 LDAP

Delete EndCall
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If the LDAP Lookup For Callout parameter is enabled on the phone, the phone will perform an
LDAP search when dialing an outgoing call. If there is a contact record which matches the called

ID, the contact name will be displayed on the phone LCD screen as the called line identification.

The screenshot of the LCD screen for reference is shown as below:

=) Calling
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For W52P/W53P/W56P/W60P/CP930W-Base DECT IP

Phones

You can access to the LDAP directory and enter the desired numbers to match the search criteria
for searching a contact, add local contacts from LDAP directory, and dial a contact from LDAP
directory. You can also enable the DECT phone to perform an LDAP search when receiving an

incoming call or dialing an outgoing call.
The following takes the W53P running firmware version 83 as an example.
To search a contact from the LDAP directory:
1. Press OK->Directory->LDAP.
The LCD screen of handset displays the contact list.

2. Enter a few continuous characters of the contact name or continuous digits of the contact

phone number using the keypad.

The contacts which match the search criteria will display on the LCD screen.
3. Press A or V¥ to select the desired contact.
4. Do one of the following:

- Press the Options soft key and then select Detail to view the detail information of the

contact.
- Press the Options soft key and then select Add to Local to add the contact to local.

- Press ¢ or s to dial out.

If the LDAP Lookup For Incoming Call parameter is enabled on the DECT phone, the DECT
phone will perform an LDAP search when receiving an incoming call. If there is a contact record
which matches the caller ID, the contact name will be displayed on the handset LCD screen as

the calling line identification.
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The Search Source List In Dialing feature enables the phone to perform an LDAP search when
you enter the digits using the keypad in the dialing interface. For more information on the
configuration of the Search Source List In Dialing feature, refer to Yealink phone-specific user

guide.

If there are contact records matching the search criteria, the contact records will be listed on the
handset LCD screen. You can select the desired contact record to dial out. The contact name will

be displayed on the handset LCD screen during the call.

If the LDAP Lookup For Callout parameter is enabled on the DECT phone, the DECT phone will
perform an LDAP search when dialing an outgoing call. If there is a contact record which
matches the called ID, the contact name will be displayed on the handset LCD screen as the

called line identification.
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Customer Feedback

We are striving to improve our documentation quality and we appreciate your feedback. Email your

opinions and comments to DocsFeedback@yealink.com.
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