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Feature Introduction

The Yealink Phone DNS-SRV Feature is to ensure continuity of phone service for events where the

call server needs to be taken offline for maintenance, the server fails, or the connection from

the phone to the server fails.

Two types of redundancy are possible:

Fail-over: In this mode, the full phone system functionality is preserved by having a second
equivalent capability call server take over from the one that has gone down/off-line. This
mode of operation should be done using DNS mechanisms or “IP Address Moving” from the
primary to the back-up server.

Fallback: In this mode, a second less featured call server (router or gateway device) with
SIP capability takes over call control to provide basic calling capability, but without some
of the richer features offered by the primary call server (for example, shared lines, presence,
and Message Waiting Indicator). Yealink phones support configuration of multiple servers

per SIP registration for this purpose.

In some cases, a combination of the two may be deployed.

With DNS-SRV feature, Yealink phones are able fo perform the following redundancy scenarios:

DNS SRV Lookup
Take the DN onsip.com for example, before registration, phone will do NAPTR lookup for
onsip.com, and get the result below:

order pref flags service regexp replacement
IN NAPTR 50 50 's" "SIPS+D2T" _sips._tcp.example.com
IN NAPTR 90 50 's" "SIP+D2T" _sip._tcp.example.com
IN NAPTR 100 50 's" "SIP+D2U" _sip._udp.example.com

Then phone will do SRV lookup according fo the NAPTR lookup result, and get the SRV

lookup result below:

Priority Weight Port Target
IN SRV 0 1 5060 serverl.example.com
IN SRV 0 2 5060 serverl.example.com

Finally, do the A record lookup according to the SRV lookup result and get two IP addresses
which are associated with the DN onsip.com, also the IP addressed will ordered by the
priority which returned from DNS server, for example first server is 69.57.179.234 and second
severis 69.57.179.235.
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= Domain Name System (response)
[Reguest In: 881]
[Time: 0.617004000 seconds]
Transaction ID: 0x0005
# Flags: 0x8180 (Standard gquery response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 2
Additional RRs: 2
= Queries
# onsip.com: type A, class IN
[F Answers
onsip.com: type A, cl IN, addr
# Authoritative nameservers
# Additional records

® REGISTER Failover/Failback
If phone fail to register to the first server 69.57.179.234, it will try to register to second server

69.57.179.235 automatically.

® INVITE Failover/Failback
If the INVITE message does not correct response from the first server 69.57.179.234, it will try

the second server 69.57.179.235 automatically.

® BYE Failover
If the BYE message does not correct response from the first server 69.57.179.234, it will try the

second server 69.57.179.235 automatically.

2. Phone Configuration

Browse to Account->Basic page, give a DNS name to SIP server and select *“DNS-SVR" for

fransport option.
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ISIP Server www.yealink.com | Port (3060 0 Proxy Require
Disabled .v A special parameter just for
Enable Outbound Proxy Server . e i o T a3
Qutbound Proxy Server I:l Port |5060 (7] Mortel server, the value should
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Sample introduction of how Yealink Phones use TCP as

transport type after DNS-SRV

1. Configure Yeadlink SIP Phone

Basic >>

Codecs >>

Advanced »>>

Register Status

Q@ Active a

Account 2 2

TE
isplay Name
IP service subscriber's name
hich will be used for Caller ID

fzy.

I Account Active

Label

Display Name
Register Name
User Name

Passwrord

ISIP Server

Enable Outbound Proxy Server
Qutbound Proxy Server

| Transport

Unknown

& |on Clof ]
- @ Fillin the

@ account settinas

o AT Trovareal
l.".—| Q) :f;ﬂ;rs\r:h;igtl\lserverwwl\
[airties.com T Pords060 | @

\D\sabled v| 6.

[ | porfsosg”

|DIS-SRY > al

Backup Outbound Proxy Server
NAT Traversal

STUN Server

Woice Mail

Proxy Require
Anonymous Call

On Code

Off Code

Anonymous Call Rejection
On Code

Off Code

Missed czll log

Auto Answer

Ring Type

2]

| Confirm |

to use.

Port
Disabled e
| AN

vanced
he Advanced parameters for
dministrator.

@ Select the Transport
tvoe as DNS-SRV

Enzhled - e |
Disabled A e

® Click to save
settina




Using DNS SRV Feature on Yealink SIP-T2XP Phones

2. DNS-SRV Process

& Refer to session 2.1 when click “Configm” after setting, Yealink SIP Phone performs a NAPTR
lookup, and gets the NAPTR records.

order pref flags service regexp replacement
IN NAPTR 2 0 's" "SIP+D2T" _Sip._fcp.airties.com
IN NAPTR 2 0 's" "SIP+D2U" _Sip._udp. airfies.com

0.12

standard guery SRy _sip._tcp.airties. com

E 7 -
18 194. 011848 1

oodh 10.12.0.1
19 184, 013156 10.12.0.1 101221 NS standard guery response SRy 10 5060 ucz.afrties.com SRV 2 0 5060 ucl.airties.com
20 194, 017134 10,12.2.1 10.12.0.1 NS standard guery A uc2.airties, com
21 194, 017738 10,12.0.1 10.12.2.1 NS standard guery response A 91,220,65.27
22 194, 026062 10,12.2.1 10.12.0.1 DS standard guery A wcl,airties,com
23 194,026618 10.12.0.1 10.12.2.1 DNS. standard guery response A 91,220,65.26
24 194, 040168 10.12.2.1 10.12.0.1 NS standard guery SRV _sip. _udg, airties. com
25 194, 041494 10.12.0.1 10.12.2.1 DS standard guery response SRV 2 0 5060 ucl.afrties.com SRV 10 5080 wc2.airties.com
26 194,152043 10.12.2.1 51,220.85.27 SIP Reguest: REGISTER sip:airties.com
27 194.197000 01.220.65, 27 10.12.2.1 SIp Status: 401 Unautharized (0 bindings)
28 195.696335 10.12.2.1 81.220.85.27 SIp Reguest: REGISTER sip:airties.com
29195, 701767 91.220.65, 27 10.12.2.1 SIP Status: 423 Registration Too Brief (0 bindings)
30 195.845413 10.12.2.1 224.0.1.75 SIP Reguest: SUBSCRIBE 51p:MACOUL3651al08h@224.0.1.75
31 195.501397 10.12.2.1 51.220.65.27 SIP Request: REGISTER sip:airties.com
32 195,908072 91.220.65, 27 10.12.2.1 SIP Status: 200 0K (1 bindings)

Answer RRs: 2
uthor ity RRs: 0
addtional RRs: 0
Oueries
Answer s
- airties.com: type MAPTR, class IN, order 2, preference 0, flags s
Mame: afrties.com
Tyue: NAPTR (Naming autharity poimter)
Class: IN €0x0001)
Time to Tive: 1 hour
Data length: 38
order: 2
prefarence: 0
Flags Tength: 1
Flags: "s"
service length: 7
Service: "SIP4D2T"
Regex Tength: O
Regex: "
Replacement Tength: 23
Replacement: _sip._tcp. airties.com
- airties.com: type MARTR, class IN, order 2, preference 0, flags s
Mame: afrties.com
Type: NAPTR (Naming authority pointer)
Class: IN (0x000L)
Time to Tive: 1 hour
Data length: 38
order: 2
preference: 0
Flags Tength: 1
Flags: "s"
service length: 7
Servicer "SIP+D2U"
Regex length: O
Regex: "
Replacement length: 23

Replacement: _sip. _udp. airties. com
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€ Then Yealink Phone performs a SRV lookup, and gets the SRV records, and gets the SRV
records as follows:

NAPTR record : _sip._tcp.airties.com

Priority Weight Port Target
IN SRV 1 0 5060 uc2. airfies.com
IN SRV 2 0 5060 Ucl. airties.com

T 195, BI90 TNIE. L1
17 195.944356 11201
15 194.01184
19 194.0
20 194, 01713
21 194, 017758
22 194, 026062
23 194, 026618
24 194, 0401469
25 194,041484
26 194,192043

. IO TUEry WARTR d T TTES , COm

DS Standard query response MAPTR 2 0 5 NAPTR 2 0 5

DS Standard query SV _sip. _tcp.airties. com
standard query re 0

Standard query A ucZ.airties.com

DS Standard query response A 91.220.85.27

DNS standard query A ucl.airties.com

DNS standard query response A 91.220,85.26

DNS standard query SRV _sip. _udp. airties, con

DNS standard query response SRV 2 0 5080 ucl.airties.com SRV 1 0 5060 ucd.airties, com

SIP Request: REGISTER sipiairties.com

27 194,197000 10.12.2.1 SIP status: 401 Unauthorized (0 bindings)

28 195, 696335 51,220.65.27 <IP Request: REGISTER sip:airties.com

29 195, 701767 10,12.2.1 SIp Status: 423 Registration Too Brief (0 bindings)
30 193,845413 224.0.1.73 SIP Request: SUBSCRIBE sip:MACO0L5651a108b@224.0.1. 75
31 195.901357 91, 220.65.27 <Ip Request: REGISTER sip:airties.com

32 193,908072 10.12.2.1 SIP Status: 200 0K (1 hindings)

33 196. 706830 91, 220.65.27 SIP Reguest: SUBSCRIBE sip:6903@airtiss. com

34 196, 711364 10.12.2.1 SIP status: 401 Unautharized

P0A0E NN D m 390 &C 97 oThn Nrmmet s CHOCENTON sdm EANIAT mEd ne mom

Frame 19 (151
Ethernat II, Src: Junipern_17:68:8a (00:21:59:17:68:8a), Dst: Xiamenve_la:10:8h (00:15:65:1a:10:8h)
[nternet protocal, srce 10.12,0.1 (10.12,0.1), pst: 10.12,2.1 {10.12.2.1)
lser Datagram Protocal, Src Port: damain (53), Dst Port: hlackjack (1023)
Dama’in wame System (response)
Request In: 24
[Time: -0,027013000 seconds]
Transaction I0: 0x0002
IF Flags: 0x8500 (Standard guery response, Mo error)
questions: 1
Answer RRs: 2
Authority RRs: 0
Additional RRs: 0
I¥ Queries
F Answars
= _sip._tepoairties.com: type sav, class IN, priority 1, weight 0, port 5060, target uc2.airties.com
Name: _sip. _tcp. airties. com
Type: SRV (Service location)
Class: IN (0x0001)
Time to Tive: 1 hour
pata length: 23
priority: 1
weight: 0
port: 5060
Target: ucz. airties. com
= _sip._tepoairties.com: type SRV, class IN, priority 2, welght O, port 5060, target ucl.airties.com
Name: _sip. _tcp. airties. com
Type: SRV (Service location)
Class: IN (0x0001)
Time to Tive: 1 hour
pata length: 23
priority: 2
Weight: 0
Port: 5060
Target: ucl. airties.com
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& After SRV lookup Yealink Phone performs A record lookup, and gets the IP Address of the
sip server domain.

Name TTL Addr
IN A uc2. airfies.com 91.220.65.27
IN A Ucl.irfies.com 91.220.65.26

.942180 1 DNS standard guery NAPTR airties.com

. 944356 1 DNS standard guery response MAPTR 2 0 5 NAPTR 2 0 s

L 011848 .1 DNS standard query SRV _sip._tcp.airties.com

. 013156 1 DNS standard guery response SRV 1 0 5060 ucZ.airties.com SRV 2 0 5060 ucl.airties.com
1 DNS Standard guery A uc2.airti

1 Standard guery A ucl
ol 2ol DNS Standard guery response A 91.220,65.26
ol flodl DNS standard query sRv _sip._udp.airties.com
0,32, 2oL DNS standard guery response SRV 2 0 5060 ucl,airties.com SRV 1 0 5060 ucz.airties,com
. G1.220.65.27 SIP Request: REGISTER siprairties.com
.27 10.12.2.1 SIP status: 401 Unauthorized (0 bindings)
91.220.65.27 SIP Request: REGISTER siprairties.com
27 10.12.2.1 SIP Status: 423 Registration Too Brief (0 bindings)
224,0.1,75 SIP Reguest: SUBSCRIBE sip:MACO015651a108b@224,0.1.75
01,220.65.27 SIP Reguest: REGISTER sip:airties.com
.27 10.12.2.1 SIP Status: 200 OK (1 bindings)
91.220.65.27 SIP Request: SUBSCRIBE sip:Go03@airties.com
.27 10.12.2.1 SIP Status: 401 unauthorized
TEANE NIAM D mo2IA AR 97 T Anoiinet s SHESERTER cdn: AAAZAAIrtine —om

Frame 21 (91 hytes on wire, 91 bytes captured)
Ethernet II, Src: JuniperN_17:68:8a (00:21:58:17:68:8a), Dst: xiamenve_la:10:8h (00:15:65:1a:10:8h)
Internet Protocol, Sre: 10.12.0.1 €10.12.0.1), Dst: 10.12.2.1 (10.12.2.1)
User Datagram Protocol, src port: domain (33), Dst Port: blackjack (1025)
pomain Name System (response)
Request In: 24
[Time: -0.022411000 seconds]
Transaction ID: Ox0002
+ Flags: 0x8100 (Standard guery response, Mo error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
+ Queries
- Answers
= uc2.airties.com: type A, class IN, addr 91.220.65.27
Name: uc2.airties.com
Type: A (Host address)
Class: IN (0x0001)
Time to Tive: 48 minutes, 56 seconds
Data lengt
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.542180 DNS standard gquery NAPTR airties.com

. 044356 NS Standard query response NAPTR 2 0 s NAPTR 2 0 s

L 011848 DNS standard guery sRv _sip. _tcp.airties,com

. 013156 DNS Standard query respanse SRV 1 0 5060 ucZ.airties.com SRV 2 0 5060 ucl.airties. cor
L 017134 DNS standard gquery A ucZ.airties.com

017758 DNS standard query respanse a 91,220,85.27

art

3 1 E
. 040169 A2, M1 standard query SRV _sip. _udp.airties.com
25 194, 041484 10. 10312, 203 DNS standard query response SRV 2 0 5060 ucl.afrties.com SRV 1 0 5060 ucz.airties,cor
26 194,192043 10. 091,220.65. 27 SIP Reguest: REGISTER sip:airties.com
27 194.197000 91. 10.12.2.1 SIP Status: 401 Unauthorized (0 bindings)
28 195696335 10. 91,220.65.27 SIP Request: REGISTER sip:airties.com
29 195. 701767 91. 10.12.2.1 SIP Status: 423 Registration Too Brief (0 bindings)
30 195, 843413 10. 224,0.1.75 SIF Reguest: SUBSCRIBE sip:MAC0015651al08h6224.0.1.73
31 195.901397 10. 01.220.65. 27 SIP Reguest: REGISTER sip:airties.com
32 195.500072 9l. lo.12.2.1 SIF Status: 200 OK (1 bindings)
33 196. 706830 10. 91,220.65.27 SIP Request: SUBSCRIBE Sip:6303Bairties.com
34 196. 711384 91. 10.12.2.1 SIP Status: 401 Unauthorized
TEANE NN 2 a4 moITm AR T Tt Raciinet s SHESERTER ednsGRATA I rtine ~om

Frame 23 (91 hytes on wire, 91 hytes captured)
Ethernet II, Src: Junipert 17:68:8a (00:21:59:17:68:8a), Dst: Xiamenye_la:10:8h (00:15:65:1a:10:80)
Internet Protocol, Src: 10.12.0.1 ¢10.12.0.1), Dbst: 10.12.2.1 (10.12.2.1)
User Datagram Protocol, Src Port: domain (53), bst Port: blackjack (1025)
= Domain Name System (response)
Request In: 24
[Time; -0.013551000 seconds]
Transaction Ip: 0x0002
Flags: 0x8L00 (Standard query response, No error)
questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: 0
Queries
ANSWErs
= ucl.airties.com: type A, class IN, addr 91.220,85.26
Name: ucl.airties.com
Type: A (Host address)
Class: IN (0x0001)
Time to Tive: 48 minutes, 55 seconds
pata lengt

F @ [
o

=

Then from the NAPTR record “_sip._udp. airties.com” , Yealink Phone gets the same SRV

records, so the DNS-SRV records should be listed as below:

SIP SRV
NAPTR IP Address
Server DN Host name priority port
_sip._Tcp. uc2. irties.com 1 5060 91.220.65.27
airfies.com Ucl. irfies.com 2 5060 91.220.65.26
airties.com —
_sip._udp. uc2. irties.com 1 5060 91.220.65.27
airfies.com Ucl. irfies.com 2 5060 91.220.65.26

So refer fo RFC 3263, Yealink Phone then sends the Register Request fo the first IP Address of
the sip server 91.220.65.27 with the transport type of TCP. When the first server s
down ,Yealink Phone will fry the second sip server.
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16 193, 842150 10.12.2.1 10.12.0.1 DNS Standard query NAPTR airties.com

17 193, 544356 10.12.0.1 2,21 DNS Standard query response NAPTR 2 0 5 NAPTR 2 0 5

18 194, 011848 10.12.2.1 12,01 DHS Standard query SR _sip. _tcp.airties. o

19 164, 013156 10.12.0.1 JA2.2.1 DNS standard query response SRY 1 0 5060 ucZ, airties.com SRV 2 0 5060 ucl,airties.com
20 184, 017134 10.12.2.1 12,01 DNS standard query A uc2.airties.com

21 194, 017758 10.12.0.1 2,21 DS Standard query response 4 91.220.65,27

22 164, 026062 10.12.2.1 12,01 DHS standard query A ucl, airties, con

23 194, 026618 10.12.0.1 olldadodl DS Standard query response A 91,220.65.26

24 154, 040169 10.12.2.1 12,01 DNS standard query SRV _sip. _udp. airties. com

25 104, 041494 0.1 Zoll DHS Standard query response SRV 2 0 5060 ucl.airties, com SRV 1 0 5060 uc2, airties, com
2 ol 2 5 Rei i REGISTEI 1r M

27 184,197000 91.220.65.27 10.12.2.1 SIP status: 401 Unauthorized (0 bindings)

28 105. 696335 10.12.2.1 91.220.65.27 SIP Request: REGISTER sip:airties.com

20 195, 701767 91,220.65.27 10.12.2.1 SIP Status: 423 Registration Too Erief (0 bindings)

30185, 845413 10.12.2.1 224.0.1.75 SIP Request: SUBSCRIBE sip:MACO0L3651a10808224.0.1.75

31 185, 901397 10.12.2.1 91.220.85.27 SIP Request: REGISTER sip:airties, com

32 185,909072 91,220.65.27 10.12.2.1 SIP Status: 200 oK (1 bindings)

33 186, 706830 10.12.2.1 91.220,85.27 SIp Request: SUBSCRIBE sip:6903@airties.com

34 186, 711354 91.220.65.27 10.12.2.1 SIP status: 401 Unauthorized

3C N6 [AIAATY 1771 N 290 & 27 crn Ramiact s CHOCENTON cAnt@NN3Aadntine am

Frame 26 (349 hytes on wire, 549 bytes captured)

Ethernet 11, src: xiamenye_la:10:8h (00:15:65:1a:10:8h), Dst: JuniperN_L7:68:8a (00:21:59:17:68:83)
Internet Protocol, src: 10.12,2.1 (10,12.2.1), Dsty 91.220.65.27 (91,220,65.27)

Transmission Control Pratocal, Src Port: nav-port (3859), Dst Port: sip (5060), Seq: 1, Ack: 1, Len: 483
session Injtiation Protocol

+ Request-Line: REGISTER sip:airties.com SIP/2.0

- Message Header

B via: 10 1 ran i

+ From: "6903" <s5ipi6903@airties, comx;tag=1445564399
+ To: "6903" <sip:6003Bairties. coms

call-1p: 1730047149610,12,2.1

CSe: 1 REGISTER

contact: <5ip:6903@L0.12,2.1:5062; transpart=TCPs
Allow: INVITE, INFO, PRACK, ACK, BYE, CANCEL, OPTIONS, NOTIFY, REGISTER, SUBSCRIBE, REFER, PUBLISH, UPDATE, MESSAGE
Max-Forwards: 70

User-Agent: Yealink IP116 2,60.4.2

Expires: 180

Content-Length: 0

.

.

For more information about DNS-SRV , please refer to RFC3263.



