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BWHMM CEXEL L¢90T 2 DB QAQRQA0 #EW%| B

Filtr: | v Expression... Clear Apply
o, | Time | source | pestination |Pratocal [ mfo
1 0.000000 152.168.3.86 192.168.0.230 ss5Lv3  Client Hello
2 0.021345 192.168.0.230 192.168.3.86 55Lv3 server Hello, certificate, Server Key Exchange, Server Hello Done
3 0.954947 192.168.3.86 192.168.0.230 sSsLv3 client Key Exchange, change Cipher spec, Encrypted Handshake mMessage
4 0,970099 152.168.0.230 192.168.3.86 ssLv3  Change Cipher spec, Encrypted Handshake message
51.012295 192.168.3.86 192.168.0.230 sSsww3 Application pata, application pata
6 1.013562 152.168.0.230 192.168.3.86 S55Lv3 Application Data
7 1.015667 152.168.0.230 152.168.3.86 SSLVE Application Data

4

Frame 13: 652 bytes on wire (5216 bits), 652 bytes captured (5216 bits)
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Internet Protocol, src: 192.168.0.230 (192.168.0.230), Dst: 192.168.3.86 (192.168.3.86)

Transmission Control Protocol, Src Port: https (443), Dst Port: nmsserver (22440, Seq: 1482, Ack: 437, Len: 586
Secure Socket Layer

B—P: Ainik “Client Hello” V¥ EIH K SSL 3R, %M By £ SCHF I n % 52
VR A B ) BE AL 45 IR 55 2%

BB RS RMM “Server Hello” M B, #64% SSL &I, £ “Server Key Exchange”
HEFRIEHAAHEE . Ll “Server Hello Done” VB &7 58 MMM -

B=4b: &RimKRIiE “Client Key Exchange” iE53RKA1 “Change Cipher Spec” 7§ B kKi%
SUEEYH (ARSI AHME) .

B ARG #s K% “Change Cipher Spec” VR, NZ G KIER A TH SB0E Uik
Wi,

BEF ISR TE R, v Rl IR 55 28480 A 0 v (R0 5 A D 25 Sy i AT o B 1 e IR 508 A& 4

A LU TLS 4b, ARt ] PAFE & 25 ) STP MK -S43 FH TLS A& %l . 24 TLS Phisi et Ja
SIP K5 I B i .

iEH
] DAER TLS & P B TLS M55 . TLS 75 2 LA N E R HAT TLS #EF:

o RAS(EHI CAIE: M uGIE R G R ASEE L TLS RN, 280 vl MR ¥ 2 (5 11 CA
UEFHIRIGUE IR 55 4 KIEHUET, e xRS E B E. XimH] NE 31 ME
FIRIEAT CATEF . ARAT L2t BAEILA CAETS (2 10 ). &Kl FF
ff) CA iE 5255447 : PEM, CER, CRT HIDER. AHZE TN E 31 AN H KIS 4E CA
W, TES R 224 TUHIMESE B: AT{E(T CAE15,

o EIEAS: MHAE GRS KT TLS MR, Ak ik A il T4 %
AT INE . Z8 3N B PTAMIE TS M — % i e 15 A T A ZmiE . AR AR
fe—ANH E N SIESS o B EAR IE R 74 fg 2 BT EAE &It Gl N E
AE-BASBERMI R D . A ImIEF ISR AL AN PEM BR CER.

23t S FERRPEER A CA SEFS AN _EAL 1) CA AIE I IEE I RE IR 55 25% o VR 7T LAR 58 & amik

ﬁ%%%ﬁ%ﬁ%%Mﬂﬁiﬂ:%wﬁ%\EEX&%E@%&% (ISEINVE

Uity R 3% 4 oA 2% i AT DA (9 28 it E 15 o 38 FH 44 WIE DO e A 28ty st il IR B2 AR 5%
%ﬁﬁmﬁ%m B4 ﬂaé%ﬁmﬁ%ﬁmcww




el

TLS ThEEHIBC & SN HInF

ZH

B

REHX

T

8 58 2 STP K5 AL Hr b
RN

e UDP—i@id UDP i, v SIP
MEPSE ST EER (2T

e  TCP—ifid TCP ¥, N SIP
MEPSE S R X T

o TLS—i@id TLS #ril, Jv SIP
MEPSE e S (2 T

B ZAumBRNE A UDP Hhil.
RECHE SIP K 54 FH TLS B TCP ¥
W FRERTEM T STP AR %5 % X FF
TLS B( TCP. GniRAfH TLS, K7
BN AL STP AR S5 2816 CA HIE
e

RAFRGEILS

i L 15 HEEa@E I IR
i &

B BAEA.
WRIEPE G, iR CAET
SRR E IE B R BV IENR 55 2%
RFHPEF . RANEED, &if
VEELERA T

B E S SR E R RS

R i]

R &R

18 & B I IE AR 55 2HE B Y
CommonName (AFHZFR) Fl
SubjectAltName (EHLANZ).
£ByE: BA%E

Fb R E S S EN R

I 5 54

CA iEfh

8 58 i U IE IR 55 831 15 B A
[ CA IE AL,
BRINEH— & fi N B 1 CAIE
FRIGUE R 55 28 2 5 B AT

B & SGEH—2&um{f A& CA
UE PRI AIE R 55 % 2 15 v (5 AT
AU — &N B H &
S CA EFH R IGAIE AR 55 3% 2 75 A
CIEELGP

REZE ]

187



188

S

A

BEHTR

BVE: BOARIRAONERIES
B O B 2 T B i R R B

IR ZAAEIES

N b AE CAES,
&1 UEPR L AUN
*. pem, *. der, *. crt B*. cer. X

2 Lh g 10 4> CA IET,

4 5T 5 1k

BEIES

6 58 28 dm SOB 4 HA R 7 S IE

it 52

o BRAEFR i RIE B
2l gh Hth 2 P S AT
BAIE .

o  HESER—HImKIENE
28 st g FoAt 2 7 Stk
ATIRALE .

BVE: BOARIRAONERESS .

B OB B 2 T B i T R B

4 7 5 i

InERAR S FREF
i

AR &RIE .

£ IEPRE L AU *. pem B
* cer. W% WLl EAE 1 ANKIRIE
H,

R i]

B W R AR E SIP K-S# A TLS:

1. AEKE->SIPKS.




2. fEAERTT T RHE s TLS .

Yealink vc:e ==

H.323 RS Bitht
SRS wERE =
SIP PE#E e 1008
i Bre 1008
5 sssesnse
SPIRES 10.2.1.48 w0 5060
REREE =® o~
HIERRE S iwH 5060
s TS -
e 3600
SRTP =\ -
DTMRE SPWFO v
DTMFA SR oTME v
DTMFEEE ( 96~127 ) 101
NATASE BENat 00 v

3. R RAFHE.
13 P9 BT 57 T L A% CA E3:

1. Hiige->ZE/IER.
2. R
3. MAHU SR A% AR AE

189



Yealink VC RFI& i3 B AN £ ui e BE R F6 7

UEP#% 20 M*. pem, *. der, *. crt Bi*. cero

FAE =) i Ak i B
=2 .
FHERES 5
RESEILES 3
4
3
6
7
g8
g
10
A
FAVEEEED B [
[EISES T 1] [=]
CAES BT [
SAZEED
I EIERS C:\fakepath\ca.crt Bl EE
4. i b4
W TR TR “UEBZEERIN 7 IEPAIRERIERREAGEE: FFEE. RE
IESEVELN

1 Y IR T P A S R R 55 A B T K

1. miREO>ZEEES.
2. MRRFBAEUET T RHEF LA RRIE
3. MRF B T ALHE IR A B

190



TATIRE

4. M\ CAEFE N A A gk £ 4 S AR AR 95 # F 18 FT A) CA IEF5 287

FERE BE #EE i & AR e
=2 1 10.2.1.89 YL Mar 17 11:06:19 2021 GMT (=]}
EEEES 5
RESEES 3

4

5

&

7

g

g

10

(15

OIS HER |BR (=]

FPERE, | B [~

CAIER | BAES [~

SAEISES
PR 3. b

5. TR IRAFHE.
WA T F T 3 L A “TEE O, [EE R AR
6. IR H I A o

B S T AR IR UE S -

1. AiiRE- >RF|/IES.

2. sl

3. AARH AR RS 2 IE S .
EF5A4% A AU M*. pem Bix. cers

il

STRIE R ?

pul

Yealink vcio
¥ELE #EE ik A B
=2 HiES
SEEES
pom— SR s [~

SABS SIS

pillc Nt C:\fakepath\server.pem . sk ]

4. mili b4

W TR R “UEF 223 T 7 IEBAIRBRIERREAGE: FFEHE. MRH
A U

191



Yealink VC RFI& i3 B AN £ ui e BE R F6 7

T X TS P B A R IR HE SR A

L. i REDOREHIES.
2. (EBLBAUETS T HHE gt FEAH B R .

Yealink vc«o
¥FERE e WEE Bt 5%
= 10.2.1.89 ol Mar 17 11:07:20 2021 GMT [}
HEEHES ik
RESJIES

BEEH BAEH [~

SARSEES
MEEEBER s || L

3. MR MRAME.
W4 TS T 55 R A PO AR, FEE R AR RAMEIEE? 7.
4. RHARBTH JH Kb .

ZELEMER M (SRTP)

192
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—11:00 Samoa
—10:00 United States-Hawaii-Aleutian
—-10:00 United States—Alaska—Aleutian
-09:30 French Polynesia
—-09:00 United States—Alaska Time
-08:00 Canada (Vancouver, Whitehorse)
-08:00 Mexico (Tijuana, Mexicali)
—-08:00 United States—Pacific Time
—07:00 Canada (Edmonton, Calgary)
—07:00 Mexico(Mazatlan, Chihuahua)
—07:00 United States—Mountain Time
—07:00 United States—MST no DST
—06:00 Canada-Manitoba (Winnipeg)
-06:00 Chile(Easter Islands)
—06:00 Mexico(Mexico City, Acapulco)
—06:00 United States—Central Time
—05:00 Bahamas (Nassau)
—05:00 Canada (Montreal, Ottawa, Quebec)
—05:00 Cuba (Havana)
-05:00 United States—Eastern Time
-04:30 Venezuela (Caracas)
—04:00 Canada (Halifax, Saint John)
—04:00 Chile(Santiago)
—04:00 Paraguay (Asuncion)
—04:00 United Kingdom-Bermuda (Bermuda)
—04:00 United Kingdom(Falkland Islands)
-04:00 Trinidad&Tobago
-03:30 Canada—-New Foundland (St. Johns)
-03:00 Denmark-Greenland (Nuuk)
-03:00 Argentina (Buenos Aires)
—-03:00 Brazil (no DST)
-03:00 Brazil (DST)
—02:30 Newfoundland and Labrador
-02:00 Brazil (no DST)
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—01:00 Portugal (Azores)
0 GMT
0 Greenland
0 Denmark-Faroe Islands (Torshavn)
0 Ireland (Dublin)
0 Portugal (Lisboa, Porto, Funchal)
0 Spain—Canary Islands(Las Palmas)
0 United Kingdom(London)
0 Morocco
+01:00 Albania(Tirane)
+01:00 Austria(Vienna)
+01:00 Belgium(Brussels)
+01:00 Caicos
+01:00 Chad
+01:00 Spain (Madrid)
+01:00 Croatia(Zagreb)
+01:00 Czech Republic (Prague)
+01:00 Denmark (Kopenhagen)
+01:00 France (Paris)
+01:00 Germany (Berlin)
+01:00 Hungary (Budapest)
+01:00 Ttaly (Rome)
+01:00 Luxembourg (Luxembourg)
+01:00 Macedonia (Skopje)
+01:00 Netherlands (Amsterdam)
+01:00 Namibia (Windhoek)
+01:00 Poland (Warsaw)
+02:00 Estonia(Tallinn)
+02:00 Finland (Helsinki)
+02:00 Gaza Strip(Gaza)
+02:00 Greece (Athens)
+02:00 Israel (Tel Aviv)
+02:00 Jordan (Amman)
+02:00 Latvia(Riga)
+02:00 Lebanon (Beirut)
+02:00 Moldova (Kishinev)
+02:00 Russia(Kaliningrad)
+02:00 Romania (Bucharest)
+02:00 Syria (Damascus)
+02:00 Turkey (Ankara)
+02:00 Ukraine (Kyiv, Odessa)
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http://en.wikipedia.org/wiki/Metropolitan_France
http://en.wikipedia.org/wiki/Italy
http://en.wikipedia.org/wiki/Greece
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http://en.wikipedia.org/wiki/Romania
http://en.wikipedia.org/wiki/Syria
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+03:00 East Africa Time
+03:00 Traq (Baghdad)
+03:00 Russia (Moscow)
+03:30 Iran(Teheran)
+04:00 Armenia(Yerevan)
+04:00 Azerbai jan (Baku)
+04:00 Georgia(Thilisi)
+04:00 Kazakhstan (Aktau)
+04:00 Russia(Samara)
+04:30 Afghanistan (Kabul)
+05:00 Kazakhstan (Agtobe)
+05:00 Kyrgyzstan (Bishkek)
+05:00 Pakistan (Islamabad)
+05:00 Russia(Chelyabinsk)
+05:30 India(Calcutta)
+05:45 Nepal (Katmandu)
+06:00 Kazakhstan (Astana, Almaty)
+06:00 Russia(Novosibirsk, Omsk)
+06:30 Myanmar (Naypyitaw)
+07:00 Russia (Krasnoyarsk)
+07:00 Thailand (Bangkok)
+08:00 China (Beijing)
+08:00 Singapore (Singapore)
+08:00 Australia (Perth)
+08:00 Russia(Irkutsk, Ulan-Ude)
+08:45 Eucla
+09:00 Korea (Seoul)
+09:00 Japan (Tokyo)
+09:00 Russia(Yakutsk, Chita)
+09:30 Australia(Adelaide)
+09:30 Australia(Darwin)
+10:00 Australia(Sydney, Melbourne, Canberra)
+10:00 Australia (Brisbane)
+10:00 Australia (Hobart)
+10:00 Russia(Vladivostok)
+10:30 Australia(Lord Howe Islands)
+11:00 New Caledonia (Noumea)
+11:00 Russia(Srednekolymsk Time)
+11:30 Norfolk Island
+12:00 New Zealand (Wellington, Auckland)
+12:00 Russia (Kamchatka Time)
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+12:45 New Zealand (Chatham Islands)
+13:00 Tonga (Nukualofa)
+13:30 Chatham Islands
+14:00 Kiribati

i3 B: WI{E4E CAiE$

L) NE 31 ANE K AEAE CA L
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DigiCert High Assurance EV Root CA

Deutsche Telekom AG Root CA-2

Equifax Secure Certificate Authority

Equifax Secure eBusiness CA-1

Equifax Secure Global eBusiness CA-1

GeoTrust Global CA

GeoTrust Global CA2

GeoTrust Primary CA

GeoTrust Primary CA G2 ECC

GeoTrust Universal CA

GeoTrust Universal CA2

Thawte Personal Freemail CA

Thawte Premium Server CA

Thawte Primary Root CA — G1 (EV)

Thawte Primary Root CA — G2 (ECC)

Thawte Primary Root CA — G3 (SHA256)

Thawte Server CA

VeriSign Class 1

VeriSign
VeriSign
VeriSign
VeriSign
VeriSign
VeriSign
VeriSign

VeriSign

Class
Class
Class
Class
Class
Class
Class

Class

1

1

Public Primary Certification Authority
Public Primary Certification Authority
Public Primary Certification Authority
Public Primary Certification Authority
Public Primary Certification Authority
Public Primary Certification Authority
Public Primary Certification Authority
Public Primary Certification Authority

Public Primary Certification Authority

G2
G3
G2
G3

G2
G3
G4



http://en.wikipedia.org/wiki/Chatham_Islands
http://en.wikipedia.org/wiki/Tonga
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e VeriSign Class 3 Public Primary Certification Authority - G5
e VeriSign Class 4 Public Primary Certification Authority — G2
e VeriSign Class 4 Public Primary Certification Authority — G3
e VeriSign Universal Root Certification Authority
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