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IPSec VPN

IPSec VPN fEATRAER IPSec MFIEAM LT VPN %E#E, IPSec ERATMEIBERIMLEE
HIEEEERLNMNYAELE, BILEERT, IPSec VPN EEHERFIGE LRE IPSec BN
. IPSec AILUBREAZHZ L BN BMWIE. BAUNEREM,

VPN [i&i& {55

—ERRBE—IB IP IFN (AR IP #i4tA 120.42.10.100) , HAEEZEIRIMLEARR SIP
ARs588. % SIP ARSF|HE—TAK IP it (192.168.1.199), BXER A AR TEIHIEIZ
ARs588 20, IP IEFEBI—IMENAEFAN IP ik (120.42.10.100) MWK IP itk
(192.168.1.190) BY VPN fRE 2%, IP IEHIA SIP REB[ZBEINAMBLHIEREERE, AME
EFRARTE/ VPN,

VPN Client VPN Server

ﬁ | Internet m 168.1. 190
Switch
g o
120.42.10.100 120.42.10.150
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SIP PBX

THTBENET VPN B IG-ARSBRERIE:

1. VPN EFim@EIIMNIMERZEOERE VPN RS2,

2. VPN fR$32M VPN RRSBFWAE— IP #ilH4E VPN BRI, 0, BFHRS—
AR 1P 4 192.168.1.192, HEIE—MEIANEED, BEIZEOLXINBHHIES
LERRE X IR AI L o

3. H VPN EFWEES SIP [RSHERE, ©EST TN 192.168.1.199 HIERIEEH
BHEIMZMIER—IME VPN BUBEH. AEZBIEERLXFI AN L IP it
120.42.10.150 B VPN ARS328. AEBHUEEMME, AMINRE AEMMLE E&IRZEHE
&, I EMPRIREEAEEE. NEBMENHESHERRE’L 192.168.1.192 MIEH
4k 192.168.1.199, JMEFEIE B A RIRMIE 120.42.10.100 1 B A93#AE 120.42.10.150,

4., YUEREEMMLKR LiFA VPN BRSZES, VPN IRSB2BEARIEIEQMRE. 8%, XU B/t
19 192.168.1.199, HIFHEHAIELA BT SIP fRZ85 (192.168.1.199),

5. —E&AYEE, VPN ARSBEEKFISkE 192.168.1.199 MW &A1, iZN BB AF 192.168.1.192,
VPN RESEAERBERANEEIEERTHINET VPN BHEZI&E (P &),

6. VPN RBB|BMEZNEZE, HIGHIEET VPN HUEEH, BINBLRIEHE. AEME



(AT N=)40 VPN

PIEEHARRMIE 192.168.1.199 A1 B AL 192.168.1.192, 7MIB VPN HUEEFEX
JEHINE 120.42.10.150 A1 B AYHHE 120.42.10.100,

7. VPN ZFIGERWHEHMER, BEREHEEL LR,

Yealink IP iEH13#Z VPN

Yealink IP i&E#1%3F OpenVPN IfE, OpenVPN 2ini2ifial VPN, AFHEEASHTS (0:
Linux, Windows) _ERY TUN/TAP EHAMLIZEORAE. TAP B AMIZEHEIEZBIUE
8 (@0 m) #HITEME. TUN BEIMERIGEHBEE=ZEHEE (W0 IP HiEG) #HITIRME

OpenVPN A% Fin-fRSS BN BIEFIETT. £ IP &V _LEA OpenVPN Lhaefs, IP iENIME
7 VPN ERIRERFCHZNENR. IEBHAFB/ZERIIE OpenVPN ARSS 83,

=i OpenVPN ARS32:

OpenVPN RS 2S2—AAERE Y VPN ImiZipnfR s BRERENLZENIEET R, ©XF
Linux. Windows. MAC & EfEF,

£ IP & _EfEA OpenVPN LHEEZE, fRAZIHRR OpenVPN AREZREESTE. TN, R
FEEREMECE OpenVPN RSB, AETHNBUMALRENEE OpenVPN ARSZ2FE Linux
M Windows & _L8I#E OpenVPN TAR 14,

Linux &8

REFMEE OpenVPN fRS32%

OpenVPN RERBHRBIRMEN. KETNBUAE Linux FF& (F0: Centos 5.8 FRIZ:
2.6.18-308.el5-i686) Zi OpenVPN fR%28 (%0: openvpn-2.1.4.tar.gz),

FERER, WREFHARGHEUTFE:
o XM

o  ZAHFAIZTEIF Universal TUN/TAP E&IRENIEF (RN1% 2.6.0 LI L) B¥ TUN/TAP &k
INEE ARz,

o REFFEM “OpenSSL and LZO” iR,
12ZE TUN/TAP {EREZEMEFIAZS:

1. TAREEO.

2. BATY&HS,
[root@localhost~]# cat /dev/net/tun
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WRREIMEEN “cat: /dev/net/tun: File descriptor in bad state”, Elk& TUN/TAP &
RELRMEINZF.

WNEIREIRIEEN “cat: /dev/net/tun: No such device”, {REEHIT NS FME

TUN/TAP 1538,
[root@Ilocalhost~]# cd /usr/src/kernels/2.6.18-308.el5-i686/
[root@localhost 2.6.18-308.el5-i686]# make menuconfig

EHHMECETE, %1 Device Drivers->Network device support->Universal
TUN/TAP device driver support #i&E Universal TUN/TAP device driver support
A Mo

fRE] ATELL T H, OpenSSL 1&3R, THIEEEZEN: hitp://www.openssl.org/oe LU TFIR{ELL
“openssl-1.0.0e.tar.gz” Affl. TEHHAREFIRERT.

3 OpenSSL 1EiR:

1. fIAZRmEO.

2. ERZEAT /etc BRo
[root@localhost~]# cd /etc/
[root@localhost etc]# tar zvxf /openssl-1.0.0e.tar.gz

3. HAREHER.
[root@localhost etc]# cd openssl-1.0.0e
4. WMATYISBSRLERESG,
[root@localhost openssl-1.0.0e]# ./config

[root@localhost openssl-1.0.0e]# make
[root@localhost openssl-1.0.0e]# make install

RAI AR T H LZO &3, FEFEEN: http://www.oberhumer.com/opensource/lzo/download/s
DUTRELL “Izo-2.02.tar.gz” Affl, THAREFEIRERT.

RE LZO R

1. fITAZKEBEO.

2. RINZREGE /etc BR.
[root@localhost~]# cd /etc/
[root@localhost etc]# tar zvxf /Izo-2.02.tar.gz

3. HEARHER.
[root@localhost etcl# cd 1zo0-2.02

4, WATHIBRTREELTRE,
[root@localhost 1zo-2.02]# ./configure

[root@localhost 1zo-2.02]# make
[root@localhost 1zo-2.02]# make install

RATATELL T3 OpenVPN 4, TEEERN:
http://openvpn.net/index.php/open-source/downloads.html, FEHHREFEIRBRT,

2# OpenVPN [RZE:


http://www.openssl.org/
http://www.oberhumer.com/opensource/lzo/download/
http://openvpn.net/download.html
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FTALIRED,

RENRERE /etc BF.
[root@localhost~]# cd /etc/
[root@localhost etc]# tar zvxf /openvpn-2.1.4.tar.gz

HANRERBR.

[root@localhost etc]# cd openvpn-2.1.4

BWATISRLREELE,

[root@localhost openvpn-2.1.4]# ./configure

[root@localhost openvpn-2.1.4]# make

[root@localhost openvpn-2.1.4]# make install

WMREEHEILHE (header) MESH (library files), RBREMA THIGLRAE LR

By “/configure” Bi<

./configure-prefix=/usr/local --with-Izo-headers=/usr/local/include --with-Izo-lib=/usr/local/lib
--with-ssl-headers=/ust/local/include/openssl --with-ssl-lib=/usr/local/lib

™0 OpenVPN BRS3.

[root@localhost openvpn-2.1.4]# cp -p sample-scripts/openvpn.init /etc/init.d/openvpn
[root@localhost openvpn-2.1.4]# chkconfig --add openvpn

73 OpenVPN BRSZEH IP iEHEREHH:

1.

HNATERIEBXHNER (REMAERERARR),
[root@Ilocalhost ~]# cd /etc/openvpn-2.1.4/easy-rsa/2.0

BWATHIEG<,

[root@localhost 2.0]# export D="pwd

[root@localhost 2.0]# export KEY_CONFIG=$D/openssl.cnf
[root@localhost 2.0]# export KEY_DIR=$D/keys
[root@localhost 2.0]# export KEY_SIZE=1024
[root@localhost 2.0]# export KEY_COUNTRY=CN
[root@localhost 2.0]# export KEY_PROVINCE=FJ
[root@localhost 2.0]# export KEY_CITY=XM
[root@localhost 2.0]# export KEY_ORG="yealink.com"
[root@localhost 2.0]# export KEY_EMAIL="admin @yealink.com"
4/ CA iEH,

[root@localhost 2.0]# ./clean-all

[root@localhost easy-rsaj# ./build-ca

TERT FIERE IR EELIIARE, X ENTER 3#, HAFTEE, BRI ENTER

)

Generating a 1024 bit RSA private key

............. ++++++

............................. ++++++

writing new private key to ‘ca.key'

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,
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If you enter '.', the field will be left blank.

Country Name (2 letter code) [CN]:

State or Province Name (full name) [FJ]:

Locality Name (eg, city) [XM]:

Organization Name (eg, company) [yealink.com]:

Organizational Unit Name (eg, section) []:yealink.com

Common Name (eg, your name or your server's hostname) [yealink.com CA]:server
Name []:

Email Address [admin @yealink.com]:

4. 3 OpenVPN FRSZ3Z3ERIER,
[root@localhost 2.0]# ./build-key-server server

ERET FIEE NRIRFAELRINRE, 3% ENTER 32, WAFIHRE, X% ENTER

)

Generating a 1024 bit RSA private key
.......................... ++++++

A o o o o o o

writing the new private key to 'server.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [CN]:

State or Province Name (full name) [FJ]:

Locality Name (eg, city) [XM]:

Organization Name (eg, company) [yealink.com]:

Organizational Unit Name (eg, section) []:yealink.com

Common Name (eg, your name or your server's hostname) [server]:server
Name []:

Email Address [admin @yealink.com]:yealink.com

Please enter the following 'extra’ attributes

to be sent with your certificate request

A challenge password []:abcd1234

An optional company name []:yealink.com

Using configuration from /root/openvpn-2.1.4/easy-rsa/2.0/openssl.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE:'CN'
stateOrProvinceName  :PRINTABLE:'FJ!
localityName :PRINTABLE:'XM'
organizationName :PRINTABLE:'yealink.com'
organizationalUnitName:PRINTABLE:'yealink.com'
commonName :PRINTABLE:'server'
emailAddress :IA5STRING:'yealink.com'

Certificate is to be certified until May 18 11:53:36 2023 GMT (3650 days)
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Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

5. ABEPIHERIES.
[root@localhost 2.0]# ./build-key client
TERT FHIER GIRMAEELIINGE, % ENTER #, WAFTEE, BX#% ENTER

)

Generating a 1024 bit RSA private key
...................................................... +H++++
D aaiaiatal

writing the new private key to ‘client.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [CN]:

State or Province Name (full name) [FJ]:

Locality Name (eg, city) [XM]:

Organization Name (eg, company) [yealink.com]:

Organizational Unit Name (eg, section) []:yealink.com

Common Name (eg, your name or your server's hostname) [client]:server
Name [J:

Email Address [admin @yealink.com]:

Please enter the following 'extra’ attributes

to be sent with your certificate request

A challenge password [J:abcd1234

An optional company name []:yealink.com

Using configuration from /root/openvpn-2.1.4/easy-rsa/2.0/openssl.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE:'CN'
stateOrProvinceName  :PRINTABLE:'FJ!

localityName :PRINTABLE:'XM'
organizationName :PRINTABLE:'yealink.com'
organizationalUnitName:PRINTABLE:'yealink.com'
commonName :PRINTABLE:'server'
emailAddress :IA5STRING:'admin @yealink.com'

Certificate is to be certified until May 18 11:57:27 2023 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y

Write out database with 1 new entries

Data Base Updated

6. NARS|/EM dn1024.pem X,
[root@localhost 2.0]# ./build-dh
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THEET FIIER:
Generating DH parameters, 1024 bit long safe prime, generator 2
This is going to take a long time

WMERTERT “/build-dh: line 7: dhparam: command not found”, IREEHIEXH “build-dh”
in the /etc/openvpn-2.1.4/easy-rsa/2.0 directory. Set “SOPENSSL” /5 “openssl” FH{R1F1%
X1

FREIEBXHERERTEE R “Yopenvpn-2.1.4/easy-rsa/2.0/keys” Fo
e EARSSSRECE N %!

1. TEER /etc TRIEMBR “openvpn’,
[root@localhost ~]# mkdir /etc/openvpn

2. 7EE&#R /etc/openvpn TRIEFHEF “keys’s
[root@localhost ~]# mkdir /etc/openvpn/keys

3. #A OpenVPN fRSEZBLTEBER.
[root@localhost ~]# cd /etc/openvpn-2.1.4

4. ALERCEMBER "keys” EHIFFERIERNH.
[root@localhost openvpn-2.1.4J# cp easy-rsa/2.0/keys/ca.crt /etc/openvpn/keys/
[root@localhost openvpn-2.1.4J# cp easy-rsa/2.0/keys/dh1024.pem /etc/openvpn/keys/
[root@localhost openvpn-2.1.4J# cp easy-rsa/2.0/keys/server.crt /etc/openvpn/keys/
[root@localhost openvpn-2.1.4]# cp easy-rsa/2.0/keys/server.key /etc/openvpn/keys/

5. &% sample-config-files BR T “server.conf” X EI_ ERGIENBESR “openvpn’s
[root@localhost openvpn-2.1.4]# cp sample-config-files/server.conf /etc/openvpn

6.  IRIBIFAYSEPRMLEIRIEgRLE “server.conf” X1, HIREFEX.

[root@localhost ~J# vi /etc/openvpn/server.conf

P ##EN Insert Mode, EEMFTESE, & “Esc” #iR[@] Command Mode HHIA

“wq!”o

N

local 218-107-220-201I > The outside IP address of
port 1154 The port and protocol the server.

proto udp used by the server.

dev tun | —»  The type of virtual

ca /etc/openvpn/keys/ca.crt network card

cert /etc/openvpn/keys/server.crt|  _ The certificate files path created

key /etc/openvpn/keys/server.key before

dh /etc/openvpn/keys/dhl1024.pem

Server 10.8.0.0 255.255.255.0 » The network segment assigned for
the VPN client.

ifconfig-pool-persist ipp.txt
push "route 192.168.1.0 255.255.255.0" The network segment
push "route 10.0.0.0 255.0.0.0" — > allowed communicator
push "route 172.16.1.0 255.240.0.0" with the VPN client
client-to-client

keepalive 10 120

comp-lzo

persist-key

persist—tun

verb 3

RIEKRFRMEIF R, IRERSJ|HINEIRE, 0 TCP/IP ¥ &RINEEFTE VPN P IHMAENZ
BNEBEAZRE. ESERIBEHRAMIINEEERR,

BA TCP/IP #%k:
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1. fTAZRERED.

2. ‘miE /etc BRTHY “syscil.conf” X, HERFEN
[root@localhost ~]# vi /etc/sysctl.conf

" §E#N Insert Mode, IZE “net.ipv4.ip_forward” 1 1, & “Esc” #ik[d]
Command Mode FHiA “wg!”

BF OpenVPN BR%3:

1. #N OpenVPN REBHLEBR.
[root@Ilocalhost ~]# cd /etc/openvpn-2.1.4

2. 3H OpenVPN fRS.
[root@localhost openvpn-2.1.4]# service openvpn start

#1 VPN EFi#eIE OpenVPNTAR Xf4#

OpenVPN FEEFRIEHRIEEOIEEES] OpenVPN IRSZEBMEFIHIAL IREEM RS HTE
B ca.crt, client.crt, clientkey #1 vpn.cnf, FITEXLEXHER TAR Ko

REREFRREXH:

1. 7ERIR Jetc/openvpn TRIEFEF “client’s
[root@localhost ~]# mkdir /etc/openvpn/client

2. 7ER#R /etc/openvpn/client TEIEEFHBEF “keys’s
[root@localhost ~]# mkdir /etc/openvpn/client/keys

3. #A OpenVPN IRS2BZEEHR.
[root@localhost ~]# cd /etc/openvpn-2.1.4

4. ARFPHEBIFMFIEREXHEZAIEIERN “/etc/openvpn/clientkeys” BRo
[root@localhost openvpn-2.1.4]# cp easy-rsa/2.0/keys/ca.crt /etc/openvpn/client/keys/
[root@localhost openvpn-2.1.4]# cp easy-rsa/2.0/keys/client.crt /etc/openvpn/client/keys/
[root@localhost openvpn-2.1.4J# cp easy-rsa/2.0/keys/client.key /etc/openvpn/client/keys/

5. &% sample-config-files BRTH “client.conf” X E| LRBIEM “client” BR, HEdm

BIZXHA vpn.cnfo

[root@localhost openvpn-2.1.4]# cp sample-config-files/client.conf
/etc/openvpn/client/vpn.cnf

6. wiE “vpn.enf” XHHREFEFER.

[root@localhost openvpn-2.1.4]# cd /etc/openvpn/client
[root@localhost client]# vi vpn.cnf

& v #EN Insert Mode, EEFTESE, 12 “Esc” ##iR[E] Command Mode FHHIA
“wq!!!o

T BHREERENSRS NS —H.

remote 218.107.220.201 1194 udp

dev tun
dev-type tun

UTENXTA Yealink IP iEHECE OpenVPN JEHBHIZA:
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ca ca.crt
cert client.crt
key client.key

10
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TEETR vpn.onf XHER—EBo1ERRA:

vpn.cnf

IJ||||I|||1|D||||I|||2|D||||I|T|3|EI||||I|
client

nobind

proto udp
remote 218.10
dew tun
dev-type tun
persisc-tun
persisc-key

7.220.74 1194

na-cert-tvpe Server
ca ca.crt

cert client.crt

key client.key
comp-1zo

verb 3

1£ Linux FE&EITE TAR Xf#:

1. BATISSRITE TAR Xt
[root@localhost ~J# cd /etc/openvpn/client
[root@localhost client]# tar -cvpf openvpn.tar *

openvpn.tar XH7E client BR T4
Windows E&

RIEMEIE OpenVPN PRSE23

OpenVPN REBEREBIRME, REILUAIREY Windows FA7EL TE OpenVPN fRE2S
EEFNAIATE Windows XP FERE OpenVPN ARSS28 (30: openvpn-2.1.1-install.exe) o

TELER, BREGMRFHEUA TG

o XMW

o RFAIZZR TUNTAP &R,

£ Windows XP &R OpenVPN [R5

1. EXRMRFNELREXH.
2. RIERTTHREZE.

ZIAREBR A C:\Program Files\OpenVPN\,
73 Open VPN BRS323#0 IP &M AERGIERAS 14!

1. #HN OpenVPN RSZBBHZERF.

2.  TH easy-rsa XEKHE vars.bat X, HiRE IS
set KEY_COUNTRY=US
set KEY_PROVINCE=CA

11
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set KEY_CITY=SanFrancisco
set KEY_ORG=0penVPN
set KEY_EMAIL=mail @ host.domain

UTRHEESHRA:

set KEY_COUNTRY=CN

set KEY_PROVINCE=FJ

set KEY_CITY=XM

set KEY_ORG=Yealink

set KEY_EMAIL=admin@yealink.com

3. &if Start->Run,
4. 7FEHMIHEFEFRAN cmd, 5 OK FTHESIETR T,

5. #AN OpenVPN PRSBEILEERTH easy-rsa BR.
C:\Documents and Settings\Administrator>cd \Program Files\OpenVPN\easy-rsa

6. WATIHES,
C:\Program Files\OpenVPN\easy-rsa>init-config.bat
C:\Program Files\OpenVPN\easy-rsa>vars
C:\Program Files\OpenVPN\easy-rsa>clean-all.bat

7. R CA IEH.
C:\Program Files\OpenVPN\easy-rsa>build-ca.bat

TERT FIER QIR EELIIARE, & ENTER 32, HWAFTEE, X% ENTER

)

Loading 'screen' into random state - done
Generating a 1024 bit RSA private key
................ ++++++

............................... ++++++

writing new private key to 'keys\ca.key'

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [CN]:

State or Province Name (full name) [FJ]:

Locality Name (eg, city) [XM]:

Organization Name (eg, company) [Yealink]:

Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) [: CA
Email Address [admin @yealink.com]:

8. MMRSBH|W/EM dh1024.pem Xfho
C:\Program Files\OpenVPN\easy-rsa>build-dh.bat
ERT FIER:
Loading 'screen' into random state - done

Generating DH parameters, 1024 bit long safe prime, generator 2
This is going to take a long time

12
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9.

10.

79 Open VPN BRZ3ERIES,
C:\Program Files\OpenVPN\easy-rsa>build-key-server.bat server

TERET FIER QIR EELIIALE, X ENTER 3#, HWAFTEE, B8R ENTER

).

Loading 'screen' into random state - done
Generating a 1024 bit RSA private key
............................................... ++++++
..................... ++++++

writing new private key to 'keys\server.key'

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [CN]:

State or Province Name (full name) [FJ]:

Locality Name (eg, city) [XM]:

Organization Name (eg, company) [Yealink]:

Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) []: Server

Email Address [admin @yealink.com]:

Please enter the following 'extra’ attributes to be sent with your certificate request
A challenge password []:serverpwd

An optional company name []:

Using configuration from openssl.cnf

Loading 'screen' into random state - done

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE:'CN'
stateOrProvinceName  :PRINTABLE:'FJ'

localityName :PRINTABLE:'XM'
organizationName :PRINTABLE:"'Yealink'
organizationalUnitName:PRINTABLE:'EMB'

commonName :PRINTABLE:'Server'
emailAddress :IA5STRING:'admin @yealink.com'

Certificate is to be certified until Jan 20 13:10:22 2023 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y

Write out database with 1 new entries

Data Base Updated

NEFIRERIES,
C:\Program Files\OpenVPN\easy-rsa>build-key.bat client
TERT FIER QIR EELIIANRE, 2 ENTER 32, WAFTFEE, AR ENTER

).
Loading 'screen' into random state - done

13
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Generating a 1024 bit RSA private key
....................... ++++++

........... ++++++

writing new private key to 'keys\client.key'

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Name (2 letter code) [CN]:

State or Province Name (full name) [FJ]:

Locality Name (eg, city) [XM]:

Organization Name (eg, company) [Yealink]:

Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) []: Client

Email Address [admin @yealink.com]:

Please enter the following 'extra’ attributes to be sent with your certificate request
A challenge password []:clientpwd

An optional company name []:

Using configuration from openssl.cnf

Loading 'screen' into random state - done

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE:'CN'
stateOrProvinceName  :PRINTABLE:'FJ'

localityName :PRINTABLE:'XM'
organizationName :PRINTABLE:'Yealink'
organizationalUnitName:PRINTABLE:'EMB'

commonName :PRINTABLE:'Client'
emailAddress :IASSTRING:'admin @yealink.com'

Certificate is to be certified until Jan 20 13:10:22 2023 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y

Write out database with 1 new entries

Data Base Updated

FoE MRS SRECE 1T :
1. #A\ Open VPN [REBRLEBR.
2. 7TERPRIEFHHFX “serverconfig’s

3. &4l sample-config Xk “server.ovpn”’ XHE| LIRGIER serverconfig X3,
4. RIBIREVSSPRRILEIFIEREE “server.ovpn” XHHREE X,

14
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R

local 218.107.220.201 I

port 11954 The port and protocol
roto udp used by the server.
dev tun | -

ca /etc/openvpn/keys/ca.crt

key /etc/openvpn/keys/server.key
dh /etc/openvpn/keys/dhl1024.pem

server 10.8.0.0 255.255.255.0

ifconfig-pool-persist ipp.txt

> The outside IP address of
the server.

The type of virtual
network card

cert /etc/openvpn/keys/server.crt|  _ The certificate files path created

before

» The network segment assigned for

the VPN client.

push "route 10.0.0.0 255.0.0.0"
push "route 172.16.1.0 255.240.0.0"

push "route 192.168.1.0 255.255.255.0"

The network segment
allowed communicator
with the VPN client

>

client-to-client
keepalive 10 120
comp-lzo
persist-key
persist—tun

verb 3

IRIBSEFRLRIF R, EEEARSBHNERIRE, W1 TCP/IP HALThae. MZEZLZINEEME VPN
B IHEMABNZEINEREFE. EZERIFRAMNNEEER,

B TCP/IP %#%:

1.

2

s Start->Run,

EEHBXHEED N Regeditexe FHaiE OK,

o

CIEEE— x|

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: I Regedit.exe]

#

®' This task will be created with administrative privileges.

OK

Cancel Browse... |

R

HKEY_LOCAL_MACHINE->SYSTEM->CurrentControlSet->Services->Tcpip->Paramet

ers,
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4. 3I&E “IPEnableRouter’ &7 1,
=1oix|
File Edit View Favorites Help
. TapiSrv B Name | Type 1 Data |
) TBS :’Pj (Default) REG_SZ (value not set)
El- ) Tepip ,%!{JDataBasePath REG_EXPAND_SZ %SystemRoot%\System32\drivers\etc
§ Encm #|DeadGWDetectD... REG_DWORD 0x00000001 (1)
LSS TSV ¢ it DWORD (32-bit) Value x|
: "a'z“e‘ 4| DisableDHCF
‘:::vicr:; ab|Domain ames
e 84| DontAddDef  |IPEnableRouter
.}, TCPIPGTUNI ff}i"ab'ezcswf Value data: Base
@ ). tepipreg Jio[Forwardoros ,— o 2
TePPTUNNE [ 22]Hostriame i -
) ; Z  Decimal
| TOPIPE abJ1CSDomain Decim
| TDTCP #¢] IPEnableRoL
, tdx 2b|NameServer oK I Cancel
TermDD 2b]NV Domain
. TermService AbINV Hostname ¢ VIN-H3GL A
TermS b REG_SZ WIN-H3GL55039A3
| THREADORL ablSearchlist REG_SZ
il TPAutoConr ‘g’_-',&]SyncDomainWiﬁw... REG_DWORD 0x00000001 (1)
. Ju TPVCGatew: 8| UseDomainName... REG_DWORD 0x00000001 (1)
, TrkWks
| TrustedInsti_J
., TSDDD
. tssecsrv
J tunnel
. uagp35
J udfs =
" M_"_I
|Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\Tcpip\Parameters 7

BRARBHFREEESE:

1. FTARSEER,
2. ARPENIBREEEM, EF Properties,

3. 1 Advanced %I+, 3%EF Allow other network users to connect through this

computer's Internet connection £3i%iE,

4. £ Home networking connection THIIEIEIRARSS 232 IR+

5. =i OK REFEEN

73 VPN ZEPiH6IE OpenVPN Tar 3

RATLMER TR 7-Zip 8% GnuWin32 £ Windows F&3TE TAR X, {RAlUEL THIA
7-Zip, TEBHEA: hitp//www.7-zip.org/; HELTHITE GnuwWind2, TEHHIIEA:

http://gnuwin32.sourceforge.net/packages/gtar.htm,

EEFNBIUAE Windows XP FEERATAR 7-Zip T8 TAR X4,

REEFIREREXH:

1. EBZR CJ/ tIEHRXH “openvpn’s

2. E#%l| sample-config XfF¥*H client.ovpn X1 ZE| openvpn X3,

3. Em& client.ovpn XK vpn.cnf,
4. 7F openvpn MXHFEBIEFIHFE “keys’s

5. E# cacrt. clientcrt 1 clientkey X#HEI EREIER keys XK,
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6. RIEXF vpn.cnf,

TSR FERE NSRS FNSH—E,
remote 218.107.220.201 1194 udp

dev tun

dev-type tun

UFA Yealink IP 3EHLEX OpenVPN JEHFZA:
ca ca.crt

cert client.crt

key client.key

TERR vpnenf XHWN—ZH1ERRGI:

vpn.cnf

IJ||||I|||1|D||||I|||2|D||||I|T|3|EI||||I|
client

setenv SERVER Foll TIMEQUT 4

nobind

roto udp
remote 218.107.220.74 11394
dewv tun

dev-type tun
persisc-tun
persisc-key
na-cert-tvpe Server

7. REFK
£ Windows F&AFEHIER 7-Zip IT& TAR X{:

1. ERMAEATEHNLE 7-Zip.
2. @Brh 7-Zip XHEEBRNEER,
3. MEHRSHE openvpn X3,

[Bz] C:\openvpn', o= =]
File Edit View Favorites Tools Help

b om v o w X i

Add  Extract Test Copy Move Delete Info

53 . Chopenvpn' -
Mame Size  Modified Created Accessed Attributes Packed Size Comment

keys 2013-11-1609:26  2013-11-1609:26 2013-11-16 03:26 D 0
|| vpn.cnf 402 2012-12-27 22:24  2013-11-1609:21 2013-11-16 03:26 A 402

4. R Add,

5. 7 Archive format THIIEFIER tar,

17
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Add to Archive

Archive:
|Dpenvpn.tar w | D
Archive format: |_ - | Update mode:

|.-’-‘n.dc| and replace files “ |
Compression level: | Stare v |

Options
Carnpression method: | i | Create SFx archive
Dictionary size: | - | [] Compress shared files
Wword size: | v | Encryption
Salid Block size:
Mumber of CPU threads: /4
temory usage for Compressing: 1MB | |
temary uzage for Decompressing: 1MB Show Pazswaord
Split ta volumes, bytes:
| v
Parameters:
ak l [ Cancel ] [ Help ]
6. =i OK.

openvpn.tar X7 C:/openvpn BR TER,

£ IP iEW _LECE OpenVPN IhgE

IP ENBRIAZA OpenVPN IhaE, {RAJLUEREEX . EMMREAF TESRiENEAF T\
/B OpenVPN IfgE. B OpenVPN IhEE, fRIAEE X OpenVPN TAR XHEI IP &M,

FENNTANERERFERTIETEMNN V85 RZERAER 1P &,

{EFAECE X FEIE OpenVPN IhgE

1. TFEEEXMH (0. static.cfg) HAM/4EE OpenVPN &K,
THIRENE OpenVPN Sk

B8 RFE #RIME
static.network.vpn_enable o1 0

R

18
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B8 RIFE ERAE
BRAZER IP &R VPN I8,
025
1-B A
FI TR P BT

Network->Advanced->VPN->Active

&N A P DT

Menu->Settings->Advanced Settings (EAIAZH5: admin) ->Network->VPN->VPN Active

static.network.vpn.mode 0gk1

1

i

BCE VPN 23,
0-L2TP
1-OpenVPN

static.openvpn.url 511 E&F LAY URL

=H

HER
8 OpenVPN TAR X {4HYiAiE) URL.

P B A P BT -
Network->Advanced->VPN->Upload VPN Config

LT EREEXHFRAEE OpenVPN IHEERH:

static.network.vpn_enable = 1
static.network.vpn.mode = 1

static.openvpn.url = http://192.168.1.20/openvpn.tar
7E51SX# (30 y000000000000.boot) H5|HEE o
Bugn:
include:config “http://10.2.1.158/static.cfg”
HESISXHNEEXHEIEERSSHHRER.
% 1P IENITESHEEEN.
BEXTEDRENER, BSH Yealink AR FRMHNBIAEERM.

ERMnisAFPTImEAECE OpenVPN IhgEE

iz

1.

& OK i, TEIEH=BYIREY IP ik,
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2. TEEEARMITTN SEASAIHAEF= N IP iht (W0: http://192.168.0.10 or 192.168.0.10) , &

Enter &,

3. HEERNEWNBARMED,

AINBFREA admin (ROKNE), BINEER admin (KOKRNE).

4., =i Network->Advanced,
5. ¥J7F VPN IfgE,

6. 1E Mode Xi3i%&% OpenVPN,

7. 7 OpenVPN [XiF, s Browse MZEHIRZFAE(L OpenVPN TAR X4, =i Upload Lt

Bz o

Yealink | rsu

@ status v
2 Account v Active [on @) [
@ Network Mode L2TP @ OpenVPN

Layer 2 Tunneling Protocol(L2TF)

L2TP Server Address

Authentication Name

Advanced T ®

WiFi OpenveN

Diagnostics Upload VPN Config Browse: (-]
Import VPN Configuration File Browse |

%8 Features v Export VPN Configuration File Export

£F Settings

S Directory v Confimn Cancel

8. =i Confirm FEEX.
M imE P ER T 6 2 BiET.
9. =i OK.

EiENis AP TImEEBA OpenVPN IhiEE

1. ¥ Menu->Advanced (BXIAZ5H5: admin) ->Network->VPN.

2. 7f VPN Active Xi5%#F Enabled,

R RI e BECE S (S EM UK A A TUE L OpenVPN TAR X {%,
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3. REEN
EN B EREEEEN.

G EENREPTE, MREERAEREA OpenVPN M8k,

OpenVPN IHRERSTIECE ST, ENRERES VPN Bif. ERJALREIN, ENESEETRRI L
MEBRE AR,

& 12345671 ! : 16:24 Thu, Feb 20

History Directory

PR HERR

At 4iENERE OpenVPN ARSS23KM?

R 317 5.

e TR OpenVPN ARER[EBIFIEIT.

R OpenVPN BRFZEBIEFEIETT, HIFKERIRIEHME VPN Eir LA HI— 0B
OpenVPN BRSEESHIEIN IP #ilit, RFIEREMNXA VPN BEirER0TF:

Open?FH GUL

Connected to: server
Connected since: Jul 19, 09:02
Assigned IF: 10.8.0.1

||<@ 9:03
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o MR LMEE IP IENIAY OpenVPN TAR XA IEH,
$2EY TAR XHHMBRIEBXHERGBEN keys”, BFWEEXHHEN “vpn.onf’, WT

FiR:

MName

U keys

| vpn.cnf

o HEEFMIEPHXG ST HEE S E X MR BIER.
HWABR “keys” BERFMIEBHXHEHET,

Marme

] ca

S client

|| elient.key

vpn.enf  x
DIIII|III1IDIIII|III2IDIIII|ITI3IDIIII|I
client
setenv SERVER Foll TIMEQUT 4
nobind
proto udp
remote 218.107.220.74 1194
dev tun

dev-type tun
persisc—tun
persisc-key
ns-cert-tvpe server
ca ca.crt

cert client.crt
ey client.key
comp—-1za

wverb 3

o MHRRSB[EEXHNEFIKEEXHFH FIIEE T2 LA,

server.ovpn vpn.enf  x

TP |1 W P

CA\Users'ylD092. YEALINK\Desktop\server.ovpn | = || B || 2
A I

_@ C:\Users\ylDDB2. YEALINK\Desktop\... [ = || & |[mE3a]

L|local 218.107.220.74
port 1154

proto udp

1 ldev tun

server 10.8.0.0 255.255.255.0
"route 10.2.1.0 255.255.255.0"

push "dhcp-option DNS 10.2.1.1"

s push

keepalive 20 &0

i duplicate-cn
comp-l1zo
s verb 3

1 client
2 setenv SERVER Poll TTMECUT 4
3z nobind

i |proto udp

S|lremote 218.107.220.74 11854
&|dev tun

7 dew-type tun

& persist-tun

5 persist-key

0 ng-cert-type Server
1 ca kevs/eca.crt

Z cert client.crt
3 key client.key
4 conp-lzo

5 verb 3

e e i i =
!

T T T T =

m

I RIEN BB B1A] B BRTEIE B AV E ERRN,
REEFENESXFERIREPEEE %,

IP JEHZHF MD5 # SHA 1 EEE %,
WERFPIHIEBXHOTIE BN EREME B &,
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{ZHEABEES
Certificate
| General | Details |Certiﬁcatiu:un Path
Show: [<AI|> v]

Field Value il
B Version V3 L
BSEriaI number 0z I
=l signature slgorithm mdSRSA
ESignature hash algarithm md5
= [Tssuer liubn@yealink.com, Yealink, Ye...
J'v'alid to Saturday, May 07, 2022 11:4...
-_']Ql ihiert lit b fwealink -nm FMR FMR -

Edit Properties... Copy to File. ..

Learn more about certificate details

M EEBRIE R EIE?
IRENAZREFREBNEREE, REEERERBEZHBREREFHX Mo
HTIO TR
1.  #% OpenVPN L[R2 T easy-rsa X{EFHHY openssl.cnf {5,

X 4B B E O] BE R IB R R EIF R M A,
2. BLE “default_md” BEH{EHN md5 % shal, W FFR:

default_md = md5 I default_md = sha1

3. RIEZRE OpenVPN RJE[BETHTENE, BREREFHIEHR,

B AENERIEES OpenVPN IRSZEBEEM SIP
PR35 E8 KM ?

WRIRF#IT TR ME:
o TR OpenVPN fRSZ28H WM,

e  TfR OpenVPN fRS5284 SIP ARSS28@d Ping fn<lERIERE.
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e HfR Windows F& _EH OpenVPN ARZ323/EH Internet Connection Sharing 1 TCP/IP
¥E,

o HRTEMRSB/EEXHPDELLIENIRE SIP BRSBF/MEERAINR,

5130, SIP ARSS23MY IP Hihibly 192.168.3.6, IRSVBEEXHMMESHEE push “route
192.168.3.0 255.255.255.0”,

AT 2IEN LECE SIP ARSI BET, IEVEMRKN?

RIRFF#1T T HIRE:

o MREIS DNS ARS52389 IP HbARNEIARS[ECE X

530, DNS BRSS2:R9 IP HihitHy 192.1682.3.10, IRSVBEBEX UL ANESHEE push
"dhcp-option DNS 192.1682.3.10”,

o HifR DNS BRSZWAIENEEER.

: A RN S E
NtLBESERS?

HITTINHRIE:

1. WIREI client-to-client ECE HRINZEIARSS 2R B0E St

2. EE OpenVPN AR,

AHABRIRE?
T RBIRME:
. FR4RE RTP ZOWERTEASIVUREE. EXHELT, MRERRMNFALS
BER,
. HRERPHREXHEEELN DS,

Yealink BITIRE BERHIN 3(BFHEEXHFR “verb 37) MNRAELINRELS,
ENRMBIERIENESF. XA EFBIENIERER,

ARiBRRF

IPSec - —MiHiNE, AFEIRIENMNEBEIENEMNMURERRFRF IP BiE,

TLS/SSL — £ Internet LIREBEREBIMEMNN. TLS #1 SSL ERAE (Application Layer)
AfERIE (Transport Layer) MIZEWLRIERZE, EARNRMBRIERZ AR, NRMNBRIEN
B, EERIERERIEE SRR,
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TAR - X8I0 (BUFMEEREREIIZ) A TFRIEXLE X AHIIEFBIR R,
FHEENR - TRBEAZH, WAZEEARTReBER—AZNHZEN.

7-Zip - —MNREFMFRAINMAIIEE. EEA 7z [FEBINRE, BETURE-LEHMH)T
g

GnuWin32 — DIAE{TIHHENER. 4T FAURABEXAEM GNU M RTIASRAR A
w0, ERXSHERINE 32 I Windows FHIE1T.

Big & 3R

UTHNEEXHTH, BENBNARERSSNEFREEX . FENMESIMREER S
PRl
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AR S5 2R B0 & X1

local 218.107.220.74

keepalive 20 60

client-to-client

duplicate-cn
comp-lzo

verb 3

#VPN ARZ5237MNW 1P sk

port 1194 #VPN ARS328% 00

proto udp #VPN ARZSe3(EHMY (udp = tep)

dev tun #EPAMLLZEO (tun 3 tap)

server 10.8.0.0 255.255.255.0 #7048 VPN ZFIRRIEEHL IP ER

push "route 10.2.1.0 255.255.255.0"  ##iF VPN ZF w5 ia)AIARIMER

push "dhcp-option DNS  10.2.1.1" #7E045 VPN EFi%AY DNS ARSS28

IP ik

#8520 ¥ Ping —X VPN fR%28. IR 60 #°A Ping EEK
I, EFEE VPN RS2,

ca /openvpn-2.1.1/easy-rsa/keys/ca.crt #CA IE$H
cert /openvpn-2.1.1/easy-rsa/keys/server.crt #IRS 3D

key /openvpn-2.1.1/easy-rsa/keys/serverkey  #BR532:FA5R
dh /openvpn-2.1.1/easy-rsa/keys/dh1024.pem

#RIFEZR VPN BFRIREIZEE, MAZET VPN AR5
AR,

#701F VPN ZFInfERERNERERE VPN BRS523.

#/2 RMIEESE

#BER5!
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FEPIRECE X+

client

nobind
proto udp

remote 218.107.220.74 1194

dev tun

dev-type tun
persist-tun
persist-key
ns-cert-type server

ca ca.crt
cert client.crt
key client.key

verb 3

comp-Izo
verb 3

setenv SERVER_Poll_TIMEOUT 4

#VPN BRSZE(E4 MY (udp B tep)
#VPN BRE239MNW IP thaibFlig O

#EMMLEEO (tun 3 tap)

#CA EP
#Z P IRIEP
#Z P ImEFAEA

#HELR7!
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FP R

HNEESHREXHERE, B TR R IR R SR E RAZEWAEB 4 ZE DocsFeedback @yealink.coms
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