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VC110 #A 2 0 S RF TLS 1. 0. EAGEALE (Cipher Suite) &M% . WAIEAM MAC 5
A A KSR B 04 :
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BUEeE SEXELlac+aTe(ER @aaan EE®%| B

Filtr: | v Expression... Clear Apply
o, | Time |soures | bestination |Frotocol [nfa
1 0.000000 152.168.3.86 192.168.0.230 ss5Lv3  Client Hello
2 0.021345 162.168.0.230 192.168.3.86 SSLVE server Hello, Certificate, server key Exchange, server Hello Done
3 0.954947 192.168.3.86 192.168.0.230 S5Lv3  Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
4 0.970099 192.168.0.230 192.168.3.86 sS5Lv3  Change Cipher Spec, Encrypted Handshake Message
51.012295 152.168.3.86 192.168.0.230 sswv3 application pata, application pata
6 1.013562 152.168.0.230 192.168.3. 84 S5LV3 Application pata
7 1.013667 152.168.0.230 192.168.3.86 S55Lv3 Application Data

4

Frame 13: 652 bytes on wire (5216 bits), 652 byTes captured (5216 hits)

Ethernet II, Src: Wmware_72:c9:2e (00:0c:29:72:c9:2e), Dst: Xiamenve_11:12:h7 (00:15:65:11:12:b7)

Internet Protocol, src: 192.168.0.230 (192.168.0.230), Dst: 102.168.3.86 (192.168.3.86)

® Transmission Control Protocol, Sre Port: https (443), Dst Port: nmsserver (22440, sSeq: 1482, ack: 437, Len: 586
Secure Socket Layer

B Ak “Client Hello” VHETER SSL HEHE, %M B £ 50 SCHRF AN & 5

R A I BE AL 25 R 55 2%

BB RSN “Server Hello” W4 8., #E#% SSL 130, 7£ “Server Key Exchange”

HEBERRIEHAPEE . BL “Server Hello Done” ¥ B3&7R 78 B o

B=3 &KL “Client Key Exchange” 3R “Change Cipher Spec” JH B Ki%

ZUHEH (HIRS S AHINED.

FBIP: AR% 28 Ki% “Change Cipher Spec” JHIE, NG KIENIFTAE HEBIG YL

T o

BT FETE R, 24 ui AR 55 23450 B i RO R D 8 SRR AT I8 A5 o B T o IR 15
A LA TLS &b, ARt mT BASR e 2 ) STP M5 TLS A& 4t il 24 TLS ¥his e )&
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W
2 nl DAE A TLS 2% ek TLS IRZ . TLS T DL FiF Bk#AT TLS 18T
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WEP BRI AR S 28 SIENUET, B Z M a 2 TmrE. L) NE 30 M
FHFIRSAE CAEF . ARFT L2l B AEILAR CAUETS (52 10 M), i SCHF
ff) CA iEF528%445 . PEM, CER, CRT Al DER. AHZE TN E 30 N HAITT{E/E CA
WEF, WS R 190 TURIPE S B: nl{EAE CA UE1i.

o ARURUEFS: YHAK P unin RS A TLS IEREN, 2 Rk A miE P4
Ui AT INUE « S0 N B PR AMIETS: E— 1 28Uk F AN IE A 1 2 nmiE . /R AT AL
fE—> H5E LI %E%O%L%mﬁ%HE ZHT AR ZRIE T (T NE
HIEBARERE MR o ZmiE ISR AL N2 : PEM 5% CER.

L SCRFAR AR BRIA I CA TEFFT EAE 1 CA SEFIAEZEEFE IR 5525 o R 1T LR 2 443 i}\
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i 348 HAh B P S dE AT UUE R 23 IE 15 388 P 44 DA UE D B A 24 S 9 A IESE F2 I 5%
%ﬁkﬁ.ﬂ’hﬁ%ﬂ’] B4 . 1Z 24 NIENLHIESE RFC 2818,

TLS ThREFIECE S H 4T -
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LA SRS (SRTP) FHSR NS STP @157 ) RTP ¥i. @157 /) RTP Al RTCP Jfiitd
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m=audio 11780 RTP/SAVP 0 8 18 9 101

a=crypto:1 AES CM_ 128 HMAC SHA1 80 inline:NzFINTUwZDk20GV10Tc3YzNKYTkwZWVKMIM1YWF j
a=crypto:2 AES CM 128 HMAC SHA1 32 inline:NzkyM2F jNzQ2ZDgxY jgOMzQwMGVmMGUxMz dmNWFm
a=crypto:3 F8 128 HMAC SHA1 80 inline:ND1iMWIzZGE1ZTAwZ jA5ZGFhNjQ5YmEANTMzYzAQ
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a=rtpmap:18 G729/8000
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a=fmtp:101 0-15
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496 root 2876 S¥ Svealinly'bin/ggswea ipp

497 root 2276 S¥  Svealinly'binSggswea ipp

495 root B3T6 ¥  Syealinl/bin/ggswea_ipp

499 root BETE S¥ Syealinl/bin/ggswea_ipp

500 raoot BETE S¥ Syealinl/bin/ggswea_ipp

501 root BETE SW  Syealink/bin/ggsvea ipp

S0T root 16424 S¥ Jfyealink/bin/Screen. exe

2058 root 10344 SW  fyealink/bin/sipServer. exx

509 root 10344 SW  fyealink/binfsipServer. exx

515 root 168424 2% Sfyealinly/bin/Sereen. exe

51T root 16424 5% Syealink/bin/Secreen exe
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521 root 16424 S¥ Jfyealink/bin/Screen. exe
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525 root < [IRR 45]

576 root 10344 3%  Srealink/bin/sipServer. exx

52T root 16424 5% Syealinlk/bin/Screen exe

528 root 16424 S¥ Jfyealink/bin/Screen. exe

529 root 16424 S¥ Jfyealink/bin/Screen. exe

1147 root 1788 SWH =leep 1000

1227 root 10120 ZWH ConfigManhpp. com

1228 root 4624 S¥  Svealinlybin/mini_httpd -p 80 -d fyealink/html —e cgi

1223 root 2812 SWH sh -c cd ftmp;ifconfig »> Messages;ps »> Messages;tar

1230 root 2512 EWH p=
Feb 20 06:01:00 mini_httpd[383]: mini_httpd. c(1510):child process 1227 exit!
Feb 29 06:01:12 mini_httpd[1232]: mini_httpd c(1997):path:fcgi-bin/Confi gManhpp. com, query: Id=2T
Feb 29 06:01:12 mini_httpd[388]: mini_httpd. c(1510):child process 1232 exit!
Feb 29 06.01:12 mini_httpd[1233]: mini_httpd c (1997):path: fegi-bin/ConfigMandpp. com, query  Td=2T
Feb 29 06.01:12 mini_httpd[388]: mini_httpd. c(1510):child process 1233 exit!
Feb 23 06:01:12 mini_httpd[1234]: mini_httpd c (199T):path: fegi-bin/Confi gManhpp. com, query: Td=2T
Feb 29 06:01:12 mini_httpd[388]: mini_httpd c(1510):child process 1234 exit!
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seq=T ttl=B4 time=0.393 mz
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Fit 3

M A BT X

X X 4
—11:00 Samoa
—10:00 United States—Hawaii-Aleutian
—09:30 French Polynesia
—09:00 United States—Alaska Time
—08:00 Canada (Vancouver, Whitehorse)
—08:00 Mexico (Tijuana, Mexicali)
—08:00 United States-Pacific Time
—07:00 Canada (Edmonton, Calgary)
—07:00 Mexico (Mazatlan, Chihuahua)
—07:00 United States-Mountain Time
—07:00 United States-MST no DST
—06:00 Canada-Manitoba (Winnipeg)
—-06:00 Chile(Easter Islands)
—06:00 Mexico(Mexico City, Acapulco)
—06:00 United States—Central Time
-05:00 Bahamas (Nassau)
—05:00 Canada (Montreal, Ottawa, Quebec)
-05:00 Cuba (Havana)
—05:00 United States-Eastern Time
-04:30 Venezuela (Caracas)
—04:00 Canada(Halifax, Saint John)
—04:00 Chile(Santiago)
—04:00 Paraguay (Asuncion)
-04:00 United Kingdom-Bermuda (Bermuda)
-04:00 United Kingdom(Falkland Islands)
—04:00 Trinidad&Tobago
—03:30 Canada— New Foundland(St. Johns)
-03:00 Denmark-Greenland (Nuuk)
-03:00 Argentina (Buenos Aires)
-03:00 Brazil (no DST)
-03:00 Brazil (DST)
—02:30 Newfoundland and Labrador
—02:00 Brazil (no DST)
—01:00 Portugal (Azores)

0 GMT

187


http://en.wikipedia.org/wiki/Hawaii
http://en.wikipedia.org/wiki/UTC%E2%88%9209:00
http://en.wikipedia.org/wiki/UTC%E2%88%9206:00
http://en.wikipedia.org/wiki/Toronto
http://en.wikipedia.org/wiki/UTC%E2%88%9205:00
http://en.wikipedia.org/wiki/Cuba
http://en.wikipedia.org/wiki/Venezuela
http://en.wikipedia.org/wiki/Chile
http://en.wikipedia.org/wiki/UTC%E2%88%9204:00
http://en.wikipedia.org/wiki/Paraguay
http://en.wikipedia.org/wiki/UTC%E2%88%9204:00
http://en.wikipedia.org/wiki/UTC%E2%88%9204:00
http://en.wikipedia.org/wiki/UTC%E2%88%9204:00
http://en.wikipedia.org/wiki/UTC%E2%88%9203:00
http://en.wikipedia.org/wiki/Nuuk
http://en.wikipedia.org/wiki/Argentina
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X X 4
0 Greenland
0 Denmark-Faroe Islands(Torshavn)
0 Ireland (Dublin)
0 Portugal (Lisboa, Porto, Funchal)
0 Spain—Canary Islands(Las Palmas)
0 United Kingdom(London)
0 Morocco
+01:00 Albania(Tirane)
+01:00 Austria(Vienna)
+01:00 Belgium (Brussels)
+01:00 Caicos
+01:00 Chad
+01:00 Croatia(Zagreb)
+01:00 Czech Republic (Prague)
+01:00 Denmark (Kopenhagen)
+01:00 France (Paris)
+01:00 Germany (Berlin)
+01:00 Hungary (Budapest)
+01:00 Ttaly (Rome)
+01:00 Luxembourg (Luxembourg)
+01:00 Macedonia (Skopje)
+01:00 Netherlands (Amsterdam)
+01:00 Namibia (Windhoek)
+02:00 Estonia(Tallinn)
+02:00 Finland (Helsinki)
+02:00 Gaza Strip(Gaza)
+02:00 Greece (Athens)
+02:00 Israel (Tel Aviv)
+02:00 Jordan (Amman)
+02:00 Latvia (Riga)
+02:00 Lebanon (Beirut)
+02:00 Moldova (Kishinev)
+02:00 Russia(Kaliningrad)
+02:00 Romania (Bucharest)
+02:00 Syria(Damascus)
+02:00 Turkey (Ankara)
+02:00 Ukraine (Kyiv, Odessa)
+02:00 Syria(Damascus)
+03:00 East Africa Time
+03:00 Iraq (Baghdad)
+03:00 Russia (Moscow)
+03:30 Iran (Teheran)
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http://en.wikipedia.org/wiki/Faroe_Islands
http://en.wikipedia.org/wiki/Ireland
http://en.wikipedia.org/wiki/Metropolitan_France
http://en.wikipedia.org/wiki/Italy
http://en.wikipedia.org/wiki/Greece
http://en.wikipedia.org/wiki/Israel
http://en.wikipedia.org/wiki/Lebanon
http://en.wikipedia.org/wiki/Romania
http://en.wikipedia.org/wiki/Syria
http://en.wikipedia.org/wiki/Syria
http://en.wikipedia.org/wiki/Iraq
http://en.wikipedia.org/wiki/Iran

Fit 3

X X 4
+04:00 Armenia (Yerevan)
+04:00 Azerbai jan (Baku)
+04:00 Georgia(Tbilisi)
+04:00 Kazakhstan (Aktau)
+04:00 Russia(Samara)
+04:30 Afghanistan (Kabul)
+05:00 Kazakhstan (Aqtobe)
+05:00 Kyrgyzstan (Bishkek)
+05:00 Pakistan (Islamabad)
+05:00 Russia(Chelyabinsk)
+05:30 India(Calcutta)
+05:45 Nepal (Katmandu)
+06:00 Kazakhstan (Astana, Almaty)
+06:00 Russia(Novosibirsk, Omsk)
+06:30 Myanmar (Naypyitaw)
+07:00 Russia (Krasnoyarsk)
+07:00 Thailand (Bangkok)
+08:00 China (Bei jing)
+08:00 Singapore (Singapore)
+08:00 Australia(Perth)
+08:00 Russia(Irkutsk, Ulan—Ude)
+09:00 Korea (Seoul)
+09:00 Japan (Tokyo)
+09:00 Russia(Yakutsk, Chita)
+09:30 Australia(Adelaide)
+09:30 Australia(Darwin)
+10:00 Australia(Sydney, Melbourne, Canberra)
+10:00 Australia(Brisbane)
+10:00 Australia (Hobart)
+10:00 Russia(Vladivostok)
+10:30 Australia(Lord Howe Islands)
+11:00 New Caledonia (Noumea)
+11:00 Russia (Srednekolymask Time)
+11:00 Norfolk Island
+12:00 New Zealand (Wellington, Auckland)
+12:00 Russia(Kamchatka Time)
+12:45 New Zealand(Chatham Islands)
+13:00 Tonga (Nukualofa)
+13:30 Tonga Chatham Islands
+14:00 Kiribati
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http://en.wikipedia.org/wiki/India
http://en.wikipedia.org/wiki/Almaty
http://en.wikipedia.org/wiki/Singapore
http://en.wikipedia.org/wiki/Chatham_Islands
http://en.wikipedia.org/wiki/Tonga
http://en.wikipedia.org/wiki/Tonga
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% B: WI{E4E CAETS

L] A E 30 ANE I ATEAE CA IEFS:
e DigiCert High Assurance EV Root CA
e  Deutsche Telekom AG Root CA-2
e Equifax Secure Certificate Authority
° Equifax Secure eBusiness CA-1
e Equifax Secure Global eBusiness CA-1
e  GeoTrust Global CA
e  GeoTrust Global CA2
o  GeoTrust Primary CA
e GeoTrust Primary CA G2 ECC
e  GeoTrust Universal CA
e  GeoTrust Universal CA2
e  Thawte Personal Freemail CA
e Thawte Premium Server CA
e Thawte Primary Root CA — G1 (EV)
e Thawte Primary Root CA — G2 (ECC)
e Thawte Primary Root CA - G3 (SHA256)
e  Thawte Server CA
e VeriSign Class 1 Public Primary Certification Authority
e VeriSign Class 1 Public Primary Certification Authority — G2
e VeriSign Class 1 Public Primary Certification Authority — G3
e VeriSign Class 2 Public Primary Certification Authority — G2
e VeriSign Class 2 Public Primary Certification Authority — G3
e VeriSign Class 3 Public Primary Certification Authority
e VeriSign Class 3 Public Primary Certification Authority — G2
e VeriSign Class 3 Public Primary Certification Authority — G3
e VeriSign Class 3 Public Primary Certification Authority — G4
e VeriSign Class 3 Public Primary Certification Authority — Gb
e VeriSign Class 4 Public Primary Certification Authority — G2
o VeriSign Class 4 Public Primary Certification Authority — G3
° VeriSign Universal Root Certification Authority
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